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Motivation (1)

Software and cathedrals are much the same -
first we build them then we pray! [Sam Redwine, Jr.].

¥ Software assumes more and more responsibilities
¥ Consequences of software failing range from OannoyingO to OcatastrophicO

¥ Dependability is not addressed in current mainstream software developme
methods, especially not in the early phases

¥ The major cause of common faults are flawed specifications 1
¥ Non-identiPed dependability concerns lead to

¥ Lack of essential functionality

¥ Unreliable service

¥ Unexpected behavierz Operation Faults

1 Bishop, P OSoftware Faulblerance by Design DiversityO
In M. R. Lyu (ed.), Software Faultolerance, Johwiley & Sons, pp. 21-229, 1995.
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Motivation (2)

¥ Faults / omissions made at t
reguirements stage are

expensive to bx later /1N Requirements

¥ Stated requirements mightbe /. 2 N\ ... ... Design
implemented, but the systemisng/ 10 \  Coding
one that the customer wants Unit Test

Acceptance Test

Maintenance

¥ Need to determine and
establish the precise

expectations of the Relative Cost to Repair a Defect
customer! at Different Lifecycle Phases !

1Fred D. Davis: User acceptance of information technology: System characteristics, user perceptions and b
impacts. International Journal of ManMachine Studies, 38(3):475D487, March 1993.
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Research Goastarted in Fall 2002)

¥ Model-Driven, Dependability-#are Software

Development Process

¥ Address dependability concerns as early as possible
¥ Eliciting dependability requirements
¥ Specifying required dependability for system services

¥ Building a dependable system architecture based on well-known fault tole
techniques

¥ Step-by-step guidelines that lead the developer from
requirements elicitation to implementation
¥ Model rebnement procedures / transformations and consistency checks
¥ Easy-to-use modeling formalisms, notations and tools to
support the process

A MC Glll
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Talk Overview

¥ Dependability

¥ Dependability-Avare Requirements Engineering Proc
¥ Elicitation: Specifying Dependability Expectations
¥ Specibcation: Safety and Reliability
¥ Analysis: DependabilitAssessment
¥ RebPnement: Detecting Exceptions and Specifying Handlers
¥ Documentation: Summary Diagram and Excepfiahle

¥ CurrentWork / Possible Collaboration
¥ Extend Process to Consider Faulty Designs / Implementations
¥ Dependability-Avare Specibcation Models

A MC Glll
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Dependability

Property of a computer system such that
reliance can be justifiably placed on the
service it delivers!

Avalilability, reliability, safety, maintainability conbdentialityintegrity

Safety: Lack of catastrophic failures?

Reliability: Aptitude to provide service as long as required?

1J. C. LaprieA. Avizienis, and H. Kopetz, editors. Dependability: Basic ConceptJamdinology Springer
Verlag NewYork, Inc., Secaucus, NJ, USA, 1992.

2J.-C. Gefroy and G. Motet: Design of Dependable Computing Systems. Kléeaatemic Publishers, 2002.

Y T McGill
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Process Overview

Task 1 IgaS't(Z D_Task3 < oer Tas|§|4 |
i i icitin iscovery O ining Handlers PR :
Ac%rsg?mvgggds Dependability Environ%td for En\%rc_)nment Elicitation and Discovery
EXpectationS Exceptions Exceptions
74N Task 5 ek 8
Specifyin iscoverin . . _
& uge(;as%/sg]d Service-Rdaed DePnition and Specibcation
Gﬂ Handlers Exceptions

AN Task 7
Assessing Saf DependabilityAnalysis
@X]WE{>E{> afﬁé‘?aonit?/y E{>E{>%m P yAnalyst
Tax 8 Task 9
B(}: ecfying ifyin v Dependability-Based RebPnemen
Mechanisms | Handler Use @
Task 10 Task 11 4
Smmanizing summaizing | <& Requirements Summary
andHandlers | Exception Teble

[] Standard  [] Dependability-Focused @ MCGlll
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Requirements Elicitation & Use Case

¥ Requirements Elicitation performed to discover the
system functionalityproperties and qualities as desire
by the stakeholders

¥ Use Cases capture interactions between the system
the environment to achieve user goals

¥ Actors - entities that interact with the system
¥ Primary actor - initiates the use case
¥ Secondary actors - needed by the system to provide the functiol

¥ Designed to be understood by non-technical parties
¥ Consist of (textual) descriptions and Use Case Diagl

A MC Glll
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Task 1: DiscoveActors and Goals

Use Case: TakeElevator
Scope: Elevator Control System
Primary Actor: User

Intention: The intention of the

User is to take the elevator

to go to a destination floor.
Level: User Goal
Main Success Scenario:

1. User cCall[s]Elevator

2. User Ride[s]Elevator
Extensions:

la. Cabin is already at

UserOs floor..

1b. User is already inside..

e Main success vs. extensions
e Hierarchy

2.7

I

Exterior
FloorButton

1

Door

ser

Take

/

Elevator Control System

Elevator

2.7

2

Interior
FloorButton

1

Motor

2.
/
Arrival f 3
Floor
m— Sensor
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Task 2: Specifying Expected Dependab

¥ For each goal / service that the system provides,
expected safety and reliability is specibed

¥ Reliability specibed with Ochance of successO, e.g
99.97%

¥ Safety specibed with Ochance of safety violationO,
99.998%

¥ Depending on the application, fdifent safety levels can be debne
e.g. RCA Standard DO-178B levels O - 4 for civil aeronautics
¥ No Effect,Annoying, Upsetting, Injuries, Casualties

F McGill
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Task 3: Environment-related Exceptio

¥ Exceptional situation arising in the environment
¥ System safety threatened
¥ User goalshange

¥ Discovery by asking questions such as

¥ What situation prevents the system from providing safe service?
¥ What situation prevents the successful completion of a user goal?
¥ What situations take priority over the user goal?

¥ What situations could make the user change goal?

¥ Leads to the discovery of
¥ Exceptional goals

¥ Exceptional actors
¥ Signal the occurrence of the exception to the system

F McGill
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Task 4: DebPne Handlers (Exceptional Go

¥ Debne handler use cases for each environm

exception

¥ Annotate the handler with <<reliability>> or <<safety
tags

¥Link the handlers to the appropriate context use case

using <<interrupt & continue>> or <<interrupt & fail>:
relationships

Exception:
{EmergencyStop}
[
Take Elevator < — - - ———L - —————
<<interrupt & continue>>
& McGill
N3Y
&/ MC 1
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Task 5: Specify Interaction Steps

Use Case: ElevatorArrival

Intention: System wants to move the elevator to the User’s
destination floor.

Level: Subfunction
Main Success Scenario:

1. System asks Motor to start moving in the direction of the
destination floor.

2. FloorSensor informs System that elevator is approaching
destination floor.

3. System requests Motor to stop.
4. System requests Door to open.

e Write detailed interaction scenarios for each use case and
handler

e Each step is either an input interactionor an output interaction
e What if things go wrong?

F McGill
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Initial FaultAssumptions

¥ System (to be built) fault-free
¥ Faults In the environment

¥ Actors fail to provide input to the system
¥ Secondary actors fail to provide requested service to sy
¥ Communication failure
¥ Protocol violations

¥ These situations may interrupt the 3ow of norn
Interaction that leads to the fulbliment of the us

goal

A MC Glll
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Task 6: Service-related Exceptions

¥ An exceptional situation prevents the system
from achieving the goal
¥ Environmental faults

¥ Secondary actors fall
¥ Communication fails

¥ Actors do not respect system protocol ogéir
to interact

¥ System Is In a state that makes provision of
certain services impossible

F McGill
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Task 6: Service-Related Exceptions

¥ Consider the importance of each interaction ste
¥ Reliability:
How essential is the interaction step for the successful
completion of the user goal / subgoal?
¥ Annotate essential steps with a <<reliability>> tag and
specify the success probabijitiyknown

¥ Safety
Does the failure of this interaction step threaten system
safety?
¥ Annotate critical steps with a <<safety>> tag and an
appropriate safety level

F McGill
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ElevatorArrival Example

Use Case: ElevatorArrival

Intention: System wants to move the elevator to the User’s
destination floor.

Main Success Scenario:

1. System asks Motor to start moving in the direction of the
de ion floor.

Reliability: 99%
2. FIoorsensor informs System that elevator is approaching
destination floor.
Reliability: 98% Safety-index: 2 (minor effects)
3. System request
Reliability: 99
4. System requests

Safety-index: 4 (catastrophic effects)

oor to open. KReliability: 97%

Reliability numbers do not reflect reality! \k ./ MC Glll
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Task 7: Dependablilithssessment

¥ Use Cases are mapped to DA-Charts, a probabillistic
extension of state charts

¥ DA-Chart comprise:

¥ A system component
¥ Input interactions are mapped to events
¥ Output interactions are mapped to transition actions

¥ Oneorthogonal component for each actor
¥ Input interactions are mapped to probabilistic transition actions
¥ Output interactions are mapped to probabilistic events

¥ A safety status component
¥ Faliled safety-critical interactions triggeiUnsafe events

F McGill
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DependabllityAssessment Charts

st

———mthtnnnjd
l Safety State mtrFailure

{ Actor States]

A}@ISnsr
star startAck{0.02}
/apFlrSnsrD /missedFJooKtoUnsafe
apFlrSnsrAck Actors
apFlrSnsrFailure .
can fail
atFlsnsr | with certain
atFl probability!

stopAck{0.95} stopAck{0.05}

nsrFailure

atFlrSnsrAck atFlrSnsrFailure

goalSuccess

goalFailure

¥Y_/

Sequencing according to use case,
goalSuccess/goalFailure states
Fault-free - no probabilities

F McGill
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Tool Support

¥ Tool support for DA-Charts based AlhoM?3
¥ DA-Chart support built by extending the state chart meta-model with probal

¥ Analysis done by mapping DA-Charts to Markov chains

¥ Safety = Probability to end up in tefe state
¥ Reliability = Probability to end up in th@oalSuccess state

¥ ElevatorArrival
¥ Safety: 97.02% Reliability: 92.169

¥ Careful:These numbers represent Obest achievableO safet
reliability, not actual!

1 de Lara, J.Yangheluwe, HAToM3 : A tool for multi-formalism and meta-modelling. In: European J
Conference oifheoryAnd Practice of Software (BAPS), Fundament#pproaches to Software
Engineering(ASE). Lecture Notes in Computer Science 2306, Springer 2002, p. 174 b 188.

F McGill
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RePning Dependability

¥ What can be done if the calculated dependability Is
lower than the expected dependability?

¥ Determine OweakO steps

¥ Either increase reliability of step
¥ Buy better hardware

¥ Make communication links more reliable
¥ Replicate hardware

I No efects on requirements / use case structure
¥ Or redesign interactions to decrease importance of
¥ Continue with task 8 and task 9

A MC Glll
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Task 8: Specifying Detection Mechanis

¥ Before recovery measures can be taken, the excepti
situation has to be detected
¥ Detection might require:

¥ Additional secondary actors

¥ Additional hardware, so calletdrectors
¥ Sensors

¥ Timeouts

¥ Use cases have to be updated with the additional
Interaction steps

¥ The occurrence of an exception is documented In th
exceptions section of the use case template

F McGill
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ElevatorArrival Example (1)

Use Case: ElevatorArrival
Intention: System wants to move the elevator to the User’s destination floor.
Level: Subfunction
Main Success Scenario:
1. System asks Motor to start moving towards the destination floor.
@ FloorSensor notifies System that elevator is approaching destination floor.
Reliability: 98% Safety-index: 2
3. System requests motor to stop. Reliability: 99% Safety-index: 4
AtFloorSensor informs System that elevator is stopped at destination floor.
Reliability: 95%
5. System requests Door to open. REliability: 97%
DoorSensor notifies System that]door is open. Reliability: 95%
Exception:
@ Exception{MissedFloor}
@ Exception{MotorFailure}
@ Exception{DoorStuckClosed}

Very often, timeouts have to be
used to detect the exception

F McGill
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Task 9: Specifying Handler Use Case

¥ Depending on the application domain (and the
opinion of the stakeholders), a handler use cas
performs additional interactions to
¥ Continue to provide the original service (reliability handl
¥ Offer a degraded service instead (reliability handler)
¥ Take actions that prevent a catastrophe (safety handler
¥ Bring the system to a safe halt (safety handler)

¥ After the handler use case has been completel
specibed, the dependabillity Is re-assessed

& McGill
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ElevatorArrival Example (2)

Handler Use Case: EmergencyBrake
Handler Class: Safety
Context & Exception: ElevatorArrival{MotorFailure}

Intention: System wants to stop operation of elevator and secure
the cabin.

Level: Subfunction

Main Success Scenario:

l. System stops Motor.

2. System activates EmergencyBrakes.
Reliability: 99.99% Safety-index: 4

3. System turns on the EmergencyDisplay.

Exception:
{MotorFailure}

Elevator Arrival < ------L—-—-—-————
<<interrupt & fail>>

<<safety handler>>
Emergency
Brake

Reliability numbers do not reflect reality! Q; MC Glll
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Task 7: Dependablilithssessment

Motor ® System ApFlSnsr

sysReady

/start

/apFlrSnsrD /missedFloor;tofnsafe

stop{0.01}
/motorFailure

mtrStopped
mtrFailure

stopAckf0.95} stopAc¢k{0.05}

safe ess goalFailure

Brake State

activateEB{0.999}
/toSafe

brakeActivated brakeFailed

atFlrSnsrAck atFlrSnsrFailure

activateEB{0.001}
/toUnsafe

brakeReady

& McGill
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Dependability-Avare RE Process

Task 1 Task 2 ‘Task 3 Tak 4
Discovering Eliciting Discovery of Defining Handlers
Actorsand Goas | Dependabili Environmental for Environment
EXpectationS Exceptions Exceptions
G SF‘)I'eaCsF 5 D_Task 6
ifying iscoverin
W Use Casesand Service-Rel ated
gioA Hendlers Exoeptions When should a developer

stop refining?

2w ke P> e
N 3 3 When the assessed
RS Task8 —_ & dependability i1s
| By | T &, acceptable!

v

Ta 10
Summarizing &%an%i]%in <}:, &

Use Casss :
andHandlers | Exception Teble

[] Standard  [] Dependability-Focused @ MCGlll
27
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Task 10: Use Case & Handler Sumnlz

0..*
ser
/
Elevator Control Systefm!!HITTTH
Take Elevator
V«include»
Ride Elevator
Elevator
Arrival
Pr— Main Scenario & Alternatives

T McGill
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Use Case & Handler Summary (2)

0.* 0.*

ElevatorOperator ser

:Exce. , Elevator Control Systg —ﬁ :
ption: Exception:
{EmergencyOverride} {EmergencyStop}

<<safety handler>>
ReturnTo
GroundFloor

<<safety handler>>
User

<<interrupt & continue>>
Emergency

I <<include>>

W<<inc|ude>>

<<safety handler>>
Emergency

Call Elevator Ride Elevator
Brake

A
A
(]

=]

=
Q
£
v
i

Elevator
Arrival

Environment-related Exceptions

,,,,,,, Environment Handlers @ MC Glll
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Use Case & Handler Summary (3)

0.x 0.*

ElevatorOperator ser

LULEEEEEEREET e eee e

1 Exception:
{EmergencyStop}

<<safety handler>> <<safety handler>>

ReturnTo >( TakeElevator J€-=-——=————— M- User
GroundFloor / =7 EETTNL ST T T s - Emergency

<<include>>

<<safety handler>>
Emergency
Brake

<<reliability handler>>

DoorAlert

Exception:
& < | {Overweight}
[

<<safety handler>>
Overweight
Alert

<<reliability handler>>
Redirect
Elevator

Elevator
Arrival

<<interrupt & continue>>

Service-Related Exceptions
Detection Mechanisms & Handlers




Use Case & Handler Summary (4)

0.* 0.*

ElevatorOperator ser

:E — Elevator Control System ————=x j :
xception: Exception: Exception:
{EmergencyOverride} {EmergencyStop} {SafeReturnFailure}

<<safety handler>> <<safety handler>>

ReturnTo =>| Take Elevator |J€----"-"=-"=-"=-"="====- e User
—_— <<interrupt & continue>>
GroundFloor / "7 TN S T T T - Emergency
- \\ Exception:
Exception: \ {MotorFailure} |
{DoorStuckOpen} \\ > <<include>>
4 ~—_ < \l/

S<inter,
~ Clrupt .
~ D& faitss,

-~

Exception:
{DoorStuckOpenTooLong}

RN / Exception: ,T\
|
~

<<safety handler>>
Emergency
Brake

<<reliability handler>>

DoorAlert

Call Elevator

{ElevatorStoppedTooLong}

S
Excepti ﬁ =< 4 ,
xception: o>~ ] ) ,
{OverweightTooLong} T”71‘49,,;'0\ - <<interrupt & fail>> | ,
I‘& ~ 7
- ~

<<safety handler>>

<<include>>

<<reliability handler>> <<safety handler>>

Elevator _ _ Redirect Overweight Excenton CallElevator
Arrival <<interrupt & continue>> Elevator Alert {RedirectionFailure} _ Operator
~< <<interrupt & fail>>  _ - -~ =-

— e e —————————————

Refined Version that takes into

account Exceptions within Handlers s
e McGill
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Task 1.: Exception Summary

Exception Description Context Handler Detection
An emergency
situation in the Triggered by User
EmergencyStop elevator cabin TakeElevator UserEmergency | actor pressing the
makes the User want emergency button
to stop the elevator
Sensor detects cabin
1s approaching a
Due to a motor or ﬂqor t?eyond
. TakeElevator destination floor
communication
MotorFailure failure, the motor "ot~ EmergencyBrake | . Sor-
does not respond to ReturnToGround timeout expires, and
requests Floor . no segsor
information has
been sent

F McGill
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Case StudiesValidation

¥ Elevator Case Study
¥ 407 ETR Expres$oll Route

Proposed RE Process - Academic Study
{407 ETR System Case Study)

* Academic study with 20
students

B A4 B E 2 %« More exceptional situations
g 5 & ¢ I
Pl i iy s (4.73 on average) were

S ¢ &7 ¢4 discovered
’ — 2 |

B McGill
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Conclusion

¥ Focussing on dependability during requirements engineering

essential
¥ Discover the users expectations during exceptional situations
¥ Predict achievable dependability before investing in any further development
activities
¥ Well-debPned process
¥ Tasks focus the developer onfdrent aspects of dependability
¥ Step-by-step instructions
¥ lterative - guided rebnement until dependability is achievable
¥ Dependability-aware Modeling Notations
¥ Separate exceptional from normal behavior
¥ Separation enables separate quality control / development / priority

¥ Tool support

F McGill
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CurrentWork

¥ Complete the RE Process
¥ Consider requirements on how to handle faulty design / implementa
¥ Establish detailed specibcation models
¥ Priorities, degraded modes

¥ Extend tool support

¥ Map exceptional use cases to extended sequence diagrams
¥ Allow modibcations in any formalism
¥ Propagate changes back to the textual use case description

¥ Integraterimeliness into the approach

¥ Needed to reason about mean time to failure (MTTF), mean time to repa
(MTTR), and availability

¥ Map dependability requirements to architecture phase

F McGill
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CurrentWork

¥ Complete the RE Process
¥ Consider requirements on how to handle faulty design / implementa
¥ Establish detailed specibcation models
¥ Priorities, degraded modes

¥ Extend tool support

¥ Map exceptional use cases to extended sequence diagrams
¥ Allow modibcations in any formalism
¥ Propagate changes back to the textual use case description

¥ Integraterimeliness into the approach

¥ Needed to reason about mean time to failure (MTTF), mean time to repa
(MTTR), and availability

¥ Map dependability requirements to architecture phase

Andrey, Barbara, Alfredo @ McGlll
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Consider Faulty Design / Implementat

¥ OSystem is Fault-Free HypothesisO is not vali

¥ Rebne requirementsf ihteraction with
environment changes in case of faulty comput:

¥ Additional tasks

¥ Task 10Add computation step In use cases and handlers
between input and output interaction

¥ Task 1. Annotate the step with reliability tag and
probability

¥ Assess, then dePne handlers if achievable dependabilit
less than expected dependability

& McGill
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407 ETR Case Study Example

Use Case: ProcessUnregisteredVehicle

Intention: The System wants to identify
the approaching vehicle using the
license plate information.

Main Success Scenario:
1. System turns on the Lights.
2. System triggers Camera.

3. Ca
4. System recognizes license plate number.

Exception:
4a. Exception{PictureUnrecognizable}

¥ Handler: Display picture on Operator terminal

F McGill
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Precise Specibcation Models

¥ Environment Model
¥ DebPnes the system boundary
¥ Specibes all system input messages

: Customer pctioncancelled

0.*
el
0.*

uction | : Auction System

f

AuctionOpened

GoodsSold
InvalidBid_e

<<time-triggered>>
closeAuction

: Credit
Institution

(that trigger system operations), output messages and their par:

¥ Concept Model

¥ Specibes the conceptual system state

¥ Operation Model

¥ Specibes, for each system operation, fiesce$ on the conceptual

system State
¥ Protocol Model

¥ Specibes the allowed sequencing of system operation invocatio

\ 8 8/

&/

McGiall
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Dependability and the Environment Mo

¥ Highlight exceptional output messages, €.g. messages that
signal degraded service / failure of service to the environn

¥ Highlight handler messages, €.g. messages that are sent du
handling

¥ Highlight timeout events, and link them to the triggering eve

. System < N %

message : return_message . Actor
exception{exceptional messages}
timeout {timeout _message}

F McGill
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Dependabllity and the Concept Mode

¥ Specify exceptional state, i.e. state that is needed t
detect and handle exceptional situations

¥ Classes that represent external actors need attribu
that remember failure states / count failures of that

¥407 ETR Example:

¥ Picture unrecognizable because of light faikizelert repair team
¥Exceptional state needed to remember that repair team was sent

¥ Government Computer unreachablgtry again later

¥Exceptional state needed to remember operation that is to be retried / hi
many times, parameters, etc...

A MC Glll
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Dependability and Behavior Models

¥ Operation Model
¥Handler operation schemas

¥ Protocol Model
¥ Specify interface exceptions to be signaled when prc

IS violated
Long Term Research

¥Mapping to Faulfolerance Models (such as CAA)
¥Product Lines? -.....- i :

7TKUHDG %

77777

7KUHD-§ g
; ) [ ]
Toee L vwoun B McGill
&/
42
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