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Preface

You will find in this report the progress and activities made by the Computer
Science & Communications (CSC) research unit in 2011.

Let me please summarize a set of major CSC contributions for this year in
a couple of paragraphs.

During 2011 CSC pursued its efforts towards the interdisciplinary center in
security and trust (SnT) having 11 of his professors involved as SnT director,
vice-director, heads of labs and Principal Investigators.

Several events have been organized in order to enhance the relationship
with the Luxembourg Center in Systems Biomedicine and the Life Science
Research Unit. A new seminar series on bioinformatics is organized by
Professor Kelsen, first common projects have been launched and several
CSC researchers became active in the LCSB framework in Luxembourg and
Seattle (ISB).

In order to strengthen our software engineering laboratory (LASSY) and
related teaching activities (MICS), Associated Professor Nicolas Navet has
been appointed by the University President.

In 2011, the UL/CSC joined the International Research Network “Algorith-
mic Decision Deck (ALGODEC)”, a CNRS-FNRS-FNR GDRI project with
research partners in France (Universités Pierre-Marie-Curie, Paris-Dauphine
et d’Artois), Belgium (ULB), Spain (University Rey Juan Carlos Madrid),
and the USA (Dimacs, University of Rutgers).

CSC also initiated the participation of UL in the Erasmus Mundus“Joint In-
ternational Doctoral Degree in Law, Science and Technology” in partnership
with Universities of Bologna, Torino, Barcelona, and Mykolas Romeris.

Valerio Genovese, a CSC PhD student, won the Italian competition for in-
novative ideas “Working Capital” in the area Internet, ICT, Web with his

http://csc.uni.lu
http://csc.uni.lu
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project SmartAccess.

Dov Gabbay, a renowned expert in logic, has been appointed for a second 3
year term (2012-2014) as a CSC invited professor.

CSC manages the UL HPC (High Performance Computing) facility of the
UL and inaugurated the new cluster hosted in the LCSB premises in Belval.
The current solution includes 151 nodes, 1556 cores, 14.245 TFlops, 265 TB
NFS storage and 240 TB Lustre storage.

Evolve 2011 workshop, “A bridge between Probability, Set Oriented Nu-
merics and Evolutionary Computation”, was jointly organised by CSC/SnT,
INRIA Bordeaux and Cinvestav Mexico in Bourglinster castle, May 25-27,
2011. CSC also participates at the organisation of many international con-
ferences and workshops.

For the third FNR awards, the jury selected as winners Alex Biryukov
and Dmitry Khovratovich (University of Luxembourg) for their publica-
tion Related-key Cryptanalysis of the Full AES-192 and AES-256, which
appeared in LNCS, ASIACRYPT’2009.

In 2011, 12 PhD students successfully defended their PhD thesis at the CSC.

CSC members are taking active part in various boards country-wide: exec-
utive direction of ERCIM, direction of RESTENA, chairman of Luxcloud
board, treasurer of CRP Tudor, vice-rectorate for international affairs and
special projects of the University of Luxembourg, chairman of Luxconnect
SA, member of LUXTRUST administration board, members of the SnT in-
terim steering board and SnT faculty boards, representative of Luxembourg
in the COST ICT DG, experts for EU and national projects. CSC is active
in various networks and projects: International, EU (FP, Eureka, COST),
regional (UGR) and local (FNR) networks and projects. CSC participates
to various ERCIM workgroups - the European Research Consortium for In-
formatics and Mathematics through the FNR.

We would like to thank the readers for their interest in our activity and invite
them to visit our website (http://csc.uni.lu) but also to not hesitate to
contact us for further information and potential cooperation.

Prof. Dr. Pascal Bouvry,
Luxembourg, September 15, 2011

Condolences

Emeritus Professor Jean-Claude Asselborn died in 2011. Deepest sympathy
in the name of all CSC members to his family and friends. The contribution

http://csc.uni.lu
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of Professor Asselborn greatly participated to the success of development
of computer science research and teaching activity in Luxembourg and to
LACS and CSC in particular.
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Chapter 1

The Computer Science &
Communications (CSC)

Research Unit

The Computer Science & Communications (CSC) research unit is part of
the University of Luxembourg with the primary mission to conduct funda-
mental and applied research in the area of computer, communication and
information sciences.

The goal is to push forward the scientific frontiers of these fields. Addition-
ally, CSC provide support for the educational tasks at the academic and
professional Bachelor and Master levels as well as for the PhD program.

The CSC Research Unit is divided into four laboratories:

1. Communicative Systems Laboratory (ComSys)

2. Interdisciplinary Laboratory for Intelligent and Adaptive Systems (IL-
IAS)

3. Laboratory of Algorithmics, Cryptology and Security (LACS)

4. Laboratory for Advanced Software Systems (LASSY)

Three laboratories of the interdisciplinary centre in security, reliability and
trust (SnT) are also headed by CSC professors.

http://csc.uni.lu
http://www.uni.lu
http://comsys.uni.lu
http://ilias.uni.lu
http://lacs.uni.lu
http://lassy.uni.lu


2 The Computer Science & Communications (CSC) Research Unit

CSC works intensively towards the University priorities in Security, Relia-
bility and Trust as well as Systems Biomedicine. By providing a strong dis-
ciplinary knowledge in computer science, telecommunications and applied
mathematics, CSC will serve as one of the fundamental bricks to enable
interdisciplinary research through the University of Luxembourg’s interdis-
ciplinary centres.

CSC is currently the largest research unit of the University with a staff of
more than 100 persons, including 22 professors and associate-professors, 11
scientific support staff members, 25 post-doc researchers and scientific col-
laborators, 40 PhD students, 3 technician on project, 1 research facilitator,
3 technical support staff members, 3 technicians on project, 4.75 full-time-
equivalent administrative support positions.

Their research fields range from the investigation of the theoretical founda-
tions to the development of interdisciplinary applications.

CSC decisions are taken by the chorum of professors. As described in Figure
1.1, the head of the research unit is helped by a quality manager, a facility
manager (handled by the scientific facilitator) and the heads of labs in order
to prepare the decision options and the reporting of the CSC. Each lab has
its own budget line and a set of support resources.

Prof. Bouvry
Head of CSC

Prof. Zampunieris
Director of Studies Representative

Prof. Mauw
Quality Manager

Prof. van der Torre
Head of ILIAS

Prof. Engel
Head of ComSys

Prof. Guelfi
Head of LASSY

Prof. Biryukov
Head of LACS

Profs Profs Profs Profs

CSC Steering Board

Bertrand Dessart
Research facilitator

Figure 1.1: CSC Organisation



Chapter 2

Executive Summary

The Computer Science and Communication research unit, aka Computer
Science & Communications (CSC), includes a staff of over 100 persons. Two
hundred students at Bachelor and Master levels are registered to CSC bach-
elor and master degrees. Close supervision and advice is ensured by open
door policy and project based lecturing.

CSC is also involved in life-long learning by organising a master degree
in Information Systems Security Management in collaboration with CRP
Tudor.

With regard to the professional branches, the main aim consists of reducing
the gap between theory and practice, whereas for the academic branches,
the focus is set on a problem-oriented understanding of the theoretical foun-
dations of computer science. CSC works intensively towards the University
priorities in Security, Reliability and Trust as well as System Biomedicine.
By providing a strong disciplinary knowledge in computer science, telecom-
munications and applied mathematics, CSC will serve as one of the fun-
damental bricks to enable interdisciplinary research through the University
of Luxembourg’s interdisciplinary centres. CSC is currently the largest re-
search unit of the University and is cooperating in a large set of international
as well as regional projects.

The CSC recruited in 2011, Dr Nicolas Navet as associate professor in em-
bedded systems. CSC initiated the participation of UL in the Erasmus
Mundus “Joint International Doctoral Degree in Law, Science and Technol-
ogy” in partnership with Universities of Bologna, Torino, Barcelona, and
Mykolas Romeris.

http://csc.uni.lu
http://csc.uni.lu


4 Executive Summary

In parallel, CSC is more and more active in the field of distributed grid
computing with the aim to propose and/or join attractive academic projects
in this area. In this context, CSC manages the UL HPC (High Performance
Computing) facility of the UL and inaugurated the new cluster hosted in
the LCSB premises in Belval. The current solution includes 151 nodes, 1556
cores, 14.245 TFlops, 265 TB NFS storage and 240 TB Lustre storage.

2.1 Academic Staff Overview

• Jean-Claude Asselborn†, emeritus professor

• Alex Biryukov, associate professor, head of LACS

• Raymond Bisdorff, professor

• Pascal Bouvry, professor, head of CSC and ILIAS

• Lionel Briand, professor

• Jean-Sébastien Coron, associate professor

• Dov Gabbay, guest professor

• Theo Duhautpas, senior lecturer

• Thomas Engel, professor, head of ComSys

• Nicolas Guelfi, professor, head of LASSY

• Pierre Kelsen, professor

• Franck Leprévost*, professor, vice rector

• Yves Le Traon, professor

• Sjouke Mauw, professor

• Volker Müller, associate professor

• Björn Ottersten, professor

• Steffen Rothkugel, associate professor

• Peter Ryan, professor

• Jürgen Sachau, professor

• Christoph Schommer, associate professor

• Ulrich Sorger, professor
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• Bernard Steenis, associate professor

• Leon van der Torre, professor

• Denis Zampuniéris, professor

2.2 Main activities in 2011

The following local events have been organized during 2011:

• Capture The Flag competition, Luxembourg.

• EVOLVE 2011.

• Future of Internet.

• HACK.LU 2011.

• Luxembourgish Workshop on Location-based Services and Privacy As-
surance.

CSC also participates at the organisation of many international conferences
and workshops.

For the third FNR awards, the jury selected as winners Alex Biryukov
and Dmitry Khovratovich (University of Luxembourg) for their publica-
tion Related-key Cryptanalysis of the Full AES-192 and AES-256, which
appeared in LNCS, ASIACRYPT’2009.

CSC is having strong partnerships with the other Luxembourgian research
centres through the co-supervision of PhD students, co-organised projects
and teaching activities.

In 2011, 12 PhD students successfully defended their PhD thesis at the CSC.

CSC members are taking active part in various boards country-wide: exec-
utive direction of ERCIM, direction of RESTENA, chairman of Luxcloud
board, treasurer of CRP Tudor, vice-rectorate for international affairs and
special projects of the University of Luxembourg, chairman of Luxconnect
SA, member of LUXTRUST administration board, members of the SnT in-
terim steering board and SnT faculty boards, representative of Luxembourg
in the COST ICT DG, experts for EU and national projects.

CSC is active in various networks and projects: International, EU (FP,
Eureka, COST), regional (UGR) and local (FNR) networks and projects.

http://2011.hack.lu/index.php/CaptureTheFlag
http://evolve.uni.lu
http://www.future-internet.uni.lu/
http://wwwfr.uni.lu/snt/news_events/workshop_location_based_services_and_privacy_assurance_lspa
http://wwwfr.uni.lu/snt/news_events/workshop_location_based_services_and_privacy_assurance_lspa


6 Executive Summary

CSC participates to various ERCIM workgroups - the European Research
Consortium for Informatics and Mathematics through the FNR.

CSC also participated to the open source community by several contribu-
tions:

• ACL-Lean.

• ARGULAB.

• delegation2spass.

• Green Cloud

• mCarve.

• OVNIS

• Seq-ACL+.

• VehILux

• SHARC

CSC in 2011 produced 5 books, 6 book chapters, edited 4 proceedings and
in terms of international peer-reviewed publications: 48 journal articles and
127 conference and workshop proceedings (see chapter 7 page 199 for more
details). The full list of CSC publications is available here.

2.3 CSC Budget in 2011

The following table describes the marginal expenses of CSC in terms of struc-
tural funding and UL projects. The main cost corresponds to the salaries of
the structural positions (professors, research assistants, assistants, admin-
istrative and support staff), expenses related to the buildings and some of
the operating expenses (e.g. phone bills, electricity, etc) are covered by the
structural UL budget.

Lab structural funding 744,720e

UL Research Projects 449,997e

Total 1,1947,717e

Table 2.1: CSC Internal Budget

http://www.di.unito.it/~genovese/tools.html
http://heen.webfactional.com
http://www.di.unito.it/~genovese/tools.html
https://gforge.uni.lu/projects/greencloud/
http://satoss.uni.lu/software/mcarve/
http://ovnis.gforge.uni.lu/
http://www.di.unito.it/~genovese/tools.html
https://github.com/pigne/VehILux
http://github.com/gjherbiet/sharc
http://publications.uni.lu/search?cc=CSC&sc=1&p=2011&f=year&action_search=Search


Chapter 3

CSC Laboratories

3.1 Laboratory for Advanced Software Systems

Laboratory of Advanced Software Systems
Acronym LASSY
Reference F1R-CSC-LAB-05LASS
Head Prof. Dr. Nicolas Guelfi

Scientific Board: Nicolas Guelfi, Pierre Kelsen, Yves Le Traon, Denis
Zampunieris

Domain(s):

• dependability

• e-learning

• hardware/software co-design

• model driven engineering

• proactive computing

• security

• software engineering

http://lassy.uni.lu


8 CSC Laboratories

• software product lines

• technical systems modeling and simulation

• testing

• verification

Objectives: The LASSY laboratory is an academic research laboratory that
contributes to the improvement of knowledge in the domain of information
science and addresses specific topics in the field of advanced software sys-
tems. We consider advanced software systems as objects which are complex,
(business- or safety-) critical and made of software and hardware. From the
LASSY perspective, the four main dimensions underpinning the science of
engineering these advanced software systems are: modeling, methodology,
dependability (including security) and realization infrastructures. LASSY
conducts researches in modeling and more specifically on model driven engi-
neering which aims at allowing the engineering of such systems by creating
and transforming models; methodologies which aim at defining engineer-
ing processes (focusing on analysis, design and verification) and rules al-
lowing for an efficient engineering of such systems; conceptual frameworks
and development platforms for enhancing dependability (focusing on con-
current transactions and fault tolerance). In our research, we promote the
early consideration of realization infrastructures (i.e. the hardware execu-
tion platform which integrates acquisition, computation, communications
and presentation hardware devices). Finally, we target specific application
domains such as: e-business systems, crisis management systems or pro-
active e-learning systems which are used either for experimental validation
or for research problem elicitation.

The current research objectives are the following ones:

• To develop new engineering processes,

• To investigate modeling languages,

• To use mathematical theories in the definition and verification of new
software engineering artifacts,

• To address dependability attributes (availability, reliability, safety, con-
fidentiality, integrity and maintainability) throughout all the develop-
ment life cycle,

• To assist in the development and in the use of e-learning tools,

• To study verification and validation techniques.
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Skills:

• Nicolas Guelfi: dependability, verification, software engineering, model
driven engineering

• Pierre Kelsen: model driven engineering, software engineering

• Yves Le Traon: verification, testing, model driven engineering

• Denis Zampunieris: E-learning, Proactive Computing

3.2 Laboratory of Algorithmics, Cryptology and
Security

Laboratory of Algorithmics, Cryptology and Security
Acronym LACS
Reference F1R-CSC-LAB-F01L0204
Head Prof. Dr. Alex Biryukov

Scientific Board: Jean-Sébastien Coron, Franck Leprévost, Sjouke Mauw,
Volker Müller, Peter Ryan

Domain(s):

• Cryptography Information and Network Security

• Information Security Management

• Embedded Systems Security

• Side-Channel Analysis and Security of Implementations

• Algorithmic Number Theory

• Security protocols

• Security and trust assessment and modelling

• Socio-technical security

http://lacs.uni.lu
http://lacs.uni.lu
http://lacs.uni.lu


10 CSC Laboratories

Objectives: In recent years, information technology has expanded to en-
compass most facets of our daily lives—at work, at school, at home for
leisure or learning, and on the move—and it is reaching ever-widening seg-
ments of our society. The Internet, e-mail, mobile phones, etc. are already
standard channels for the information society to communicate, gain access
to new multimedia services, do business, or learn new skills. The recent
“digital revolution” and widespread access to telecommunication networks
have enabled the emergence of e-commerce and e-government. This pro-
liferation of digital communication and the transition of social interactions
into the cyberspace have raised new concerns in terms of security and trust,
like: confidentiality, privacy and anonymity, data integrity, protection of
intellectual property and digital rights management, threats of corporate
espionage, and surveillance systems (such as Echelon), etc. These issues are
interdisciplinary in their essence, drawing from several fields: algorithmic
number theory, cryptography, network security, signal processing, security
of protocols, side-channel analysis, software engineering, legal issues, and
many more.

Skills: N/A

3.3 Communicative Systems Laboratory

Communicative Systems Laboratory
Acronym ComSys
Reference F1R-CSC-LAB-05COMS
Head Prof. Dr. Thomas Engel

Scientific Board: Pascal Bouvry, Thomas Engel, Steffen Rothkugel, Sjouke
Mauw, Théo Duhautpas

Domain(s):

• Information Transmission

• Wireless Communication Systems

• Security Protocols

• Trust Models

• Middleware

http://comsys.uni.lu


3.3 Communicative Systems Laboratory 11

• Parallel and Distributed Systems

• Cloud, Grid and Peer-to-Peer Computing

Objectives: The Communicative Systems Laboratory (ComSys) is part of
the Computer Science and Communication Research Unit and focuses on
state of the art research in digital communications. Embracing the end-to-
end arguments in system design, ComSys focuses on integrated research in
the areas of Information Transfer and Communicating Systems. Informa-
tion Transfer is concerned with information transmission over potentially
complex channels and networks. Communicating Systems in turn are the
composition of multiple distributed entities employing communication net-
works to collaboratively achieve a common goal. ComSys has strong tech-
nical and personal facilities to improve existing and develop new solutions
in the following research topics. The ComSys research fields will have a
strong impact on the 21st century. The rapidly growing demand for infor-
mation exchange in people’s daily lives requires technologies like ubiquitous
and pervasive computing to meet the expectations of the information so-
ciety and novel adaptive concepts tackling the continuing data challenges.
The resulting problems have already been a key enabler for some industrial
and governmental founded projects at national and European level. Current
research projects propagate technologies for:

• Hybrid Wireless Networks

• Green Cloud Computing

• Information Dissemination in Ad-Hoc Networks

• Mobile Communication

• Mobile Learning

• Network Traffic Analysis and Protection

• Network Traffic Management and Coordination

• Secure Satellite Communication

• Secure Wireless MANETs

Skills:

• Research in networks and service security

• Mobile and vehicular networks

http://comsys.uni.lu


12 CSC Laboratories

• Protocol Security and Secure System Design

• Data Mining for Network Security Monitoring

• Adaptive and self managed security systems and honeypots

• VoIP Security

• Privacy preserving infrastructures

• Cloud security and cluster based data mining

• Distributed and P2P based computing

3.4 Interdisciplinary Laboratory for Intelligent and
Adaptive Systems

Interdisciplinary Lab on Intelligent and Adaptative Systems
Acronym ILIAS
Reference F1R-CSC-LAB-05ILIA
Head Prof. Dr. Leon van der Torre

Scientific Board: Pascal Bouvry, Raymond Bisdorff, Christoph Schommer,
Ulrich Sorger, Leon van der Torre
Guest professor: Dov Gabbay

Domain(s):

• Algorithmic decision theory

• Bio-inspired computing

• Cognitive agents/robotics

• Data mining and knowledge discovery

• Information theory and uncertain inference

• Knowledge representation and applied logic (e.g. for security)

• Normative multi-agent systems

http://ilias.uni.lu
http://ilias.uni.lu
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• Optimization

• Parallel computing

Objectives: ILIAS is a cross-disciplinary research group combining exper-
tise from computer science, operations research, information theory, ana-
lytic philosophy, probability theory, discrete math, and logic. The overar-
ching topic in research and teaching is information processing in complex
and dynamic environments given limited resources and incomplete or un-
certain knowledge. The ILIAS research teams investigate the theoretical
foundations and the algorithmic realization of systems performing complex
problem solving with a high degree of autonomy, i.e. intelligent systems, and
exploiting learning to deal with opaque and dynamic contexts, i.e. adaptive
systems.

Highlights in 2011:

• ILIAS/ICR initiated the participation of UL in the Erasmus Mundus
Joint International Doctoral Degree in“Law, Science and Technology”.

• Valerio Genovese, a PhD student of Leon van der Torre, won the Italian
competition for innovative ideas “Working Capital - Internet, ICT,
Web” with his project SmartAccess, which is concerned with provers
for modal access control logics.

• ILIAS represents the CSC in the CNRS/FNRS/FNR GDRI ”Algo-
rithmic Decision Theory” where R. Bisdorff eneters the international
coordination board.

Skills:

• Raymond Bisdorff (Decision aid systems)

• Pascal Bouvry (Optimization and parallel computing)

• Christoph Schommer (Adaptive data mining and information manage-
ment)

• Ulrich Sorger (Information theory and stochastic inference)

• Leon van der Torre (Knowledge representation and multi-agent sys-
tems)

• Dov Gabbay (Applied logic and knowledge representation)

http://ilias.uni.lu
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Chapter 4

Projects and Grants in 2011

This chapter lists the research projects running during 2011together with
the grants obtained (typically to organize scientific conferences via the FNR
accompanying measures AM3).

This chapter is structured to summarize:

1. European funding project (FP7, ERCIM etc.) – see §4.1.1

2. FNR CORE projects – see §4.1.2

3. UL projects – see §4.1.3

4. UL PhD and Postdocs – see §4.1.4

5. Other miscellaneous projects (French ANR, Grant agreement for re-
search, development, and innovation etc.) – see §4.1.5

6. Grants obtained (AFR, FNR AM3 etc.) – see §4.2.

The following tables summarize the projects operated in CSC for the year
2011.
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European projects
Lab Acronym Title PI Funding Duration
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European projects (cont.)
Lab Acronym Title PI Funding Duration

C
O

M
S
Y

S

Cognitive Ra-
dio

Ref: p.30

Cognitive Radio and Networking
for Cooperative Coexistence of
Heterogeneous wireless Networks

Prof. Dr.
Bjorn Otter-
sten

COST Action
IC0902(N/A)

2009-07-30 –
2013-12-10

Cooperative
Radio

Ref: p.30

Cooperative Radio Communica-
tions for Green Smart Environ-
ments

Prof. Dr.
Björn Otter-
sten

Cost Action
IC2004

2011-05-24 –
2015-05-18

MIMO-
Hardware

Ref: p.31

MIMO Hardware Demonstrator N/A ESA -ESTEC-
ITTA0/1-
6099/09/NL/JK(1199Ke)

2011-01-01 –
2012-03-30

Multibeam
Ku

Ref: p.32

Techniques and Technologies for
multi-spot beam Ku-band Satel-
lite Networks

N/A ESA ITT 2010-12-01 –
2012-02-28

BUTLER
Ref: p.35

uBiquitous, secUre inTernet-of-
things with Location and contEx-
awaReness

Prof. Dr.
Thomas Engel

FP7 Euro-
pean Commis-
sion(456Ke)

2011-10-01 –
2014-09-30

ceFIMS
Ref: p.37

SceFIMS-Coordination of the
European Future Internet forum
of Member States

Prof. Dr.
Thomas Engel

EC - FP7
UL bud-
get(35Ke)

2010-09-01 –
2013-02-28

IoT6
Ref: p.38

Universal Itegration of the Inter-
net of Things through an IPv6-
Based Service-oriented Architec-
ture enabling heterogeneous com-
ponents interoperability

Prof. Dr.
Thomas Engel

EC-
FP7(266Ke)

2012-01-01 –
2014-12-31

OUTSMART
Ref: p.39

Provisioning of urban/regional
smart services and business mod-
els enabled by the Future Internet

Prof. Dr.
Thomas Engel

FP7 European
Commission
(257Ke)

2011-04-01 –
2013-03-31

SECRICOM
Ref: p.42

Seamless Communication for Cri-
sis Management

Prof. Dr.
Thomas Engel

EC - FP7 Eu-
ropean Commis-
sion.
UL (12469Ke)

2008-09-01 –
2012-04-30

Propagation
tools

Ref: p.33

Propagation tools and data
for integrate Telecommuni-
cation, Navigation and earth
Observation systems

Prof. Dr.
Björn Otter-
sten

COST Action
IC0802(N/A)

2009-03-03 –
2012-11-18

SatNEx III
Ref: p.33

SATellite Network of EXperts -
Call off-Order COO2

Prof. Dr.
Björn Otter-
sten

ESA - >TRP,
ARTES1,
ARTES5(N/A)

2011-03-23

Spread spec-
trum satellite
comm.

Ref: p.34

Potential business for an ad-
vanced spread spectrum mea-
surement system for satellite test-
ing

Prof. Dr.
Björn Otter-
sten

ESA(97Ke) 2010-12-08 –
2011-12-07
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European projects (cont.)
Lab Acronym Title PI Funding Duration

L
A

C
S N/A

Ref: p.48

Trust in Social Recommenda-
tions

Prof. Dr.
Sjouke Mauw

ERCIM(33200e) 2010-05-05 –
2011-05-04

IL
IA

S

ALBR
Ref: p.48

Argumentation-Based and Logic-
Based Reasoning in Multi-Agent
Systems

Dr. Srdjan
Vesic

ERCIM 2011-10-01 –
2012-09-30

CDL
Ref: p.47

Argument-based Contextual De-
feasible Reasoning

Prof. Dr.
Leon van der
Torre

ERCIM 2010-09-20 –
2011-09-20

WiSafeCar
Ref: p.44

Wireless traffic Safety network
between Cars

Prof. Dr. Pas-
cal Bouvry

EUREKA -
CELTIC(300000e)

2009-07-01 –
2012-03-31
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FNR projects
Lab Acronym Title PI Funding Duration

C
O

M
S
Y

S

Move
Ref: p.52

Mobility Optimization Using VE-
hicular Network Technologies

Prof. Dr.
Thomas Engel

FNR
Project(1127ke)

2011-04-01 –
2013-03-31

L
A

C
S

ATREES
Ref: p.60

Attack Trees Prof. Dr.
Sjouke Mauw

FNR-
CORE(299000e)

2009-04-01 –
2012-03-31

CRYPTOSEC
Ref: p.61

Cryptography and Information
Security in the Real World

Dr. Jean-
Sébastien
Coron

FNR-
CORE(272000e)

2010-10-01 –
2013-09-30

SeRTVS
Ref: p.63

Secure, Reliable and Trustworthy
Voting Systems

Prof. Dr. Pe-
ter Ryan

FNR-Core,
333000e FNR-
AFR, 216216e
IMT Luca,
130000e Uni-
versity of Mel-
bourne, 60000e
UL, 268596e

2010-02-01 –
2013-02-01

L
A

S
S
Y

E-TEACCH
Ref: p.64

e-Training, Education, Assess-
ment and Communication Center
for Headache Disorders

Prof. Dr.
Denis Zam-
puniéris

FNR-CORE 2011-05-01 –
2014-04-30

MaRCo
Ref: p.65

Managing Regulatory Compli-
ance: a Business-Centred Ap-
proach

Prof. Dr.
Pierre Kelsen

FNR-
CORE(749K
e)

2010-05-01 –
2013-04-30

MITER
Ref: p.70

Modeling, Composing and Test-
ing of Security Concerns

N/A FNR N/A

MOVERE
Ref: p.67

Model-Driven Validation and
Verification of Resilient Software
Systems

Prof. Dr.
Nicolas Guelfi

FNR-
CORE(265
000e)

2010-05-01 –
2013-04-30

SETER
Ref: p.69

Security TEsting for Resilient
systems

Prof. Dr.
Nicolas Guelfi

FNR-
CORE(438,300.00
e)

2009-05-01 –
2012-04-30
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FNR projects (cont.)
Lab Acronym Title PI Funding Duration

IL
IA

S

S–GAMES
Ref: p.55

Security Games Prof. Dr.
Leon van der
Torre

FNR-
CORE(314000e)

2009-04-01 –
2012-03-31

DYNARG
Ref: p.72

The Dynamics of Argumentation Prof. Dr.
Leon van der
Torre

FNR-
INTER/CNRS

2009-10-01 –
2012-09-31

LOSEC
Ref: p.151

Security Logics Prof. Dr.
Leon van der
Torre

FNR-AFR 2009-09-01 –
2012-09-01

ProCRob
Ref: p.153

Programming Cognitive Robots Prof. Dr.
Leon van der
Torre

FNR-AFR 2011-05-20 –
2014-05-20

TrustGames
Ref: p.45

Trust Games: Achieving Cooper-
ation in Multi-Agent Systems

Prof. Dr.
Paolo Turrini

FNR-FP7 Co-
fund

2011-09-01 –
2013-08-31

GreenIT
Ref: p.57

EnerGy-efficient REsourcE Al-
locatioN in AutonomIc Cloud
CompuTing

Prof. Dr. Pas-
cal Bouvry

FNR-
CORE(432000e)

2010-01-01 –
2012-12-31
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AFR projects
Lab Acronym Title PI Funding Duration

C
O

M
S
Y

S

RELGRID2009
Ref: p.129

Investigation of boundary condi-
tions for a reliable and efficient
control of energy systems formed
by highly parallelized off-grid in-
verters

Prof. Dr.
Juergen
Sachau

FNR-AFR-PhD 2010-04-01 –
2013-03-31

Honeypot
and Malware
Analysis

Ref: p.130

Honeypot and Malware Analysis Prof. Dr.
Thomas Engel

AFR-
PPP(37K/year)

2011-10-15 –
2014-10-14

RDFGraTra
Ref: p.125

Implementation of Formally
Well-Founded Graph Trans-
formations onthe Resource
Description Framework with
Applications to Domain-
SpecificModelling Languages

Prof. Dr.
Thomas Engel

FNR -
AFR Post-
Doc(52817e)

2010-01-01 –
2011-12-31

SCoPeMeter
Ref: p.126

Methods for Measuring and Pre-
dicting the Security; Performance
Reputation of Public Networks

Prof. Dr.
Thomas Engel

FNR-AFR /
RedDog

2011-03-22 –
2015-03-21

WiNSEOM
Ref: p.127

Energy Optimization and Moni-
toring in Wireless Mesh Sensor
Networks

Prof. Dr.
Thomas Engel

FNR -
AFR PhD
(37Ke/Year)

2010-04-08 –
2013-04-07
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AFR projects (cont.)
Lab Acronym Title PI Funding Duration

L
A

C
S

EPRIV-MAA
Ref: p.155

A Formal Approach to Enforced
Privacy: Modelling, Analysis and
Applications

Prof. Dr.
Sjouke Mauw

FNR–
AFR(105222e)

2009-12-01 –
2012-11-30

GMASec
Ref: p.156

Games for Modelling and Analy-
sis of Security

Prof. Dr.
Sjouke Mauw

FNR–
AFR(105223,44e)

2009-11-01 –
2012-10-31

CRHF
Ref: p.157

Cryptanalysis of Hash Functions Prof. Dr. Alex
Biryukov

FNR-AFR
PhD(109Ke)

2007-05-01 –
2011-02-28

ANTI-
MALWARE

Ref: p.154

A Computational Framework for
Apprehending Evolving Malware
and Malware Engineers

Dr. Simon
Kramer

FNR–AFR Post
Doc(103 236 e)

2011-01-01 –
2012-12-31

SADT
Ref: p.158

Security Analysis Through
Attack–Defense Trees

Prof. Dr.
Sjouke Mauw

FNR-AFR
PhD(106476e)

2010-01-01 –
2012-12-31

SECLOC
Ref: p.159

Secure and Private Location
Proofs: Architecture and Design
for Location-Based Services

Prof. Dr.
Sjouke Mauw

FNR-AFR
PhD(109137e)

2010-08-01 –
2013-07-31

SHARC
Ref: p.161

Analysis of the SHA-3 Remaining
Candidates

Prof. Dr. Alex
Biryukov

FNR-AFR Post-
doc(102,620e)

2010-10-15 –
2012-10-14

SPIM
Ref: p.162

Security Protocols in Identity
Management

Prof. Dr.
Sjouke Mauw

BFR, FNR-
AFR(18000e+
70984e+
36379e)

2007-10-01 –
2011-11-30
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AFR projects (cont.)
Lab Acronym Title PI Funding Duration

L
A

S
S
Y

DYNOST
Ref: p.??

Dynamic and Composite Service-
Oriented Architecture Security
Testing

Prof. Dr.
Yves Le Traon

N/A 2010-10-01 –
2013-09-30

Peerunit
Ref: p.165

A Testing Framework for Large-
Scale Applications

Prof. Dr.
Yves Le Traon

N/A 2011-01-15 –
2014-01-15

MUTERSYS
Ref: p.166

Formal, Mutation, Test for Re-
silient System and their security
properties

Prof. Dr.
Yves Le Traon

FNR 2011-07-15 –
2011-12-31

SPEM
Ref: p.163

Selected Problems in Executable
Modeling

Prof. Dr.
Pierre Kelsen

FNR-AFR PhD 2009-11-15 –
2012-11-15
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AFR projects (cont.)
Lab Acronym Title PI Funding Duration

IL
IA

S

LAAMIcomp
Ref: p.132

Logical Approaches for Analyz-
ing Market Irrationality; compu-
tational aspects

Prof. Dr.
Leon van der
Torre

FNR-AFR(117
840e)

2011-04-01 –
2013-03-31

LCNMAS
Ref: p.130

Logic and Communication in
Normative Multi-Agent Systems

Prof. Dr.
Leon van der
Torre

FNR-AFR-
Postdoc

2009-03-01 –
2011-02-28

Green EEC
Ref: p.133

Green Energy-Efficient Comput-
ing

Prof. Dr. Pas-
cal Bouvry

FNR AFR Post-
Doc

2010-04-01 –
2012-03-31

CIDC
Ref: p.134

Confidentiality, Integrity issues
in distributed computations

Prof. Dr. Pas-
cal Bouvry

FNR - AFR
PhD

2010-01-01 –
2012-12-31

REMO
Ref: p.136

Reliability of Multi-Objective
Optimization techniques

Prof. Dr. Pas-
cal Bouvry

FNR AFR Post-
Doc

2010-10-01 –
2012-09-30

LUXCommTIS
Ref: p.138

Community-based Vehicular Net-
work for Traffic Information in
Luxembourg

Prof. Dr. Pas-
cal Bouvry

FNR - AFR
PhD

2011-09-01 –
2014-08-31

HERA
Ref: p.139

Holistic autonomic Energy and
thermal aware Resource Alloca-
tion in cloud computing

Prof. Dr. Pas-
cal Bouvry

FNR - AFR
PhD

2011-09-15 –
2014-09-14

INTERCOM
Ref: p.141

Energy-Efficient Networking in
Autonomic Cloud Computing

Prof. Dr. Pas-
cal Bouvry

FNR AFR Post-
Doc

2011-06-01 –
2013-05-31

COPSCG
Ref: p.142

Combinatorial optimization on
P2P systems and computational
grids

Prof. Dr. Pas-
cal Bouvry

FNR - AFR
PhD

2007-09-01 –
2011-10-31

DeTeMOCGAs
Ref: p.143

Decision-theoretic fine tuning of
multi-objective co-evolutionary
algorithms

Prof. Dr. Pas-
cal Bouvry

FNR - AFR
PhD

2011-09-15 –
2014-09-14

RSDG
Ref: p.145

Robust Scheduling on Desktop
Grids

Prof. Dr. Pas-
cal Bouvry

FNR - AFR
Postdoc

2009-09-01 –
2011-08-31

WiCaN
Ref: p.146

Efficient data transfer in vehi-
cle2vehicle wireless communica-
tion networks, using distributed
algorithms based on collective in-
telligence such as ant colonies.

Prof. Dr. Pas-
cal Bouvry

FNR - AFR
PostDoc

2009-10-15 –
2011-10-14

EPOC
Ref: p.148

Energy-Performance Optimiza-
tion of the Cloud

Prof. Dr. Pas-
cal Bouvry

FNR - AFR
PhD (108125.58
e)

2010-09-01 –
2013-08-31

TIGRIS
Ref: p.149

Risk Prediction Framework for
Interdependent Systems using
Graph Theory

Prof. Dr. Pas-
cal Bouvry

FNR - AFR
PhD

2009-10-15 –
2012-10-14

SaPRO
Ref: p.150

Satellite Payload Reconfiguration
Optimization

Prof. Dr. Pas-
cal Bouvry

FNR - AFR
PhD

2010-11-15 –
2013-11-14
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University of Luxembourg Internal project
Lab Acronym Title PI Funding Duration

L
A

C
S

EPRIV
Ref: p.77

A Formal Approach to Enforced
Privacy in e-Services

Prof. Dr.
Sjouke Mauw

UL(254955e) 2009-05-01 –
2012-04-30

ESS
Ref: p.79

Embedded Systems Security Prof. Dr. Alex
Biryukov,
Prof. Dr.
Jean-Sebastien
Coron, Prof.
Dr. Sjouke
Mauw

UL(499514e) 2008-10-01 –
2012-01-31

L
A

S
S
Y

BLAST
Ref: p.80

Better e-Learning Assignments
System Technology

Prof. Dr.
Denis Zam-
puniéris

UL(165000e) 2010-09-01 –
2012-08-31

COMPEX
Ref: p.84

Model Composition for Exe-
cutable Modeling

Prof. Dr.
Pierre Kelsen

UL(173Ke) 2011-10-01 –
2013-09-30

DYNOSOAR
Ref: p.85

Dynamic and Composite Service-
Oriented Architecture Security
Testing

Prof. Dr.
Yves Le Traon

UL N/A

MEDAL
Ref: p.81

Model-Driven Engineering using
a Declarative Behavioural De-
scription Language

Prof. Dr.
Pierre Kelsen

UL(171Ke) 2008-10-01 –
2011-09-30

RAID
Ref: p.83

Resource Allocation in Delay and
Disruption Tolerant Networks

Prof. Dr.
Simin Najdm-
Tehrani

UL 2007-09-01 –
2011-09-01

IL
IA

S

AASTM
Ref: p.75

Advanced Argumentation Tech-
niques for Trust Management

Prof. Dr.
Leon van der
Torre

UL 2008-05-01 –
2012-04-30

EvoPerf
Ref: p.76

Evolutionary Computing and
Performance Guarantees

Prof. Dr. Pas-
cal Bouvry

UL(370ke) 2011-09-01 –
2013-12-31
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UL PhD / PostDoc
Lab Acronym Title PI Funding Duration

C
O

M
S
Y

S

MOVE
Ref: p.89

Mobility Optimization using
Vehicular network technologies
(MOVE)

Prof. Dr.
Thomas Engel

CORE-
MOVE(37K/Year)

2011-11-15 –
2014-11-14

N/A
Ref: p.90

Routing and mobility manage-
ment in vehicular networks

Prof. Dr.
Thomas Engel

FNR - CORE
MOVE(37K/year)

2011-09-01 –
2014-08-31

SMO-MLS
Ref: p.95

Securing Mission Operations us-
ing Multi-Level Security

Prof. Dr.
Thomas Engel

European Space
Agency (48800e
UL - 37077 e)

2010-11-01 –
2014-10-30

N/A
Ref: p.92

Service Dependency and
Anomaly Detection

Prof. Dr.
Thomas Engel

Funded on FP7
EFIPSANS
project until
31.12.2010 -
NetLab

2008-11-01 –
2012-10-31

L
A

S
S
Y

N/A
Ref: p.109

Smartphone Malware detection
and mitigation with Static code
Analysis

Prof. Dr.
Yves Le Traon

N/A(N/A) 2011-10-15 –
2014-09-30

ACA
Ref: p.110

Access Control Architectures:
From Multi-objective Require-
ments to Deployment

Prof. Dr.
Yves Le Traon

UL 2011-02-01 –
2014-01-31
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UL PhD / PostDoc (cont.)
Lab Acronym Title PI Funding Duration

IL
IA

S

ICR
Ref: p.101

Individual and Collective Rea-
soning

Prof. Dr.
Leon van der
Torre

UL-PHD 2008-03-12 –
2012-03-12

LINMAS
Ref: p.102

Logics Integrated for Normative
Multi-Agent Systems

Prof. Dr.
Leon van der
Torre

UL 2011-03-01 –
2013-02-28

SPACE
Ref: p.103

Smart Predictive Algorithms for
Spacecraft Anomalies

N/A SnT Project
(SnT Budget)

2011-07-09 –
2014-07-08

SPARC
Ref: p.105

Artificial Conversational Com-
panions

Prof. Dr.
Christoph
Schommer

N/A 2011-04-01 –
2014-03-31

MACS
Ref: p.107

Mindgraphs for an Adaptive
Conversational System

Prof. Dr.
Christoph
Schommer

Internal
Project(Internal
Project)

2009-02-01 –
2013-01-14

FERES
Ref: p.108

FERES - Feature Extraction
and Representation for Economic
Surveys

Prof. Dr.
Christoph
Schommer

Internal Doc-
toral Posi-
tion(Internal
Doctoral Posi-
tion)

2011-04-01 –
2014-03-31

ERACC
Ref: p.96

Energy-efficient resource alloca-
tion in autonomic cloud comput-
ing

Prof. Dr. Pas-
cal Bouvry

UL 2010-10-01 –
2013-09-30

N/A
Ref: p.97

Social network analysis over dy-
namic graphs and application to
urban mobile ad hoc networks

Prof. Dr. Pas-
cal Bouvry

UL N/A

IIC
Ref: p.98

Integrity Issues on the Cloud Prof. Dr. Pas-
cal Bouvry

UL 2011-01-16 –
2013-01-15

N/A
Ref: p.100

Energy-Efficient Information
Dissemination in MANETs

Prof. Dr. Pas-
cal Bouvry

UL 2009-09-15 –
2012-09-14
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Other misc projects
Lab Acronym Title PI Funding Duration

C
O

M
S
Y

S

BCEE
Ref: p.115

Enterprise security for the bank-
ing and financial sector

Prof. Dr.
Thomas Engel

BCEE(20.4Ke) 2011-04-01 –
2012-03-31

EWSSAOP
Ref: p.111

End-to-end Web Service Security
in Aspect Oriented Programming

Prof. Dr.
Thomas Engel

EPT (66.5 Ke) 2007-10-05 –
2011-10-04

EPTV
Ref: p.113

EPT Vehicular Networks Prof. Dr.
Thomas Engel

EPT(2 298 Ke) 2010-01-01 –
2014-12-31

FSTO
Ref: p.114

Feasability Study for Topology
Optimization

Prof. Dr.
Thomas Engel

Ministry
of Com-
merce(40000
e)

2010-01-01 –
2011-01-15

Pil to SPELL
Ref: p.??

PIL to SPELL conversion Prof. Dr.
Thomas Engel

SES-
ASTRA(Not
applicable)

2011-01-28 –
2015-01-27

SOSSHIN
Ref: p.114

Self Organizing Security Sensors
in highly-distributed IP networks
(PhD thesis)

Prof. Dr.
Thomas Engel

SES-
ASTRA and
FNR(45Ke)

2007-01-01 –
2011-12-31

L
A

C
S LASP

Ref: p.117

Developing a Prototype of Loca-
tion Assurance Service Provider

Prof. Dr.
Sjouke Mauw

ESA - SnT
(160000e
(ESA), 80000e
(SnT))

2010-12-08 –
2012-12-07

L
A

S
S
Y

SPLIT
Ref: p.118

Combine Software Product Line
and Aspect-Oriented Software
Development

Prof. Dr.
Nicolas Guelfi

UL/FNR(41
000e)

2009-10-01 –
2012-09-30
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Accompanying measures (AM)
Lab Acronym Title PI Funding Duration

IL
IA

S N/A
Ref: p.167

New Multi-objective Energy-
efficient Scheduling Problems

Prof. Dr. Pas-
cal Bouvry

FNR-
AM2c(7586.01e)

2011-02-15 –
2011-04-15
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4.1 Research projects

4.1.1 European funding projects

Cognitive Radio and Networking for Cooperative Coexistence
of Heterogeneous wireless Networks
Acronym Cognitive Radio
Reference N/A
PI Prof. Dr. Bjorn Ottersten
Funding COST Action IC0902
Budget N/A
Duration 2009-07-30 – 2013-12-10

Members: Bjorn Ottersten

Domain(s): Cognitive Radio

Partner(s): Belgium, Bosnia and Herzegovinia, Croatia, Cyprus, Czech Re-
public, Denmark, Finland, Former Yugoslav Republic of Macedonia, France,
Germany, Greece, Ireland, Israel, Italy, Latvia, Luxembourg, Norway, Poland,
Portugal, Romania, Serbia, Slovenia, Spain, Sweden, Turkey, United King-
dom, USA, China, Canada, Australia, ISPRA (It)

Description: N/A

Results: N/A

Publications: N/A

Cooperative Radio Communications for Green Smart Environ-
ments
Acronym Cooperative Radio
Reference N/A
PI Prof. Dr. Björn Ottersten
Funding Cost Action IC2004
Budget N/A
Duration 2011-05-24 – 2015-05-18

Members: B. Ottersten

Domain(s): N/A

Partner(s): Austria, Belgium, Bulgaria, Cyprus, Czech Republic, Den-
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mark, Finland, Former Yugoslav Republic of Macedonia, France, Germany,
Greece, Ireland, Israel, Italy, Netherlands, Norway, Poland, Portugal, Ro-
mania, Serbia, Slovakia, Spain, Sweden, Switzerland, UK

Description: N/A

Results: N/A

Publications: N/A

MIMO Hardware Demonstrator
Acronym MIMO-Hardware
Reference 12R-DIR-PAU-10MIMO
PI N/A
Funding ESA -ESTEC-ITTA0/1-6099/09/NL/JK
Budget 1199Ke
Duration 2011-01-01 – 2012-03-30

Members: Bjorn Ottersten, D. Arapoglou, B. Shankar, S. Chatzinotas

Domain(s): Satellite Based Alarm System

Partner(s):

• Elektrobit Wireless Communications Ltb (Finland)

• SES Astra Techcom (Luxembourg)

• Univ. of Oulu (Finland)

• VTT (Finland)

• Univ. of Turku (Finland)

Description: development of practical methods utilizing MIMO techniques
for DVB-SH A/B scenarios to improve the air interface performance com-
pared to current standard. The practical aim of the proposal is to specify
and develop a MIMO HW demonstrator that will be used to carry out prac-
tical performance evaluation and demonstrations. The project is divided
into 2 phases. The 1st phase provides an overview of state-ofthe- art MIMO
techniques and defines a set of MIMO scenarios based on DVB-SH including
applicable radio channel models. In addition, a computer simulation model
will be developed to evaluate the defined scenarios, and the system architec-
ture design for implementation of the developed MIMO-DVB-SH waveform
will be carried out. During the 2nd phase the specified system will be im-
plemented utilizing an existing HW test-bed, the RACE-SDR. The test-bed
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will be used to perform demonstrations and detailed performance evaluation
in laboratory environment. As a conclusion improvements to the existing
standard and/or implementation guidelines will be proposed to DVB-forum
and ETSI standardization (EB is a member in both organizations).

Results: N/A

Publications: N/A

Techniques and Technologies for multi-spot beam Ku-band
Satellite Networks
Acronym Multibeam Ku
Reference 12R-DIR-PAU-11MSBK
PI N/A
Funding ESA ITT
Budget N/A
Duration 2010-12-01 – 2012-02-28

Members: B. Ottersten, B. Shankar

Domain(s): N/A

Partner(s):

• SES-ASTRA (Luxembourg)

• EADS Astrium (Fr)

Description: The objective of the study is to assess the advantages brought
by the introduction of multi-bearms and associated flexibility on Ku band
payloads. in particular for the present consortium, the objective of the study
is to define, assess and consolidate the benefits that a multi-beam architec-
ture and flexibility could bring to follow-on satellites to NSS-6 satellite.

Results: N/A

Publications: N/A
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Propagation tools and data for integrate Telecommunication,
Navigation and earth Observation systems
Acronym Propagation tools
Reference N/A
PI Prof. Dr. Björn Ottersten
Funding COST Action IC0802
Budget N/A
Duration 2009-03-03 – 2012-11-18

Members: B. Ottersten

Domain(s): N/A

Partner(s): Austria, Belgium, Bulgaria, Cyprus, Czech Republic, Den-
mark, Finland, France, Germany, Greece, Hungary, Israel, Italy, Norway,
Poland, Portugal, Serbia, Slovakia, Spain, Sweden, Switzerland, UK, Brazil,
Canada, Netherlands, India, Pakistan, USA

Description: N/A

Results: N/A

Publications: N/A

SATellite Network of EXperts - Call off-Order COO2
Acronym SatNEx III
Reference N/A
PI Prof. Dr. Björn Ottersten
Funding ESA - >TRP, ARTES1, ARTES5
Budget N/A
Duration 2011-03-23

Members: B. Ottersten

Domain(s): N/A

Partner(s): DLR (Germany), Univ. of Surrey (UK), Univ. of Bologna (It),
Aristotle Univ. of Thessaloniki (Greece), Univ. of Bradford (UK), Consorzo
Nazionale Interuniv. Per le Telecomunicazioni (It), Italian National Re-
search Council (It), Centre Tecnologic de Telecomunicacions de Catalunya
(Spain), National Observatory of Athens (Greece), Office National d’Etudes
et de Recherches Aerospatiales (Fr), Univ. of Salzburg (Austria), TéSA As-
sociation (Fr), Graz Univ. of Technology (Austria), Univ. Autonoma de
Barcelona (Spain), The Univ. Court of the Univ. of Aberdeen (UK), Univ.
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Degli Studi di Roma ’Tor Vergata’ (It), Univ. de Vigo (Spain), Fraunhofer-
Gesellschaft München (Germany), Institute of Computer and Communica-
tions Systems (Greece)

Description: N/A

Results: N/A

Publications: N/A

Potential business for an advanced spread spectrum measure-
ment system for satellite testing
Acronym Spread spectrum satellite comm.
Reference I2R-DIR-PAU-11LLV8
PI Prof. Dr. Björn Ottersten
Funding ESA
Budget 97Ke
Duration 2010-12-08 – 2011-12-07

Members: B. Ottersten, S. Chatzinotas

Domain(s): Satellite spectrum

Partner(s):

• SES Astra TechCom S.A.

• EmTroniX Sarl

Description: The study aims at establishing the requirements and anal-
yse the market situation to evaluate the business perspectives for a spread
spectrum measurement system or service together with potential customers
such as satellite operators and satellite manufactures. The detailed under-
standing of the customers requirements and the kind of drivers for them for
buying such a measurement product or service is a key indicator for subse-
quent activities. Based on these outcomes business scenarios and a business
cases are elaborated and a roadmap for a sustainable Luxembourg exploita-
tion in for instance service provisioning and test equipment manufacturing,
is prepared. In addition, study activities will lead to an outline proposal
ready to be submitted to a funding agency. In detail, the following points
will be investigated:

• Analyse and quantify the market for spread spectrum measurement
systems and services



4.1 Research projects 35

• Identify potential customers, capture their requirements

• Elaborate system concepts and develop and validate system and ser-
vice design with potential customers

• Identify and critically assess competing solutions

• Establish a business model, understand the value chain, identify and
quantify the opportunity for Luxembourg industry

• Prepare an outline proposal and identify opportunities for funding

• Identify state-of-the art in this and similar domains and evaluate tech-
niques subject to patent filling.

As this study is conducted preliminary to learn about market situation and
customer needs, there are also some Non-objectives:

• Provision of detailed technical solution

• Development or technical validation activities

• Definition of the solution prior to the understanding of the market

Results: N/A

Publications: N/A

uBiquitous, secUre inTernet-of-things with Location and
contEx-awaReness
Acronym BUTLER
Reference I2R-NET-PEU-11BTLR
PI Prof. Dr. Thomas Engel
Funding FP7 European Commission
Budget 456Ke
Duration 2011-10-01 – 2014-09-30

Members: Thomas Engel, Radu State, Thibault Cholez, Foued Melakessou

Domain(s): internet of things, context aware services, smart devices, net-
work security, integrated architecture and platform

Partner(s):
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• Inno AG, Germany

• Ericsson, Spain

• Telecom Italia, Italy

• Gemalto SA, France

• CEA, France

• Oulun Yliopisto, Finland

• FBConsulting SARL, Luxembourg

• ISMB, Italy

• Hochschule Luzern, Switzerland

• Swisscom, Switzerland

• SMTMicroelectronics, Italy

• Utrema, France

• University of Luxembourg

• Universiteit Leuven, Belgium

• Cascard OY, Finland

• TST, Spain

• Alcatel Lucent Bell Labs, France

• Jacobs University, Germany

Description: Recent ICT advances are bringing to reality a world where
sensors, actuators and smart portable devices are interconnected into an
Internet-of-Things (IoT) ecosystem reaching 50 Billion devices by 2015.

The IoT major challenges are, from a systemic viewpoint, smart resource
management and digital security; and from a user/service perspective, the
pervasiveness (uniformity of performance anytime and anywhere) and aware-
ness (inversely proportional to the degree of knowledge required from users).
BUTLER will be the first European project to emphasise pervasiveness,
context-awareness and security for IoT. Through a consortium of leading
Industrial, Corporate RD and Academic partners with extensive and com-
plementary know-how, BUTLER will integrate current and develop new
technologies to form a bundle of applications, platform features and services
that will bring IoT to life.
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Results: UL already contributed to the definition of the use cases that
present our vision of smart-life in the topics of smart city and smart trans-
portation. We also contributed to the definition of the requirements for the
BUTLER platform (WP1- D1.1).

Publications: None yet.

SceFIMS-Coordination of the European Future Internet forum
of Member States
Acronym ceFIMS
Reference IR-DIR-PEU-10CEFI
PI Prof. Dr. Thomas Engel
Funding EC - FP7

UL budget
Budget 35Ke
Duration 2010-09-01 – 2013-02-28

Members: Thomas Engel, Latif Ladid

Domain(s): IPv6, networking, support action

Partner(s):

• Waterford Institute of Technology, Ireland

• Nederlandse Organisatie voor Wetenschappelijk Onderzoek, Nether-
lands

• Nemzeti Kutatasi Es Technologiai Hivatal, Hungary

• UMIC - Agência Para A Sociedade Do Conhecimento, Portugal

• Asociacion De Empresas De Electronica, Tecnologias De La Informa-
cion Y Telecomunicaciones De Espana, Spain

Description: The ceFIMS project addresses the problem of the fragmenta-
tion of ICT research between European Member States (MS). ceFIMS will
leverage its knowledge of Member State-funded research to gain consensus
about problems and approaches at the Member State level. ceFIMS will
build on that consensus to promote alignment both across Member States
and also between Member State and EC-funded ICT research. This will,
consequently, unite better the European ICT research community and place
European Future Internet (FI) research in a stronger position.

ceFIMS will produce a research roadmap to maximise synergies between EU
and MS investments in FI research, establishing the basis for an ERA-NET+
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on the Future Internet. An ERA-NET+ will provide the means to develop
the EU’s strong research position. Allied to this, a Public-Private Partner-
ship (PPP) will provide the means to transfer new knowledge into innovative
products, with economic and social benefits for EU citizens. ceFIMS will
increase awareness among Member States of the role that they can play in
a Europe-wide FI PPP and how Member State initiatives and the PPP can
be aligned to the maximum extent possible.

ceFIMS-Coordination of the European Future Internet forum of Member
States-responds to Call 5 from the European Commission for European ex-
cellence in Trustworthy ICT. In particular, the Science and Technology ob-
jectives of ceFIMS are highly relevant to Objective ICT-2007.1.1 The Net-
work of the Future.

Results: N/A

Publications: N/A

Universal Itegration of the Internet of Things through an IPv6-
Based Service-oriented Architecture enabling heterogeneous
components interoperability
Acronym IoT6
Reference I2R-NET-PEU-11IOT6
PI Prof. Dr. Thomas Engel
Funding EC- FP7
Budget 266Ke
Duration 2012-01-01 – 2014-12-31

Members: T. Engel, L. Ladid

Domain(s): ICT

Partner(s):

• Mandat international alias fondation pour la cooperation internationale
(mi), ”the coordinator of the research project iot6

• Ericsson d.o.o for telecommunications

• Runmyprocess sas

• University College London

• Universidad de murcia

• Technische Universitaet Wien
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• Haute Ecole Specialisee de Suisse Occidentale

• Korea Advanced Institute of Science and Technology

Description: The UIoT6 project aims at exploiting the potential of IPv6
and related standards (6LoWPAN, CORE, COAP, etc.) to leverage cur-
rent shortcomings of the Internet of Things so that a universally integrated
Internet of Things can evolve. Its main challenges and objectives are to re-
search, design and develop an IPv6-based Service Oriented Architecture to
achieve multi-protocol integration of heterogenous ”communication things”,
and to research and realize intelligence distribution and smart routing fea-
tures within. Furthermore, transparent and borderless interactions with
cloud computing services and applications, EPC information service envi-
ronments and mobile networks are of main interest. The main outcome
of UIoT6 is a well-defined, open and distributed IPv6-based Service Ori-
ented Architecture that enables interoperability, mobility, cloud computing
and intelligence distribution among heterogeneous smart things components,
applications and services.

Results: N/A

Publications: N/A

Provisioning of urban/regional smart services and business
models enabled by the Future Internet
Acronym OUTSMART
Reference I2R-NET-PEU-11OSMT
PI Prof. Dr. Thomas Engel
Funding FP7 European Commission
Budget 257Ke
Duration 2011-04-01 – 2013-03-31

Members: Thomas Engel, Jerome Francois, Andriy Panchenko, L.Ladid

Domain(s): Internet of Things (IoT), utilities, environment, ecosystems

Partner(s): Name of the organisations participating in the project (not the
persons). Use small letters, list using bullet points, specify the country if
not Luxembourg based

• France Telecom, FR

• Telefonica Investigacion y Desarrollo S.A. Unipersonal, SP

• Alcatel-Lucent, IT
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• Ericsson, RS

• Engineering Ingegneria Informatica S.p.A., IT

• ATOS Origin, SP

• Coronis SAS, an ELSTER Group Company, FR

• Worldsensing, ES

• CEA-LETI, FR

• University of Luxembourg, LU

• Alexandra Institute, DK

• AMPLEX, DK

• Aarhus VAND, DK

• University of Surrey, GB

• AMEY PLC, GB

• FERROVIAL Centro de Innovacion de Infraestructuras Inteligentes,
ES

• Create-NET (Trento RISE), IT

• Azienda Consorziale Servizi Municipalizzati S.p.A., IT

• Dolomiti Energia, IT

• Universidad de Cantabria, ES

• Banco de Santander, ES

• Municipality of Santander, ES

• EMCANTA, ES

• EON ESPANA, ES

• TTI Norte, ES

• Fraunhofer-Gesellschaft zur Foerderung der Angewandten Forschung
e.v, DE

• Berliner Stadtreinigungsbetriebe, DE
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Description: The goal of OUTSMART is to contribute to the Future In-
ternet (FI) by aiming at the development of five innovation eco-systems.
These eco-systems facilitate the creation of a large variety of pilot services
and technologies that contribute to optimised supply and access to services
and resources in urban areas. This will contribute to more sustainable utility
provision and, through increased efficiency, lower strain on resources and on
the environment. Reaching this goal requires the whole value chain, namely
city authorities, utilities operators, ICT companies as well as knowledge in-
stitutions in order to have an industry driven approach when developing
advanced services and technologies. OUTSMART services and technolo-
gies will be based on an open and standardised infrastructure as envisioned
by the FI Private Public Partnership (FI PPP) and provided by a service
framework designed to facilitate provisioning, development and access. To
this extend, OUTSMART will (1) deliver a set of detailed functional and
non-functional requirements for an FI enabler platform and corresponding
business framework able to support the above described eco-systems based
on a deep analysis of the different domain specific use cases in the utility and
environment application domain; (2) provide a specification of the domain
specific enabler functionality with corresponding service interfaces compat-
ible and aligned with Core Platform components to be specified alongside
this project effort; (3) provide a realisation of prototypes of domain specific
functionality for the envisioned eco-system according to the previous spec-
ification and a validation thereof in early field trials in the envisioned use
cases; (4) deliver a business framework specification which serves as blue
print for the foreseen local eco-systems able to provide their sustainability
beyond the PPP funding lifetime by creating favourable conditions for local
investment and innovation; and (5) deliver a detailed plan for pilot services
in the envisioned local eco-systems, which act as initial light house show
cases for Europe in the utility and environment applications domain.

Results: The key results of our activity in OUTSMART are:

• Definition and refinement of requirements in particular in terms of
security and privacy,

• Large scale security in distributed environments by developing new
methods for autonomic authentication as well as cloud-computing based
solutions for attack detection,

• Privacy protection in large scale networks by proposing a novel ap-
proach to guarantee the privacy of a service provider and by evaluating
the degree of protection over encrypted communication,

• Traffic analysis in encrypted network streams. We showed that under
certain circumstances cryptography alone is not enough to hide the
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content of communication. We also studied countermeasures how to
mitigate this attack,

• New methods of path selection that allow performance-improved onion
routing. We evaluate the proposed methods in the public networks
and present a practical approach to empirically analyze the strength
of anonymity certain methods of path selection provide in comparison
to each other.

The 2nd and 3rd items bring the first solutions to the requirements ap-
pearing during the first stage. These solutions are designed for the Future
Internet context where OUTSMART fits, i.e. with large, distributed, and
heterogeneous environments.

This is a long list that enumerates the results obtained until now in LATEX
format:

• Fuzzing approaches for IPv6 protocols

• Game theoretical modeling for fuzzing

• Flow based monitoring and data mining approaches for large scale flow
monitoring

The key resukts from this project are related to the definition of a threat
model for autonomic IPv6 networks and its instantiation in the specific case
of GANA architectural paradigm.

The major outcomes from this project included a new paradigm for adaptive
honeypots that leverage game theory and reinforcement learning as underly-
ing conceptual building blocks for smarter honeypots. We have implemented
and operated such honeypot and the major publications from this project
are one journal publications accepted for 2011 and another one for [259].

Publications: [84, 81, 86, 85]. Deliverables: D2.2

[260, 262, 261, 263].

Seamless Communication for Crisis Management
Acronym SECRICOM
Reference F1R-CSC-PEU-08SECR
PI Prof. Dr. Thomas Engel
Funding EC - FP7 European Commission.

UL
Budget 12469Ke
Duration 2008-09-01 – 2012-04-30
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Members: Thomas Engel, Aurel Machalek

Domain(s): Emergency services, critical infrastructure

Partner(s):

• QinetiQ Ltd., United Kingdom

• Ardaco, a.s., Slovakia

• Bumar Ltd, Poland

• NEXTEL S.A., Spain

• Infineon Technologies AG, Germany

• Institute of Informatics, Slovak Academy of Sciences, Slovakia

• Graz University of Technology, Austria

• Smartrends, s.r.o., Slovakia

• ITTI Sp. z o.o., Poland

• British Association of Public Safety Communication Officers, United
Kingdom

• CEA LETI, France

• Hitachi Europe SAS, France

Description: SECRICOM is proposed as a collaborative research project
aiming at development of a reference security platform for EU crisis manage-
ment operations with two essential ambitions: (A) Solve or mitigate prob-
lems of contemporary crisis communication infrastructures (Tetra, GSM,
Citizen Band, IP) such as poor interoperability of specialized communica-
tion means, vulnerability against tapping and misuse, lack of possibilities
to recover from failures, inability to use alternative data carrier and high
deployment and operational costs. (B) Add new smart functions to existing
services which will make the communication more effective and helpful for
users. Smart functions will be provided by distributed IT systems based on
an agents’ infrastructure. Achieving these two project ambitions will allow
creating a pervasive and trusted communication infrastructure fulfilling re-
quirements of crisis management users and ready for immediate application.

More information: http://www.secricom.eu

http://www.secricom.eu
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Results: University of Luxembourg successfully organised and presented
developed crises communication technology of SECRICOM project during
the NATO CPC seminar and demonstration in Slovakia. We did the demon-
stration together with Ciwil Protection of Luxembourg. The project SE-
CRICOM is after first review period marked as: ”Excellent progress (the
project has fully achieved its objectives and technical goals for the period
or has even exceeded expectations)”.

Publications: N/A

Wireless traffic Safety network between Cars
Acronym WiSafeCar
Reference N/A
PI Prof. Dr. Pascal Bouvry
Funding EUREKA - CELTIC
Budget 300000e
Duration 2009-07-01 – 2012-03-31

Members: Pascal Bouvry, Grégoire Danoy, Yoann Pigné, Guillaume-Jean
Herbiet, Patricia Ruiz.

Domain(s): Vehicular Ad Hoc Networks, Secure Communications, Traffic
Management, Accident Warning.

Partner(s):

• Mobisoft, Finland

• Finnish Meteorological Institute, Finland

• VTT, Finland

• Taipale Telematics, Finland

• Sunit, Finland

• Ubridge, South Korea

• CRP Henri Tudor

• Ubistream, Luxembourg
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Description: WiSafeCar aims to develop an effective service platform and
advanced intelligent wireless traffic safety network between cars and infras-
tructure, with possibility to exploit vehicle based sensor and observation
data in order to generate secure and reliable intelligent real-time services
and service platform for vehicles.

Results: network simulator and vehicular traffic simulator has been inves-
tigated. The result of this work is a simulation platform dedicated to the
communication between vehicles and infrastructures and also between vehi-
cles themselves. Both simulators are coupled so that the mobility of vehicles
in the traffic simulator is injected in the mobility model of the network simu-
lator. Inversely, any simulated network application in the network simulator
can influence the traffic simulation and, for instance, reroute simulated ve-
hicles.

Following the same realistic simulation guidelines, a new vehicular mobility
model has been proposed, VehILux. It is based on real traffic counting data
from the Administration des Ponts et Chaussées of Luxembourg. VehILux
models vehicles commuting around the city of Luxembourg and is coupled
with the microscopic road traffic simulator SUMO to produce realistic ve-
hicular traces. This work is freely available at http://vehilux.gforge.uni.lu/
and has been published in [60].

A deeper study of the parameters effect of VehILux has been conducted
using sensitivity analysis (SA) and published in [115]. The SA method
permitted to quantitatively study the influence and interdependencies of
VehILux parameters. The analysis revealed several properties in the set
of parameters. Some parameters were identified as irrelevant to the output
while some have stronger impact than expected. This analysis was proposed
as a preliminary step to the mobility model optimization, as it permitted to
significantly reduce the parameters search space.

Publications: N/A

Trust Games: Achieving Cooperation in Multi-Agent Systems
Acronym TrustGames
Reference 1196394
PI Prof. Dr. Paolo Turrini
Funding FNR-FP7 Cofund
Budget N/A
Duration 2011-09-01 – 2013-08-31
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Members: Paolo Turrini

Domain(s): Game Theory, Trust Theory, Cooperative Behaviour

Partner(s): N/A

Description: TrustGames starts from the hypothesis that trust is a social
phenomenon that takes place among decision makers endowed with beliefs
and goals, and it is seen as a prerequisite for collaborative work (Hardin
2004) (Gambetta 2008) (Castelfranchi-Falcone 2010) Up to now the treat-
ment of trust in MAS is limited to specific accounts stemming from cog-
nitive science (Castelfranchi-Falcone 2010), or from the normative systems
approach (van der Torre 2010), with no unified formal theory. TrustGames
is devoted to an integration of the cognitive and normative accounts of trust
within the theory of games, the discipline that formally models interactive
decision making. In particular, the fundamental connection between trust
and related notions, such as dependence and agreements between the stake-
holders, is intuitively clear but formally not well understood. Recent contri-
butions (Grossi-Turrini 2010) have shown that dependence and agreements
can be fully incorporated within the theory of games, but it abstracts away
from cognitive and normative ingredients of trust. Concretely TrustGames
will extend the model in (Grossi-Turrini 2010) with the cognitive features of
(Castelfranchi-Falcone 2010) and the normative features in (van der Torre
2010) in order to model trust in games. Thanks to this integration, formal
tools such as logics to reason about games can be adopted to check whether
desirable properties are achievable (or undesirable properties are avoidable)
in classes of games with trust.

Results: N/A

Publications: Valentin Goranko, Wojciech Jamroga, and Paolo Turrini
(2012, by alphabetic order) : ” Strategic Games and Truly Playable Effec-
tivity Functions ”Journal of Autonoumous Agents and Multi Agent Systems
(To appear)

Paolo Turrini, Xavier Parent, Leon van der Torre, and Silvano Colombo
Tosatto (2012, by contribution order): ”When the Second Best is Best: Con-
trary to Duties in Games”, essays in honor of Prof. Marek Sergot, Lecture
Notes in Computer Science (to appear)

Davide Grossi and Paolo Turrini (2012, by alphabetic order): “Short Sight
in Extensive Games”, Proceedings of 11th International Conference on Au-
tonomous Agents and Multi-Agent Systems, 4-8 June 2012, Valencia Spain
(to appear)



4.1 Research projects 47

Argument-based Contextual Defeasible Reasoning
Acronym CDL
Reference ERCIM
PI Prof. Dr. Leon van der Torre
Funding ERCIM
Budget N/A
Duration 2010-09-20 – 2011-09-20

Members: Antonis Bikakis

Domain(s): Defeasible argumentation, Formal models of context, Multi-
context systems

Partner(s): N/A

Description: Aim of the project is to extend existing approaches on rea-
soning with multiple contexts in domains characterized by imperfection and
distribution of the available knowledge. Multi-context systems and defeasi-
ble argumentation constitute the underlying formal models of our approach.
Potential application domains include ambient intelligence and social net-
works.

Results:

• We extended Contextual Defeasible Logic with a partial preference
relation on the system contexts, which is modeled as a directed acyclic
graph, and modified accordingly the argumentation model and the
reasoning algorithms.

• We described four different variants of Contextual Defeasible Logic, in-
tegrating the notions of ambiguity propagation and team defeat, which
are typical in nonomonotonic reasoning models.

The results were reported in a paper which has been accepted for LPNMR
2011.

Publications: N/A
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Argumentation-Based and Logic-Based Reasoning in Multi-
Agent Systems
Acronym ALBR
Reference F1R-CSC-LAB-05ILIA
PI Dr. Srdjan Vesic
Funding ERCIM
Budget N/A
Duration 2011-10-01 – 2012-09-30

Members: Srdjan Vesic

Domain(s): Argumentation, Reasoning, Logic, Multi-Agent Systems

Partner(s): N/A

Description: The goal of the fellowship is to obtain a better understand-
ing of defeasible reasoning about information items in multi-agent contexts
and to propose and evaluate specific logic-based approaches for this pur-
pose. First, the link between existing logic-based and argumentation-based
reasoning formalisms is to be studied. Then, we will develop logics able to
support deep reasoning about information quality and information handling
based on incomplete and uncertain background knowledge. This is relevant
for modelling information gathering and aggregation, e.g. in e-science, or in
legal procedures.

Results:

• We studied the link between argumentation-based and non argumentation-
based reasoning from an inconsistent knowledge base. Namely, for a
given attack relation between arguments, we study the question: does
every extension of the argumentation system correspond to exactly
one maximal consistent subset of the knowledge base?

The results are reported in a paper submitted to KR 2012.

Publications: N/A

Trust in Social Recommendations
Acronym N/A
Reference N/A
PI Prof. Dr. Sjouke Mauw
Funding ERCIM
Budget 33200e
Duration 2010-05-05 – 2011-05-04
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Members: Georgios Pitsilis, Sjouke Mauw

Domain(s): trust management, recommender systems, intrusion detection.

Partner(s):

• SnT

• q2s-NTNU

• European Research Consortium for Informatics and Mathematics

Description: Research into trust is expected to have a high impact on
society and behaviours as it might help to increase the acceptance and use
of new e-services (e-banking, e-health, e-government) and therefore help
to some extent to reduce the digital divide in the society. Its results are
furthermore applicable to the Luxembourgish financial and banking sector
and has thus the potential to benefit Luxembourg’s economy as a whole.

Results:

High speed analysis of http traffic data is crucial for the detection of http
attacks in on-line environments. In collaboration with SnT we studied the
effects and the benefits of clustering the attacks using novel algorithms. The
corresponding paper [280] has been published in an international conference
(ICISS’10).

The aim of this work was to explore if the use of information that exists in
social networks like explicit trust can be helpful in the selection of predictors
in Recommender Systems. This work runs in collaboration with q2s-NTNU
Norway. A paper of this work has been submitted to a journal for publica-
tion.

Over the last few years new algorithms for data mining have been invented,
the application of which to other research domains looks very promising.
The aim of this work is to explore the use of data mining algorithms, such
as clustering, for improving the performance of recommender systems. Our
results showed that there is a benefit from the use of novel clustering al-
gorithms. A paper of this work has been submitted to an international
conference and is currently under review.

Publications: N/A
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4.1.2 FNR CORE/INTER Projects

COoperative and COgnitive Architectures for SATellite Net-
works
Acronym CO2SAT
Reference 12R-DIR-PFN-10CO2S
PI Prof. Dr. Bjorn Ottersten
Funding FNR CORE
Budget 877Ke/year
Duration 2011-01-01 – 2014-12-31

Members: B. Ottersten, G. Zheng, S. Chatzinotas, D. Aarapoglou, C. Xing

Domain(s): Cognitive communication

Partner(s): SES-ASTRA

Description: During the last decades, the demand for broadband access
has been ever increasing with various applications in business, education and
entertainment. In this direction, satellite systems have the ability to accom-
modate this demand providing large-scale coverage even in remote areas.
However, in order to compete against other emerging technologies (such as
fiber optic and wireless broadband networks), new high-performance satellite
architectures have to be investigated. To this end, cooperative and cogni-
tive satellite systems can improve both spectral and energy efficiency by
exploiting advanced wireless communication techniques. Regarding cooper-
ative systems, the joint processing of beam signals can mitigate inter-beam
interference and lead to better spectrum and power utilization. Regarding
cognitive systems, satellite and terrestrial networks can be employed in par-
allel over the same frequency bands in order to provide ubiquitous indoors
and outdoors coverage and at the same time minimize the power consump-
tion of the satellite payload. The outcome of this investigation will be an
invaluable input to the strateQic planninQ of satellite operators and manu-
facturers. Based on the derived performance results, the key players in the
satellite industry will be able to make informed decisions about the deploy-
ment of cooperative and cognitive satellite systems. Furthermore, satellite
engineers will be able to use the derived insights as guidelines while desiQn-
inQ future satellite systems.

Results: N/A

Publications: N/A
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Multi-Sensor Fusion in Mono-View Vision systems: Aquisition
and Modeling (FAVE)
Acronym CORE FAVE
Reference 12R-DIR-PFN-11FAVE
PI Prof. Dr. Björn Ottersten
Funding FNR
Budget 37K/year
Duration 2011-10-01 – 2014-09-31

Members: B. Ottersten, D. Aouada, K. Al Ismaeil

Domain(s): P1 Security Reliability and Trust

Partner(s):

• IEE

• Univ. de Bourgogne, France

Description: Video surveillance has become necessary to ensure public
safety and to secure and protect critical physical infrastructures such as
banks, airports and retail stores. Current surveillance systems are usually
restricted to the deployment of 20 cameras.The effectiveness of these systems
is limited due to 20 cameras sensitivity to illumination and to occlusions;
which inescapably leads to segmentation and tracking failures. With the lat-
est developments in 30 sensing technologies. It is now possible to consider
complementing 20 videos with 3D information in near real time. This addi-
tion of a third dimension, i.e., depth information, ensures a more accurate
sensing of the scene. We therefore propose to explore fusion approaches to
address the shortfalls of current 20 video surveillance systems. Our first ob-
jective is to exploit fused data from different sources of visual information.
These include different modalities, e.g., 20 cameras, Time-of-Flight range
cameras, 30 laser scanners, and infrared cameras and/or different levels of
abstraction. Second, after the data acquisition phase, we propose to model
the fused data for an intelligent sensing tailored for real-world security sce-
narios. In the context of high-level security systems that require a full con-
trol over the surveyed area, we investigate multi-view 20/30 fusion methods
.Furthermore, for an accurate feature extraction for automatic scene un-
derstanding, we aim at achieving high resolution space-time depth maps.
Privacy enforcement in digital imaging systems is another important design
component that is today impossible to ignore in view of the boiling debate
about privacy violation. An interdisciplinary effort will hence be undertaken
for the definition and design of privacy-aware imaging systems

Results: N/A
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Publications: N/A

Logical Approaches for Analyising Market Irrationality
Acronym LAAMI
Reference 12R-DIR-PFN-10LAAM
PI Prof. Dr. Bjorn Ottersten
Funding FNR
Budget 284Ke
Duration 2011-01-01 – 2014-12-31

Members: B. Ottersten, T. Neugebauer, M. Caminada

Domain(s): P1 Security Reliability and Trust

Partner(s): N/A

Description: The aim of the LAAMI project is to apply techniques de-
veloped in the field of Artificial Intelligence to help explaining apparent
irrational forms of market behavior, as is evidenced by for instance bubbles
and crashes. The aim is to explain these using formal theories of individual
and collective reasoning, as they for instance have been developed in the field
of computational argumentation. The aim is not so much to solve irrational
market behavior, but first and foremost to understand it. Our research is
aimed at constructing a formal model that is sufficiently rich in order to be
accepted as a realistic model, yet sufficiently formal in order to be examined
for its formal properties and implemented in a software simulator. Using
the results of the theory development, we aim to be able to shed light on the
conditions under which irrational forms of market behavior are most likely
to occur.

Results: N/A

Publications: N/A

Mobility Optimization Using VEhicular Network Technologies
Acronym Move
Reference I2R-DIR-PFN-10MOVE
PI Prof. Dr. Thomas Engel
Funding FNR Project
Budget 1127ke
Duration 2011-04-01 – 2013-03-31
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Members: Thomas Engel, Raphael Frank, Andriy Panchenko, Jerome
Francois, Markus Forster, Maximilien Mouton, Lautaro Dolberg

Domain(s): vehicluar networks, network security, vehicular flow optimiza-
tion

Partner(s):

• University of California Los Angeles (UCLA), USA

Description: The world is urbanizing rapidly. As a consequence, traffic
congestion in metropolitan areas has significantly increased over the last
two decades. Although there has been significant innovation in cars safety
systems and fuel efficiency, traffic congestion remains one of the modern ills
of our society. In most cases, existing road infrastructure cannot easily be ex-
tended to meet increasing traffic demand. As a consequence, commuters are
often stuck for hours in traffic chaos, causing significant economic damage.
New intelligent transportation systems (ITS) are currently being developed
to increase traffic efficiency. The main idea is to maximize the use of the
existing road infrastructure using smart navigation systems that are aware
of the current traffic conditions. Communication technologies will play an
important role in the design of such systems. In the near future, vehicles
will be equipped with communications devices that allow data exchange be-
tween cars and Road Side Units (RSUs). Such a vehicular ad hoc network
(VANET) can be used to collect and distribute traffic metrics among nearby
cars and RSUs and provide advanced navigation services. The aim of this
project is to study and understand vehicular flow characteristics and propose
new schemes using wireless communications technologies to reduce vehicu-
lar traffic congestion, enhance safety and at the same time reduce emissions.
In this relatively new research area, there are multiple challenges. As a
first step we will investigate how and where traffic information (e.g. speed,
destination and local traffic density) can efficiently be retrieved from vehi-
cles. Network planning and management need to be carefully studied in
order to provide the required quality of service. Adapted routing and dis-
semination protocols that are able to cope with the changing dynamics of
vehicular traffic need to be specified. Traffic Coordination Points (TCPs)
will be responsible for collecting and evaluating traffic metrics for a given
area. This information will help to predict how the traffic will evolve in the
near future. In this way, the TCPs can suggest, via the vehicular network,
individual routes avoiding traffic jams, and thus shorten the travel time. In
addition to advanced route planning services, this information can be used
to dynamically adapt the timings of local traffic lights to maximize vehicu-
lar throughput. A realistic simulation environment will be implemented in a
first phase to evaluate the performance of the proposed system under a va-
riety of traffic scenarios. A practical prototype will be validated under real
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traffic conditions in Luxembourg City using the existing ’Hot City’ mesh
as its infrastructure network. Additional tests are foreseen at the UCLA
campus, which provides a flexible testbed (up to 200 cars) to validate and
test new communication protocols.

Results:

• Development of an analysis tool to evalute communications routes in
VANET

• Implementation of a traffic sensing application for mobile devices

• Publication of new simulation and emulation tools for high fidelity
VANET evaluation

• Specification of a vehicle coordination scheme to increase vehicular
troughput on highways

• Lightweight methods for confidentiality in data communication

• Path selection metrics for performance improved onion routing

• Lightweight hidden services

• Traffic analysis in encrypted connections

• Countermeasures against traffic analysis in encrypted connections

We proposed and evaluated a novel approach how to provide network services
while protecting privacy and identity of the service provider [233]. The
technology can be directly applied in the scope of the MOVE project as
privacy protection is an important fact for the acceptance of the results of the
project by the public. We also studied the possibilities of traffic analysis in
encrypted network streams. It was shown that under certain circumstances
cryptography alone is not enough to hide the content of communication. We
also studied countermeasures how to mitigate this attack. Our findings are
of vital importance as communication in MOVE should protect the data in
transit and respect privacy of the involved individuals.

Practical usage of methods for confidential communication often leads to
delays that are not tolerated by the average end-user, which, in return, dis-
courages many of them from using the system. In [231, 232] we propose new
methods of path selection that allow performance-improved onion routing.
These are based on actively measured latencies and estimations of available
link-wise capacities using passive observations of throughput [209]. We eval-
uate the proposed methods in the public networks and present a practical
approach to empirically analyze the strength of anonymity certain methods
of path selection provide in comparison to each other.
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Regarding the distributed and large scale context of vehicular networks, the
investigation of huge volume of captured network traffic data has been pro-
posed by leveraging cloud computing and in particular in the context of
security monitoring [234]. As a node in a vehicular network may act as au-
tonomous entity and so be easily in contact with malicious ones, automatic
fingerprinting methods have been proposed in [235] to enhance authentica-
tion and to monitor bad behaviors.

Publications: Publications in 2011: 6 peer-reviewed conferences [33, 87,
81, 84, 86, 85].

Security Games
Acronym S–GAMES
Reference C08/IS/03
PI Prof. Dr. Leon van der Torre
Funding FNR-CORE
Budget 314000e
Duration 2009-04-01 – 2012-03-31

Members: Leon van der Torre, Sjouke Mauw, Wojciech Jamroga, Matthijs
Melissen

Domain(s): Game theory, Security protocols, Non-zero sum games, Imper-
fect information games, Attack–defense analysis

Partner(s):

• GAMES Network

Description: Information security is not a static black-and-white system
feature. Rather, it is a dynamic balance between a service provider trying
to keep his system secure and an adversary trying to penetrate or abuse
the service. Such interplay can be considered as a game between the adver-
sary and the service provider and the field of game theory provides methods
and tools to analyse such interactions. Games for verification and design
have been studied in computer science for the last ten years. This funda-
mental research into extending and complementing traditional verification
approaches from formal methods with game theoretic reasoning is paving
the way for more effective verification tools. These developments are of
particular interest to the field of security, in which formal verification has
always played an important role. The purpose of the project is to study how
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these new developments can be used to strengthen current analysis and ver-
ification techniques in information security. The project has two main lines
of research: 1) A study of the use of game-theoretic methods in the field of
security, resulting in requirements on game-theoretic methods for security.
2) The development of novel verification methods based on the combined
use of formal verification techniques and a game theoretic approach, and its
application to the field of security. For the first line, two areas in security
are selected for which the application of these techniques seems particularly
promising: fair exchange protocols and attack–defense analysis. The second
line focuses on the interplay of finite and infinite games, mathematical logic
and automata theory, in particular on analysis techniques for infinite-state
systems, linear-time model checking, and game models for protocols. The
S–GAMES project is a joint project of the SaToSS group and the ICR group
of Prof. Dr. Leon van der Torre.

Results:

• We found and analyzed an error in the well-known characterization
result for the correspondence between abstract models of cooperative
and non-cooperative game theory. We corrected the characterization
and showed its impact on logical formalisms that can be used to reason
about games [118].

• The game-theoretic focus was even prominent in [120], where we pro-
posed a weaker version of Nash equilibrium, called farsighted pre-
equilibrium. We argued that pre-equilibria are safer when used for
predicting behaviour of uncontrollable parties, and showed that they
correspond to subgame-perfect Nash equilibria of meta-level games,
that we called deviation games.

• In a more practical study, we addressed different notions of fairness
in non-repudiation protocols. We provided a taxonomy of the existing
definitions, showed their deficiencies, and proposed how they can be
meaningfully refined [210].

• Conceptual and computational properties of game logics were studied
in [117] and [122]. In the latter, we presented a variant of the logic
ATL that has polynomial verification complexity despite allowing to
reason about players with imperfect information. To our knowledge,
there had been no strategic logics enjoying tractable verification of
imperfect information games before.

• We studied the outcome of goal-driven strategies in dynamic environ-
ments, and provided a taxonomy of environments and goals depending
on the agent’s ability to achieve the goals [121].
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• We studied games where information exchange is crucial, and proposed
a preliminary conceptual structure to assess information security of the
communicating parties.

Publications: The project resulted in the following publications in 2011:
[118], [120], [117], [122] and [121].

EnerGy-efficient REsourcE AllocatioN in AutonomIc Cloud
CompuTing
Acronym GreenIT
Reference F1R-CSC-PFN-08IS21
PI Prof. Dr. Pascal Bouvry
Funding FNR-CORE
Budget 432000e
Duration 2010-01-01 – 2012-12-31

Members: Pascal Bouvry, Samee U. Khan, Thomas Engel, Zdislaw Zucha-
necki, Johnatan Pecero, Beranbe Dorronsoro, Marcin Seredynski, Grégoire
Danoy, Sébastien Varrette, Alexandru-Adrian Tantar, Dzmitry Kliazovich,
Radha Thanga Raj, Frédéric Pinel, Cesar Diaz.

Domain(s): Energy-efficiency, resource management, heterogeneous com-
puting multi-objective optimization, multi-agent systems, parallel and dis-
tributed computing, telecommunication networks, cloud computing

Partner(s):

• North Dakota University, USA

• LuxConnect

Description: The project GreenIT aims to provide a holistic autonomic
energy-efficient solution to manage, provision, and administer the various
resources of Cloud-Computing (CC) data/HPC centers.

The main research challenges that will be tackled to achieve the holistic
approach are:

• Development of a multi-objective mathematical meta-model: CC is a
complex system of numerous pervasive devices that request services
over heterogeneous network infrastructures from a data center that is
energy gobbler. Because each computing entity’s performance is de-
fined uniquely, we must develop a multi-objective meta-model that can
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adequately define a unified and performance metric of the whole sys-
tem. The multiple constraints and objectives dealing with the quality
of service (QoS), cost and environment impact must be formulated and
their relationship analyzed.

• Develop resource management and optimization methodologies: With
several possible objectives and constraints, the meta-models must re-
sult in multi-objective multi-constraint optimization problems (MOP).
Green-ICT will develop, refine, and evolve solutions for MOP that will
primarily be based on metaheuristics (e.g. multi-objective evolution-
ary algorithms, multi-objective local search, hybrid metaheuristics).

• Develop autonomic resource management: The anytime anywhere slo-
gan only will be effective when an autonomic management of resources
can be achieved. The resource allocation methodologies developed
must go further refinement such that the system at hand is self- heal-
ing, repairing, and optimizing. In particular, it is our intention to
utilize multi-agent systems (MAS) that can learn to adapt (machine
learning methodologies) and gracefully evolve to adapt (evolutionary
game theoretical methodologies).

Results: For the computational aspects (WP1), contributions in the fol-
lowing domains have been proposed in 2011:

• Energy-aware scheduling algorithms. Different problems related to the
schedule of tasks on Grids targeting energy efficient solutions in differ-
ent aspects are defined. In [100], we solve the problem of energy-aware
scheduling for dependent tasks on Grids. Then, we consider a similar
problem but minimizing the energy required for communications in [8]

• Robust-aware scheduling algorithms. The problem analyzed here is to
find highly efficient schedules for allocating tasks on Grids, but with
the additional characteristic that they are as robust as possible against
changes in the predicted time to accomplish the scheduled tasks. The
more robust the schedule is, the less important will be the influence
of these changes on the final makespan (i.e., time when the latest job
is finished). Different highly efficient and accurate parallel coevolu-
tionary multi-objective algorithms (with highly super-linear speed-up)
have been proposed for this project [108, 7]

• Development of new efficient general-purpose optimization algorithms.
In addition to the previously described problems, some work targeting
the design of new efficient algorithms was done. In particular, we are
interested on enhancing well-known algorithms and reducing their pa-
rameters. [98] proposes the use of new adaptive neighborhoods for cel-
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lular genetic algorithms (cGAs), improving their performance and re-
ducing the neighborhood to use, a very important parameter of cGAs.
In [107], the use of a new class of algorithms with small world topolo-
gies for the population is proposed, showing highly accurate results
and high efficiency compared to a canonical cGA with the same pa-
rameters. Later, we compare many different topologies for differential
evolution algorithms in [32], and we propose a new efficient operator
for this kind of algorithms too. In [44], we propose the use of cellu-
lar populations for differential evolution algorithms, showing that it
enhances the behavior of the several state of the art algorithms tested.

• Validation of the algorithms on other complex real-world problems, as
the optimization of energy-aware broadcasting algorithms for mobile
ad-hoc networks [39, 99] or the configuration of the Cassini spacecraft
trajectory [142], outperforming in this latter case the state of the art.

Volunteer-based systems have also been studied in the second semester of
2011. We have been developing an optimization tool based on such sys-
tems and evolutionary algorithms metaheuristics. The following enumera-
tion points out the main results obtained until now:

• Validation of a Peer-to-Peer Evolutionary Algorithm [223] Accepted
for publication in Evostar 2012.

• Characterizing Fault-tolerance in Evolutionary Algorithms [224] Ac-
cepted for publication during 2012.

For the communication aspects (WP3), the GreenCloud network simulator
development has been continued.

Several works of editorship and organization of new events have been also un-
dertaken that will ensure additional impact in the following years, including
editorship of the book entitled ”Intelligent Decision Systems in Large-Scale
Distributed Environments [1], published by Springer).

Two websites contain the project information:
http://greenit.gforge.uni.lu and https://gforge.uni.lu/projects/greencloud/
to provide access to the energy efficiency simulator for distributed data cen-
ters developed in the framework of the GreenIT project.

Publications: N/A

http://greenit.gforge.uni.lu
https://gforge.uni.lu/projects/greencloud/


60 Projects and Grants in 2011

Attack Trees
Acronym ATREES
Reference C08/IS/26
PI Prof. Dr. Sjouke Mauw
Funding FNR-CORE
Budget 299000e
Duration 2009-04-01 – 2012-03-31

Members: Sjouke Mauw, Barbara Kordy, Patrick Schweitzer, Saša Radomirović

Domain(s): security, attack–defense trees, security assessment, formal meth-
ods

Partner(s):

• Telindus, Luxembourg

• Sintef, Norway

• TXT e-solutions, Italy

• Cybernetica, Estonia

• EDF, France

Description: Security assessment of systems is a standard but subopti-
mal procedure due to its informal nature. While a formal approach would
be desirable, but out of reach, a systematic approach would be beneficial
and feasible. Attack trees are a well–known methodology to describe the
possible security weaknesses of a system. An attack tree basically consists
of a description of an attacker’s goals and their refinement into sub-goals.
We believe that attack trees provide an ideal systematic approach for se-
curity assessment. The objective of this project is to extend attack trees
with defensive measures. Consequently, the attack–defense tree method-
ology will be developed and formalized, in order to provide a systematic,
fully–fledged, and practical security assessment tool. The project benefits
from our contacts with several industrial and academic partners with whom
we conduct case studies. More information can be found on the project web
page: http://satoss.uni.lu/projects/atrees/

Results:

• The paper [80] introducing attack–defense trees, numerous useful se-
mantics as well as a general methodology for the use of attributes on
attack–defense trees, was published in an LNCS volume, in 2011.

http://satoss.uni.lu/projects/atrees/
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• Expressive power and computational complexity of attack trees and
attack–defense trees have been compared in [255]. This paper shows
that, attack–defense trees are more expressive than attack trees, as
they are able to model both an attacker and a defender point of view
as well as the interactions between them. However, the analysis of
attack-defense trees is not more expensive than the analysis of attack
trees. In particular, query evaluation on an attack–defense tree model
is not more expensive than the evaluation of a corresponding query on
a simple attack tree model. This research was performed jointly by
the members of the ATREES team and Marc Pouly from SnT. The
results were presented by Barbara Kordy at the S&IIS’11 symposium
in Poland.

• The members of the ATREES and SADT projects, together with their
partners from SINTEF Norway and TXT e-solutions Italy, performed
a case study on attribute evaluation on attack–defense trees. This work
will be published in 2012 in the Special Issue on Security Modeling of
IJSSE journal.

• The ATREES project accommodated one master student, in 2011.
Jean-Paul Weber was supervised jointly by Barbara Kordy, patrick
Schweitzer and Sjouke Mauw. He worked on attribute evaluation on
attack–defense trees.

• Finally, Barbara Kordy and Patrick Schweitzer gave three lectures on
the attack–defense tree methodology as a part of the Security Modeling
master course.

Publications: So far, the project resulted in following publications

• [80]

• [252]

• [255]

Cryptography and Information Security in the Real World
Acronym CRYPTOSEC
Reference F1R-CSC-PFN-09IS04
PI Dr. Jean-Sébastien Coron
Funding FNR-CORE
Budget 272000e
Duration 2010-10-01 – 2013-09-30
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Members: N/A

Domain(s): Cryptography, Information Security, Side-Channel Attacks

Partner(s): N/A

Description: Cryptography is only one component of information security,
but it is a crucial component. Without cryptography, it would be impossi-
ble to establish secure communications between users over insecure networks
like the internet. In particular, public-key cryptography (invented by Diffie
and Hellmann in 1974) enables to establish secure communications between
users who have never met physically before. One can argue that compa-
nies like E-Bay or Amazon could not exist without public-key cryptography.
Since 30 years the theory of cryptography has developed considerably. How-
ever, cryptography is not only a theoretical science; namely at some point
the cryptographic algorithms must be implemented on physical devices, like
PCs, smart-cards or RFIDs. Then problems arise: in general smart-cards
and RFIDs have limited computing power and leak information through
power consumption and electro-magnetic radiations. A cryptographic al-
gorithm which is perfectly secure in theory can be completely insecure in
practice if improperly implemented. Therefore, the aim of this proposal is
to take into account every aspect of the implementation of secure systems
in the real world, from the mathematical algorithms to the cryptographic
protocols, and from the cryptographic protocols to their implementation in
the real world. This allows creating a bridge between theoretical research in
cryptography on the one side and its applications and the end users of the
new technology on the other side. When dealing with cryptographic pro-
tocols, we will work in the framework of provable security: every security
goal will be clearly defined, and every new cryptographic scheme or protocol
should have a proof that the corresponding security goal is achieved, based
on some well defined computational hardness assumption. When dealing
with cryptographic implementations, we will try to cover all known side-
channel attacks: timing attacks, power attacks, cache attack, etc.

Results: Due to administrative reasons the actual start of the project is
postponed to the first half of 2011.

Publications: N/A
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Secure, Reliable and Trustworthy Voting Systems
Acronym SeRTVS
Reference I2R-DIR-PFN-09IS06
PI Prof. Dr. Peter Ryan
Funding FNR-Core, 333000e FNR-AFR, 216216e IMT

Luca, 130000e University of Melbourne, 60000e
UL, 268596e

Budget N/A
Duration 2010-02-01 – 2013-02-01

Members: N/A

Domain(s): Electronic voting

Partner(s): University of Surrey (U.K.), University of Birmingham (U.K.),
IMT - Institute for Advanced Studies Lucca (Italy), University of Melbourne
(Australia)

Description: Ensuring that the outcome of an election is demonstrably
correct while maintaining ballot privacy and minimising the dependence on
election officials has been a challenge since the dawn of democracy. For over
a century the US has experimented with various technologies to try to make
voting easier and more secure. All of these have proved problematic, most
notably the more recent use of touch screen machines. The danger here is
that the outcome is critically dependent on the correct execution of the code
running on the voting devices.

Recent research has explored the use of modern cryptography to address this
challenge. Significant advances have been made, in particular advancing the
notion of “voter-verifiability”: allowing voters to confirm that their vote
is accurately counted while avoiding threats of vote buying or coercion.
Notable amongst such schemes is the Prêt à Voter system, proposed by
the PI in 2004 and subsequently developed to make it more usable, secure
and flexible. The Prêt à Voter approach is widely regarded as one of the
most secure and useable of such schemes and is arguably the most promising
in terms of providing a practical scheme for real-world use.

Despite the successes achieved in this field, the issues of robustness and
trustworthiness remain open. Verification procedures are a part of most
proposed systems, intended to offer trust. However, systems universally
lack procedures in case the verification finds errors and the complexity of
the verification procedures often undermines trust instead of bolstering it.

The aim of the SeRTVS project is to develop and evaluate designs for prac-
tical, secure and trustworthy voting systems. Such schemes should yield
a demonstrably correct outcome of the election while guaranteeing ballot
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privacy. Furthermore, such systems must be sufficiently simple to use and
understandable as to gain widespread acceptance by voters and other stake-
holders. The starting point will be the existing Prêt à Voter and Pretty
Good Democracy schemes. Vulnerability or deficiencies identified during
the evaluation will be addressed by enhancements to the scheme.

To date, very little has been done to investigate robust recovery mechanisms
for voting systems. The project will develop effective recovery mechanisms
and strategies. The project will also investigate the issues of public percep-
tion and trust of verifiable systems. It is not enough for the system to be
trustworthy; it must also be universally perceived as trustworthy. A goal
therefore is to measure and advance public understanding and trust in such
schemes.

Results: In the course of the project, Dr. Gabriele Lenzini was recruited as
a post-doctoral researcher to start in February 2011. The project staged the
International Summer School on Secure Voting (SECVOTE 2010) in Berti-
noro (Italy) jointly with the TVS project. Research results were published
in the proceedings of ESORICS 2010 [253] and INDOCRYPT 2010 [254].

Publications: N/A

e-Training, Education, Assessment and Communication Center
for Headache Disorders
Acronym E-TEACCH
Reference F1R-CSC-PFN-10ETEA
PI Prof. Dr. Denis Zampuniéris
Funding FNR-CORE
Budget N/A
Duration 2011-05-01 – 2014-04-30

Members: Sergio Dias, Andrea Teuchert, Denis Zampuniéris

Domain(s): public health, disease-management, headache, e-learning, mu-
timedia

Partner(s): CRP Santé

Description: Headache, including migraine, is a common and disabling
neurobiological disorder which is under-recognized, under-treated, commonly
mismanaged and it imposes a substantial health burden with a major im-
pact on both quality of life and the economy. Migraine alone, the most
prevalent neurological brain disorder, is more prevalent than asthma, di-

http://secvote2010.uni.lu
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abetes and epilepsy combined. According to WHO, the burden weight of
migraine is higher than that of epilepsy, multiple sclerosis and Parkinsonâs
disease.Effective treatments exist, but general practitioners’ misdiagnosis
and mismanagement of headache disorders, easy access to various over the
counter drugs have led to a high rate of self-medication. Long-term side
effects, increase of secondary headaches and dependency are the major prob-
lems. Health care failure has its roots in education failure at every level in
Europe and in the resulting and widespread lack of understanding. With E-
TEACCH, the CRP-SantÃ c© and the University of Luxembourg will build
an innovative demonstrational electronic multilingual Training, Education,
Assessment and Communication Center on Headache with easy-to-use in-
teractive modular and extensible content for different target groups (pa-
tients, doctors, pharmacists). The two Luxembourg centers represent an
ideal combination: technical professionals, experienced pedagogic e-learning
and Headache teams with established support of international and Euro-
pean scientific and lay organizations, international interdisciplinary experts
as well as the WHO campaign âLifting the burdenâ. E-TEACCH will im-
prove headache disorder screening, diagnosis, disease-management, preven-
tion, treatment adherence and in doing so, allow headache sufferers a better
quality of life, reduce socio-economic costs, chronification and comorbidity.
E-TEACCH will offer latest headache disorder scientific news, webinars,
screening tools, diagnostic aids, treatment control and communication sup-
port, disability measurements, disease-management guidelines, video based
case studies and accredited knowledge assessment tests.

Results: N/A

Publications: N/A

Managing Regulatory Compliance: a Business-Centred Ap-
proach
Acronym MaRCo
Reference I2R-DIR-PFN-09IS01
PI Prof. Dr. Pierre Kelsen
Funding FNR-CORE
Budget 749K e
Duration 2010-05-01 – 2013-04-30

Members: Pierre Kelsen, Qin Ma, Marwane El Kharbili, Christian Glodt,
Leon van der Torre, Silvano Colombo Tosatto

Domain(s): Compliance Management, Business Process Management, Pol-
icy Management, Normative Systems, Enterprise Models, Model-Driven En-
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gineering (MDE), Visual Languages, Formal Methods

Partner(s):

• NICTA Queensland Research Laboratory, Australia

• University of Osnabrueck, Germany

Description: The processes that underpin the businesses of our everyday
lives are governed by regulations of ever growing complexity. In this con-
text, it is important (a) to be able to describe these complex regulations
rigorously, precisely and unambiguously, (b) that business practitioners are
actually able to specify both regulations and business processes, and (c) to
be able to check in an automated way that business processes comply with
their underlying regulations. This project proposes to tackle these three
issues. On one hand we want to improve existing approaches to formally
describe (or model) norms. On the other hand we would like to make this
practical and usable by practitioners in such a way that the mathematical
based formalisms involved in norm specification do not constitute a bar-
rier to practitioners that know the business domain, but not the underlying
mathematical formalism being used and so we propose a visual-based ap-
proach to norm specification. Finally, we intend to check the compliance of
business processes against the norms that govern them in order to be able to
detect in an automated way business processes that violate their underlying
regulations. The proposed research project aims at creating added value for
service-related industries (e.g. in the banking sector) by making the specifi-
cation of business processes and norms rigorous and precise yet accessible to
domain experts, and enabling an automated approach to compliance check-
ing. This should provide means to ensure that services are aligned with their
underlying local and international regulations. With the growing need for
regulatory compliance this will strengthen the expertise in service science in
Luxembourg.

Results: - We have carried out a systematic literature survey of regula-
tory compliance management in business process management, elicited a
set of success requirements, and performed a comparative analysis of lit-
erature solutions against the requirements. The result has been reported
in a LASSY technical report (TR-LASSY-11-07), and an excerpt of the
technical report is accepted by the 8th Asia-Pacific Conferences on Con-
ceptual Modelling (APCCM) for publication in 2012. - We have designed
E3PC (Enterprise Extended Event-driven Process Chains). E3PC is a for-
mal model-driven enterprise modeling language that extend EPC (Event-
driven Process Chains). The formal semantics of E3PC is defined in terms
of a translation from E3PC models to Algebraic Petri-Nets (APN). We have
reported the result in a LASSY technical report (TR-LASSY-11-12). - WP2
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(Normative Systems): input from Silvano needed - We have designed CoReL
(Compliance Requirement Language). CoReL is domain-specific modeling
language for representing compliance requirements that has a user-friendly
graphical concrete syntax. Two papers have been published reporting re-
sults on CoReL: one[182]describes the language itself, and the other[181]
reports an illustrative example of using this language. - We have developed
an editor for E3PC, and an editor for CoReL, both implemented as Eclipse
plug-ins. We have also implemented the formal semantics of E3PC by de-
veloping model transformations from E3PC to APN in both DSLTrans and
ATL. - We have started the work on norm dynamics by investigating the
use of an argumentation framework to determine the priorities between the
norms. This approach can also be used within business processes to dy-
namically determine to which policies the business process should comply
depending from the context of the execution. -We have started to work on
an abstract framework to define compliance. We propose an abstract frame-
work to define business process compliance and its elements. First we define
the elements that constitute a business process and its functioning. Second
we define the policies governing the processes and their obligations, taking
also into account the temporal constraints that can exist between different
obligations.

Publications: 2 conference publications: [182, 181]

Model-Driven Validation and Verification of Resilient Software
Systems
Acronym MOVERE
Reference F1R-CSC-PFN-09IS02
PI Prof. Dr. Nicolas Guelfi
Funding FNR-CORE
Budget 265 000e
Duration 2010-05-01 – 2013-04-30

Members: Levi Lucio, Yasir Khan, Qin Zhang

Domain(s): Software Engineering, Security, Dependability, Resilience, Model
Checking, Model Driven Engineering

Partner(s): University of Geneva, Switzerland

Description: Verification and Validation of software have nowadays clear
meanings in the context of Model- Driven Development. With test based
verification we worry about producing a set of test cases that will, on the
one hand find faults in an implementation - also called in the test literature
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System Under Test (SUT) - and on the other hand increase trust in the
final product. With validation we worry about understanding if the model
we are using as reference for implementation and for extracting test cases
from is sound. Formal validation is often achieved by mechanically proving
properties the model should satisfy. For example, dynamic properties could
be expressed in a temporal logic and static properties on the system state
could be expressed using logical invariants and then verified on the system’s
model. In this project we will focus our attention on the application of val-
idation and verification techniques to the Model Driven Engineering of sys-
tems where resilience mechanisms are explicitly modelled and implemented
according to that model. Resilience corresponds to the fact that a system
has the capability to adapt to harmful events and recover to a stable state or
at least continue operation in a degraded mode without failing completely.
These harmful events might cause the fundamental security properties (con-
fidentiality, integrity and availability) to be violated. With this project we
aim at improving the state of the art of the construction of reliable resilient
systems by using verification and validation techniques within the context of
Model Driven Development (MDD). The current trend of Software Engineer-
ing is to increasingly reason about the system being built at the model level
by using appropriate Domain Specific Languages (DSL) for each conceptual
domain. In this project we will concentrate on resilience and materialize
it as a DSL. Model composition techniques can then be used in order to
compose resilience features expressed in the resilience DSL with other do-
mains equally defined as DSLs. When the composed model is validated,
verification techniques can then be used to insure the resilience properties
are well implemented. We will tackle this problem both at a theoretical and
a practical level.

Results: Since the beginning of the project in May 2010 we have had
two main results. The first one is an abstract definition of resilience from
a software engineering perspective. This work is accessible as a technical
report in [192]. It has also been submitted to the journal ”Transactions on
Software Engineering and Methodology” and for which approval is pending.
The second result is an operational definition of resilience using a model
driven approach and model checking tools. The work is based on [192]
and is accessible also as a technical report in [191]. A paper based on this
technical report has been submitted to TOOLS 2011. Both these papers
concern work packages 1 and 2 of project MOVERE.

Two PhD. students, Yasir Khan and Qin Zhang have been hired for working
for MOVERE funded by the FNR AFR program. Qin Zhang has started
at the University of Geneva in November 2010 and is currently familiarizing
himself with the project and the tools he will be using. Yasir Khan has filed
a visa demand at the Belgium embassy in his home country and is expected
at the Luxembourg in a few months.
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Publications: N/A

Security TEsting for Resilient systems
Acronym SETER
Reference F1R-CSC-PFN-08IS01
PI Prof. Dr. Nicolas Guelfi
Funding FNR-CORE
Budget 438,300.00 e
Duration 2009-05-01 – 2012-04-30

Members: Nicolas Guelfi, Yves Le Traon, Ayda Saidane, Iram Rubab

Domain(s): Security, Resilience, Model based Testing, Requirement engi-
neering, Software architecture, AADL

Partner(s): Telecom Bretagne, France

Description: Resilient systems can be viewed as open distributed systems
that have capabilities to dynamically adapt, in a predictable way, to unex-
pected and harmful events, including faults and errors. Engineering such
systems is a challenging issue which implies reasoning explicitly and in a
consistent way about functional and non-functional characteristics of sys-
tems. The difficulty to build resilient systems and the economic pressure
to produce high quality software with constraints on costs, quality, security,
reliability, etc. enforce the use of practical solutions founded on scientific
knowledge. One of these solutions is to propose an innovative testing pro-
cess. Testing is an activity that aims at both demonstrating discrepancies
between a systems actual and intended behaviours and increasing the con-
fidence that there is no such discrepancy. One of the main features of a
system to test is the security of the system, especially for those which are
safety or business critical. The security of a system classically relates to
the confidentiality and integrity of data as well as the availability of sys-
tems and the non-repudiation of transactions. Testing security properties
is a real challenge, especially for resilient systems which have the capability
to dynamically evolve to improve the security attributes. The aim of the
SETER project is to define a new testing approach that will ease the ver-
ification of resilient programs that implement this security property. This
approach must be aware that confidentiality and integrity can be compro-
mised in many different ways (and consequently the resilient system can
evolve in many different ways too), that availability and non-repudiation
guarantees are difficult to ensure, and that it must be compliant with the
other tests addressing the core functionalities of the system. Current trends
advocate the idea that resilience should become an integral part of all steps
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of software development. Moreover, testing is important for detecting errors
early in the development life cycle. The earlier an error is detected, the
easier and cheaper it is to resolve. Therefore, the objective of the SETER
project fits with these ideas by proposing new security testing approaches
for resilient systems the earlier possible during the software development
lifecycle to propose more secure and more reliable system.

Results:

• result 1 A Formal Framework for Dependability and Resilience (WP
3 - Resilient System Specification and Security Requirements)

• result 2 model based security testing approach (WP 4 - Test Case
Specification and Selection)

• result 3 AADL adaptation for expressing resilience requirements (WP
3 - Resilient System Specification and Security Requirements)

Publications: N/A

Modeling, Composing and Testing of Security Concerns
Acronym MITER
Reference N/A
PI N/A
Funding FNR
Budget N/A
Duration N/A

Members: Jacques Klein, Yves Le Traon, Phu Nguyen, Max Kramer

Domain(s): software engineering, Model Composition, Model-Driven Se-
curity, Model-Based Testing

Partner(s): KIT, Karlruhe, Germany

Description: Security is not only a keyword, it is currently a critical issue
that has to be embraced by modern software engineering (SE) techniques.
From this SE point of view, ensuring confidence in the implemented security
mechanisms is the key objective when deploying a security concern. This
objective can be reached by improving the design and implementation pro-
cess via modeling and automation, such as security code generation from
models, and by systematic testing and verification.

As stated in the FNR programme description, “Information Security and
Trust Management” is one of the cornerstones of the Information Society,
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a “transversal” research domain of central and ever-growing importance not
only for the banking industry, but for nearly all other ICT applications
and e-services. Thus, security concerns impact many ICT domains in many
different ways.

Secure programming techniques are now better understood and guidelines
teach programmers how to avoid buffer overflows, when to validate inputs
and how to apply cryptography. The key problem is that security should not
be under the sole responsibility of the programmer (hopefully competent).
Dealing with security at a programming level is risky, often not sufficient and
is not the most productive. Indeed, to face large classes of attacks, security
experts must express the security policy, which is the result of a risks and
threats analysis. This security policy cannot be deployed without taking into
account the software development lifecycle in a whole. In other words, it
is necessary to consider the requirements, analysis and design developments
phases and the links between these phases to be able to represent (with mod-
els) and analyze (with model analysis security methods) security concerns
in order to detect or prevent from attacks. Second, the fact that security
concerns impact ma ny ICT domains in many different ways, amplified by
the fact that economic pressure reduces development time and increases the
frequency modifications are made, constantly imposes more productive and
flexible development methods. To sum up, for agile modeling, there is an
urgent need for modeling tools which allows composing functional, architec-
tural and - in MITER project - security expert viewpoints into an integrated
productive model.

In this context, the MITER project aims at developing new modeling tech-
niques to 1) represent security concerns (e.g. access control and usage con-
trol policies), 2) compose them with the business logic model (called tar-
get model), and 3) test the security model composition against security re-
quirements. These three objectives converge to an integrated model-driven
security process which allows a business model to embed various security
concerns, and makes these security properties testable by construction.

Results: We have worked on an extension of one of our papers on dynamic
access control. Our goal being to perform performance analysis on the meth-
ods that we propose. We have also worked on Delegation management. More
specifically, among the variety of models that have been studied in a MDE
perspective, one can mention Access Control policy, that specifies the access
rights. These work mainly focus on a static definition of a policy, without
taking into account the more complex, but essential, delegation of rights
mechanism. User delegation is a meta-level mechanism for administrating
access rights, by specifying who can delegate access rights from one user to
another, including his own rights. We analyse the main hardpoints for intro-
ducing various delegation semantics in model-driven security and proposes
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a model-driven framework for enforcing access control policies, taking into
account all delegation requirements.

We worked on the second main goal of the MITER project: the composition
of security concerns. As a result, first we have proposed a new version of the
GeKo weaver (available at: http://code.google.com/a/eclipselabs.org/p/geko-
model-weaver/), a generic and practical aspect-oriented modelling weaver.
A paper describing GeKo is currently under submission at the Model con-
ference. Second, we applied GeKo to weave building specifications in the
context of construction industry. A workshop paper has been accepted in
2012. This paper and this work have been done in collaboration with the
University of Queensland.

Publications: none in 2011

The Dynamics of Argumentation
Acronym DYNARG
Reference F1R-CSC-PFN-09DYNAR
PI Prof. Dr. Leon van der Torre
Funding FNR-INTER/CNRS
Budget N/A
Duration 2009-10-01 – 2012-09-31

Members: Richard Booth, Tjitze Rienstra, Martin Caminada, Emil Wey-
dert

Domain(s): Argumentation theory, Belief dynamics, Multi-agent systems

Partner(s): Université d’Artois, Lens, France (Dr Souhila Kaci)

Description: Artificial Intelligence is a science that aims to implement
human intelligence. For this purpose it studies the behaviour of rational
agents. Pertinent information may however be insufficient, or there may be
too much relevant but partially incoherent information. Different theories
have been proposed for decision-making in these contexts. In particular, the
growing development of multi-agent systems requires the handling of collec-
tive decisions and of information coming from different sources. Moreover,
in multi-agent systems agents need to interact in order to inform, convince,
and negotiate with other agents. Argumentation theory is a suitable theory
to support such interactions. In this project we will create an abstract the-
ory of dynamic argumentation in which arguments/conflict relations can be
added/removed. We will also investigate the aggregation of argumentation
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frameworks to model the interaction among arguing agents. To this end we
will, e.g., develop new notions of distance between argument graph labelings
in order to define when an agent’s position can be said to be “close to” or
“far” from that of another. Finally we plan to apply the dynamic argumen-
tation theory to dialogue between agents. We want to study these problems
both from within abstract argumentation frameworks, in which the focus is
on how arguments interact with each other without specifying the actual
form of the arguments, as well as using more concrete representations of
what an argument consists of (e.g., a number of explicit, possibly defeasible
“rules” supporting a “conclusion”).

Results:

• Literature survey completed.

• Preliminary investigations carried out into the notion of distance be-
tween different possible labelings of an argumentation graph.

• Development of a procedure for iterated revision with collections of in-
stantiated arguments in the form of defeasible conditional evidence [208].

• The study of operations of contraction (i.e., operations in which a rule-
base is modified in order to avoid supporting unwanted conclusions)
in Horn Logic, a simple rule-based formalism which can be used to
construct arguments [206, 207].

• Since 1/11/2010, Tjitze Rienstra is working as a PhD student within
the topic of DYNARG.

Publications: N/A

INTER/CNRS/GDRI/11/02 Algorithmic Decision Theory
Acronym AlgoDec
Reference F1R-CSC-PFN-11ADEC
PI Prof. Dr. Raymond Bisdorff
Funding FNR; UL
Budget 11 000 e
Duration 2011-01-01 – 2014-12-31

Members: P. Bouvry, Ch. Schommer, U. Sorger, L. van der Torre
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Domain(s): Algorithmic Decision Theory is a research area developed at
the edge of several disciplines including Operational Research, Decision the-
ory, Computer Science, Mathematics, Cognitive and the Social Sciences.

Partner(s):

• CNRS, France

• Université Paris-Dauphine, France

• Université Pierre Marie-Curie, France

• Université d’Artois, France

• Université de Mons, Belgique

• FNRS, Belgique

• ULB, Belgique

• FNR, Luxembourg

• Uniersidad Rey Juan Carlos, Spain

• DIMACS, USA

Description: Its aim is at developing formal and analytical methods and
tools in order to improve decision making in and for complex organiza-
tions in presence of hard algorithmic challenges. It also aims at establishing
a comprehensive methodology aiding real decision makers within the real
world to better understand the problem situations where they are involved,
shape, analyze an explore the possible actions that can be undertaken and
ultimately help to make better decisions. The founding partners of the AL-
GODEC Network established by the present Agreement have more than 20
years of joint research activities resulting in joint PhDs, papers, books and
research projects (both client and knowledge driven). Today they represent
a leading force worldwide in the area of Decision Sciences and Technologies.
The ALGODEC Network is expected to create synergy in order to: organize
joint doctoral courses, promote the co-tutoring of PhD students, promote
mobility of early stage and experienced researchers, promote the joint impli-
cation of cross-members teams to client-driven research contracts, organize
joint seminars, act as a unique reference in fund raising.

Results: N/A

Publications: N/A
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4.1.3 UL Projects

Advanced Argumentation Techniques for Trust Management
Acronym AASTM
Reference F1R-CSC-PUL-08AASTM
PI Prof. Dr. Leon van der Torre
Funding UL
Budget N/A
Duration 2008-05-01 – 2012-04-30

Members: Leon van der Torre, Martin Caminada, Yining Wu

Domain(s): Computational argumentation, Trust

Partner(s): N/A

Description: The overall aim of AASTM is to enhance today’s genera-
tion of argumentation formalisms and implementations in order to become
suitable for a wider variety of real-life applications, such as reasoning about
trust. This requires a unified theory that integrates the various forms of ar-
gumentation related functionality, as well as efficient proof procedures and
sound and scalable software components.

Results:

• A Labelling-Based Justification Status of Arguments / Wu, Yining;
Caminada, Martin [265]

• Transforming Fuzzy Description Logic ALC FL into Classical Descrip-
tion Logic ALCH / Wu,Yining [266]

• An Implementation of Basic Argumentation Components / Podlaszewski,
Mikolaj, Wu, Yining, Caminada, Martin [267]

• On the Profitability of Incompetence / E. Staab; M.W.A. Caminada
[268]

• A Logical Account of Lying / Ch. Sakama; M.W.A. Caminada; A.
Herzig [269]

• On the Existence of Semi-Stable Extensions / Caminada, Martin; B.
Verheij [270]

• On the Jusification Status of Arguments / Caminada, Martin; Yining,
Wu [273]

• An Algorithm for Stage Semantics / Caminada, Martin [272]
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• The Many Faces of Deception / Ch. Sakama; Caminada, Martin [271]

• Preferred Semantics as Socratic Discussion / Caminada, Martin [274]

• Manipulation in group argument evaluation / Caminada, Martin; G.
Pigozzi; M. Podlaszewski [275]

In 2010, most progress on the AASTM project was related to the fundamen-
tals of argumentation theory. As for the topic of argumentation and trust,
some research that was done in 2010 has recently been accepted for the first
publication in 2011.

Publications: N/A

Evolutionary Computing and Performance Guarantees
Acronym EvoPerf
Reference F1R-CSC-PUL-11EVOP
PI Prof. Dr. Pascal Bouvry
Funding UL
Budget 370ke
Duration 2011-09-01 – 2013-12-31

Members: Xavier Besseron, Sebastien Varrette, Gregoire Danoy, Sune S.
Nielsen, Emilia Tantar, Yves Le Traon, Antonio del Sol, Nikos Vlassis

Domain(s): Meta Heuristics, Evolutionary Computation, Optimisation,
Performance evaluation, Bioinformatics.

Partner(s): N/A

Description: Evoperf aims at providing the bases for robust and perfor-
mance guaranteed evolutionary computations. Such methods have a large
spectrum of applications. By choosing a system biomedicine application,
Evoperf aims at performing interdisciplinary research. Many of the real
world problems are intractable (NP-Hard), whereas different approaches ex-
ist, including problem relaxation or local approaches. However most tech-
niques rely on stochastics to explore different starting points (iterated gradi-
ent) or diversify the search (meta-heuristics). More than 15 years ago proof
of convergences of stochastic based approaches were provided, e.g. in [219]
for simulated annealing and [220] for genetic algorithms. But, most of the re-
search on genetic type particle algorithms, evolutionary computation and/or
Monte Carlo literature seems to be developed with no visible connections
to the physical or the mathematical sides of this field. We mention that
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the design and the mathematical analysis of genetic type and branching
particle interpretations of Feynman-Kac semigroups, and vice versa (cf. for
instance [236]) has been started by Prof. Del Moral and his collaborators
and acknowledged important advances [221, 222]. These nice theoretical
results are however under-exploited. In the current project we intend to ex-
tend the approach to cutting edge parallel and robust multi-objective parti-
cle algorithms (differential evolution, cellular genetic algorithms), both at a
theoretical and implementation level. Validation will be carried on cutting
edge system biomedicine issues, providing new models/tools for gene/pro-
tein interaction networks. Where appropriate a set of solvers will be used
as part of a multi player game. Based on non-cooperative game theory, it
was proved that these games converge to Nash equilibrium. We will also
include a decision-theory based approach that will regulate when and how
the different players exchange information and share the global cost function
by decomposition as to make Nash equilibrium correspond to global optima.

Results: The EvoPerf Project kickoff has taken place in 2011.

The following human resources have been hired in 2011: Dr Xavier Besseron
as Postdoc and Sune S. Nielsen as PhD student.

Publications: N/A

A Formal Approach to Enforced Privacy in e-Services
Acronym EPRIV
Reference PUL-09EPRI
PI Prof. Dr. Sjouke Mauw
Funding UL
Budget 254955e
Duration 2009-05-01 – 2012-04-30

Members: Sjouke Mauw, Jun Pang, Hugo Jonker, Naipeng Dong

Domain(s): enforced privacy, verification, formal modelling, e-services

Partner(s): ENS Cachan, Paris, France

Description: Privacy has been a fundamental property for distributed sys-
tems which provide e-services to users. In these systems, users become more
and more concerned about their anonymity and how their personal infor-
mation has been used. For example, in voting systems a voter wants to
keep her vote secret. Recently, strong privacy properties in voting such
as receipt-freeness and coercion-resistance were proposed and have received
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considerable attention. These notions seek to prevent vote buying (where a
voter chooses to renounce her vote). These strong notions of privacy, which
we will call enforced privacy, actually capture the essential idea that pri-
vacy must be enforced by a system upon its users, instead of users desiring
privacy. The first aim of this project is to extend enforced privacy from
voting to other domains, such as online auctions, anonymous communica-
tions, healthcare, and digital rights management, where enforced privacy is
a paramount requirement. For example, in healthcare, a patient’s health
record is private information. However, a patient contracting a serious dis-
ease is at risk of discrimination by parties aware of her illness. The inability
to unveil (specific parts of) the health record of a patient is a minimal re-
quirement for her privacy. The second aim of the project is to develop a
domain-independent formal framework in which enforced privacy proper-
ties in different domains can be captured in a natural, uniform and precise
way. Typically, enforced privacy properties will be formalized as equivalence
relations on traces, which take into account both the knowledge of the in-
truder and the users. Within the framework, algorithms can be designed to
support analysis of e-service systems which claim to have enforced privacy
properties. In the end, the formalization and techniques will be applied to
verify existing real-life systems and to help the design of new systems with
enforced privacy properties.

Results:

• A paper defining and analyzing receipt-freeness in online auctions [162].
The paper was presented at the FAST 2010 workshop and appeared
in the Springer proceedings LNCS 6561.

• A paper on modelling and measuring privacy in evoting systems in the
context of bulletin boards [170]. The paper was presented at the ARES
2011 conference and appeared in the IEEE conference proceedings.

• A position paper describing research goals for privacy in health care [211].
The paper was presented at the FHIES 2011 workshop, and is due for
publication in a Springer LNCS volume.

• A research visit of Hugo Jonker to the CASED institute in Darmstadt,
Germany. This visit initiated two lines of research: one on a new
paradigm for verifying mixnets, and the other on extending the notion
of verifiability. Work in both these directions is ongoing.

Publications: The following publications resulted from the project in 2011:
[162] and [170].
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Embedded Systems Security
Acronym ESS
Reference F1R-CSC-PUL-08ESSE
PI Prof. Dr. Alex Biryukov, Prof. Dr. Jean-Sebastien

Coron, Prof. Dr. Sjouke Mauw
Funding UL
Budget 499514e
Duration 2008-10-01 – 2012-01-31

Members: Alex Biryukov, Jean-Sebastien Coron, Sjouke Mauw, Ralf-Philipp
Weinmann, Chenyi Zhang

Domain(s): Verification, Security Protocol, Model Checking

Partner(s): N/A

Description: The goal of this project is to study cryptosystems and se-
cure protocols for embedded systems (mobile phones, PDAs, smartcards,
RFID tags). This is currently an important area of research due to pro-
liferation of portable information processing devices and their penetration
in our everyday life. This process is driven by public demand and by the
industry. By working together with the industry, the academic research can
provide necessary tools in order to procure information security and privacy
which becomes more and more important (and often is lacking) in the dig-
ital world. The project currently is structured as follows: cryptography for
embedded systems (secret key and public key), secure protocols for embed-
ded systems, implementation aspects, biometrics and privacy issues, wireless
security. This is a joint project of the SaToSS group with LACS professors
Alex Biryukov and Jean-Sebastien Coron.

Results: Achievements of the SaToSS group:

• Design and analysis of security protocol by model checking (2 coau-
thored paper produced)

• Verification of secrecy and confidentiality properties (1 coauthored pa-
per produced)

• Study of game semantics for verification (work in progress)

Achievements in the LACS group:

• Analysis and Improvement of the Random Delay Countermeasure of
CHES 2009.

• Fault Attacks Against EMV Signatures (CT-RSA 2010).
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• Fault Attacks and Countermeasures on Vigilant’s RSA-CRT Algo-
rithm (FDTC 2010).

• SPAKE: A Single-Party Public-Key Authenticated Key Exchange Pro-
tocol for Contact-Less Applications (FC 2010).

• Reverse-engineering of the DECT standard cipher from hardware (FSE
2010).

Furthermore, we worked together (in the context of the deDECTed.org
project) with the DECT Forum and the ETSI SAGE group to remedy the
security problems we found in future versions of the DECT standard.

Publications: N/A

Better e-Learning Assignments System Technology
Acronym BLAST
Reference F1R-CSC-PUL-10BLAS
PI Prof. Dr. Denis Zampuniéris
Funding UL
Budget 165000e
Duration 2010-09-01 – 2012-08-31

Members: Sandro Reis, Denis Shirnin, Denis Zampuniéris

Domain(s): Proactive computing, E-learning, Online assignments manage-
ment system

Partner(s): N/A

Description: The project aims at the design and implementation of a
proactive online assignments system for blended teachings at the Univer-
sity of Luxembourg, which will actively support students as well as teachers
in a collaborative way. The main output product of this research and devel-
opment project will be an online assignments system with advanced features
while remaining easily usable by every user beginner or expert, that is useful
for our teachings and which will be based on software currently in use at the
UL. The design will rely on the innovative concept of proactive computing
applied to the e-learning technologies field. Indeed, instead of waiting for
user interaction like in existing reactive learning management systems, our
proactive assignments system (embedded into a standard e-learning plat-
form) will allow us to define analysis and management rules that will be
applied autonomously by the system to support and drive the workflow,
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when a teacher online assigned tasks to students. The possible rules will
range from simple reminders and notifications to both parties, to the most
elaborated automatic detection of potential problems based on successive
detection of (non-) events over a period of time.

Results: N/A

Publications: N/A

Model-Driven Engineering using a Declarative Behavioural De-
scription Language
Acronym MEDAL
Reference F1R-CSC-PUL-08MEDA
PI Prof. Dr. Pierre Kelsen
Funding UL
Budget 171Ke
Duration 2008-10-01 – 2011-09-30

Members: Pierre Kelsen, Nuno Amalio, Christian Glodt

Domain(s): model-driven software development, executable modeling, com-
plexity

Partner(s): N/A

Description: In model-driven software development models are the pri-
mary artifacts for constructing software. Model composition or the process
of composing simpler models into more complex models helps in mastering
the complexity of model-driven development. Most of the current model
composition techniques can be viewed naturally as model transformations
taking two input models and producing one output model. In our work we
have introduced a new composition technique for building executable mod-
els. It has several properties that traditional composition techniques do not
have: it is additive rather than transformational; it can be applied to any
meta-model; and it has a formal semantics.

The present project will investigate the power of our composition technique
with respect to existing composition techniques. In particular we will com-
pare our technique with approaches from aspect-oriented modeling that are
typically used to express crosscutting concerns. The project will investi-
gate whether our approach can be extended to match the power of these
techniques; and/or how it can complement the existing approaches in mod-
eling systems in a more straightforward, elegant, and light-weight manner.
The main goal is to enhance our current modeling framework and tool for
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executable modeling with new model composition techniques so that they
can handle not only the academic examples studied so far but can be used
effectively on larger systems.

Results: During the last year, most effort has been devoted to the develop-
ment of the Visual Contract Language (VCL) [242, 243], a visual language
for MDE (Model Driven Engineering) that expresses abstract models of soft-
ware systems. We have also realised some work concerning the executable
modelling language EP: we developed and implemented an approach to code
generation from EP-based models based on templates.

The following research results were achieved:

• The publication of a previous result comparing VCL to other aspect-
oriented modelling approaches.

• The development the VCL’s type system [249], which is still work in
progress. This type system has been implemented as part of VCL’s
tool. The feedback that we got so far regarding this work is posi-
tive: not only it helps achieving meaningful models, but also enhances
learning the language.

• The development of a beta-release of the Visual Contract Builder
(VCB) tool, which supports VCL. In [250], we describe an earlier ver-
sion of the tool supporting structural and assertion diagrams, which
was presented at the conference FM 2011 (Limerick, Ireland). VCB
generates Z specifications from the VCL diagrams. It was used in a
master thesis project, and in a project of a masters course.

• The supervision of the master thesis of Jérôme Leemans [248], which
models a public domain case study using VCL. This was done using a
previous version of VCB.

• The development of an approach to generate code from EP models
that is based on templates [251]. The striking feature of this approach
is that it provides platform independence; we have illustrated it by de-
veloping a model that generated code for both the iPhone and Android
mobile platforms.

Publications: N/A
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Resource Allocation in Delay and Disruption Tolerant Networks
Acronym RAID
Reference N/A
PI Prof. Dr. Simin Najdm-Tehrani
Funding UL
Budget N/A
Duration 2007-09-01 – 2011-09-01

Members: Simin Najdm-Tehrani Gabriel Sandulescu

Domain(s): Opportunistic networks, Delay and Disruption Tolerant Net-
works, Quality of service, Mobile Communications

Partner(s): Linköping University, Sweden

Description: This PhD research project aims to propose new architectures,
algorithms and communication protocols in intermittently-connected ad hoc
networks, also referred to as delay-tolerant networks (DTNs). One potential
interest is to minimize the impact of connectivity interruption when com-
muting or traveling while controlling the usage of the network resources.
Proposed solutions must be founded on sound theoretical background and
must be usable by network engineers. When pure analytical framework is not
sufficient, a simulation environment or a practical implementation should be
used in order to validate research results.

Results: The results for 2010 have materialised in publications on three
related research topics. The first is a collaboration scheme using recent
node encounters to estimate resources in the vicinity: energy, buffer space,
and bandwidth. Nodes can then autonomously exploit this information in
a holistic way, by implementing effective routing strategies, based on the
availability of these three resources in node proximity. The results were
published in [258] and presented at the Wireless Days 2010 conference. The
second is an optimisation framework for store-carry-forward protocols using
message replication and message fragmentation with erasure coding. The
paper on this topic was published in [257] and was presented at the CTRQ
conference. The third is a follow-up to an earlier research topic, which in-
volves adding fragmentation to our routing protocol (ORWAR). The results
were published in a Special Issue on Delay Tolerant Networks, Architecture,
and Applications of the Journal of Communications in 2010 [256]

Publications: N/A
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Model Composition for Executable Modeling
Acronym COMPEX
Reference F1R-CSC-PUL-10MCEM
PI Prof. Dr. Pierre Kelsen
Funding UL
Budget 173Ke
Duration 2011-10-01 – 2013-09-30

Members: Pierre Kelsen, Nuno Amalio

Domain(s): Model-Driven Software Development, Model Composition, Ex-
ecutable Modeling, Software Engineering

Partner(s): N/A

Description: In model-driven software development models are the pri-
mary artifacts for constructing software. Model composition helps in master-
ing the complexity of model-driven development. Most of the current model
composition techniques can be viewed naturally as model transformations
taking two input models and producing one output model. In our work
we have introduced a new composition technique for building executable
models. It has several properties that traditional composition techniques do
not have: it is additive rather than transformational; it can be applied to
any meta-model; and it has a formal semantics. The present project will
investigate the power of our composition technique. In particular we will
compare our technique with approaches from aspect-oriented modeling that
are typically used to express crosscutting concerns. The project will inves-
tigate whether our approach can be extended to match the power of these
techniques; and/or how it can complement the existing approaches in mod-
eling systems in a more straightforward, elegant, and light-weight manner.
The main goal is to enhance our current modeling framework and tool for
executable modeling with new model composition techniques so that they
can handle not only the academic examples studied so far but can be used
effectively on larger systems.

Results: The first results are expected in 2012.

Publications: N/A
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Dynamic and Composite Service-Oriented Architecture Secu-
rity Testing
Acronym DYNOSOAR
Reference N/A
PI Prof. Dr. Yves Le Traon
Funding UL
Budget N/A
Duration N/A

Members: Tejeddine Mouelhi, Jacques Klein

Domain(s): Model-driven engineering, Security, testing, SOA

Partner(s): N/A

Description: In Dynosoar project, we aim at proposing reconfiguration
capabilities to Service-Oriented Architecture (SOA), targeting user-defined
security policies, which can be trusted through innovative security testing
methods and tools. SOA aims at decreasing the level of coupling between
services and at increasing the reuse, evolution and adaptation of the sys-
tem. A SOA consists of an orchestration that models the services and the
control flow of events between services. A service integrator composes these
different services (maybe dynamically discovered on the web) to propose a
new composite service. From this perspective, SOA offers a very exciting
solution for building composite distributed systems. Services are dynamic
and highly reconfigurable: a service integrator can compose different ser-
vices in many different ways, each service proposing different variants. It
rapidly leads to the combinatorial explosion of possible composite services.
Among reconfiguration criteria, one aspect is becoming crucial for trusting
a configured orchestration: its capacity to embed a reconfigurable security
policy. In Dynosoar, we consider security policies dedicated to SOA, which
allow each user expressing how her data can be manipulated into an or-
chestration. The problem is thus (1) to select valid orchestrations among
the huge number of possible reconfigurations and (2) to test the robustness
of security mechanisms of the selected orchestrations. Dynosoar addresses
two crucial dimensions: the generation of valid orchestrations, embedding a
security policy, from the set of possible reconfigurations and the final secu-
rity testing of orchestrations. The hard points we focus on are: 1) choosing
among a possibly infinite number of services (re)configurations the smallest
and more relevant subset which have to be tested. This subset of service
configurations must satisfy the security policy as well as sequential execution
constraints. 2) testing one specific configuration in isolation, i.e., without
real external service providers. We specifically target the security policies
with testing.
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Results: N/A

Publications: N/A

4.1.4 UL PhD / PostDoc

Seamless Communication for Crisis Management
Acronym SECRICOM
Reference N/A
PI Prof. Dr. Thomas Engel
Funding Fullbright
Budget N/A
Duration 2008-09-01 – 2012-04-30

Members: Thomas Engel, Sheila Becker

Domain(s): Security

Partner(s):

• QinetiQ Ltd.

• Ardaco, a.s.

• Bumar Ltd.

• NEXTEL S.A.

• Infineon Technologies AG

• Institute of Informatics, Slovak Academy of Sciences

• Graz University of Technology

• Smartrends, s.r.o.

• ITTI Sp. z o.o.

• British Association of Public Safety Communication Officers

• CEA LETI

• Hitachi Europe SAS



4.1 Research projects 87

Description: Peer-to-peer real-time communication and media streaming
applications optimize their performance by using application-level topology
estimation services such as virtual coordinate systems. Virtual coordinate
systems allow nodes in a peer-to-peer network to accurately predict latency
between arbitrary nodes without the need of performing extensive measure-
ments. However, systems that leverage virtual coordinates as supporting
building blocks, are prone to attacks conducted by compromised nodes that
aim at disrupting, eavesdropping, or mangling with the underlying commu-
nications.

Recent research proposed techniques to mitigate basic attacks ( inflation,
deflation, oscillation) considering a single attack strategy model where at-
tackers perform only one type of attack. In this work, we define and use
a game theory framework in order to identify the best attack and defense
strategies assuming that the attacker is aware of the defense mechanisms.
Our approach leverages concepts derived from the Nash equilibrium to model
more powerful adversaries. We apply the game theory framework to demon-
strate the impact and efficiency of these attack and defense strategies using
a well-known virtual coordinate system and real-life Internet data sets.

Thereafter, we explore supervised machine learning techniques to mitigate
more subtle yet highly effective attacks ( frog-boiling, network-partition)
that are able to bypass existing defenses. We evaluate our techniques on
the Vivaldi system against a more complex attack strategy model, where
attackers perform sequences of all known attacks against virtual coordinate
systems, using both simulations and Internet deployments.

Results: The exploitation of existing publicly available communication net-
work infrastructure with interface towards emerging SDR systems Interop-
erability between heterogeneous secure communication systems A parallel
distributed mobile agent-based transaction system for effective procurement
Infrastructure based on custom chip-level security

Publications: N/A

Sociality and Self-Organization in Next-Generation Distributed
Environments
Acronym N/A
Reference N/A
PI Prof. Dr. Steffen Rothkugel
Funding AFR
Budget N/A
Duration 2009-02-01 – 2012-01-31
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Members: Jean Botev (PhD candidate), Steffen Rothkugel (supervisor)

Domain(s): large-scale distributed environments, sociality, self-organization

Partner(s):

• National University of Singapore

• George Mason University, USA

• Universität Trier

Description: The proliferation of computationally powerful, interconnected
devices entails a new generation of networked applications and social utilities
characterized by a strong growth in scale and dynamics. Distributed virtual
environments constitute a privileged example, involving a high degree of in-
teractivity as well as tightened constraints and requirements. As a response
to these issues, this dissertation explores and substantiates sociality as a fun-
damental principle both in and for the design of such systems. A specialized,
dual peer-to-peer architecture is introduced, combining a highly-structured
backbone overlay with a loosely-structured geometric client overlay synergis-
tically complementing each other. To enable a global-scale, single-instanced
environment, it is imperative to include as many client-side resources as pos-
sible and unburden the backbone. The focus of this dissertation therefore
lies upon the latter, geometric overlay. By taking an interdisciplinary per-
spective and leveraging different aspects of sociality, a series of self-organized
approaches addressing major problem areas are proposed: a collaborative
filtering mechanism for the handling of information overload created from
the soaring amounts of users and objects; a confidentiality framework for the
protection of sensitive data more likely exposed due to an increased inter-
activity; and two resource allocation schemes for fairly distributing surplus
capacities in the face of critical regional surges. Detailed evaluations show
that these decentralized algorithms operate robustly and effectively, while
yielding well-converging results in comparison to optimal, global-knowledge
scenarios.

Results: N/A

Publications: 3 peer-reviewed conferences [141] [158][140]and one PhD
thesis [246]
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Mobility Optimization using Vehicular network technologies
(MOVE)
Acronym MOVE
Reference I2R-NET-PFN-10MOVE
PI Prof. Dr. Thomas Engel
Funding CORE- MOVE
Budget 37K/Year
Duration 2011-11-15 – 2014-11-14

Members: T. Engel, M. Forster, R. Frank, J. François, A. Panchenko, M.
Mouton, L. Dolberg

Domain(s): ICT

Partner(s): UCLA (non contracting)

Description: The student will be working on the FNR MOVE project.
The goal of this project is to optimize vehicular traffic flows using ubiqui-
tous network technologies (e.g. VANET, 3G). The student will focus on
developing new traffic flow deviation paradigms that can be employed to
reduce vehicular traffic congestion for urban and highway scenarios.

Vehicular Ad Hoc Networks (VANETs) are mobile networks, specifically
suited for vehicular environments. Moreover, the student will focus on spe-
cific optimisation problems related to vehicular traffic flows. Using VANETs,
will allow specifying decentralised and distributed coordinated algorithms to
provide the drivers with smart navigation services.

The main contributions of the thesis of Markus Forster consist in: - Iden-
tifying the specificity of the vehicular traffic for the area of Luxembourg -
Understanding the limitations and bottlenecks of the current Luxembour-
gish road network - Modelling of the traffic in order to realistically reproduce
the flow behaviour in a simulations environment - Testing existing and novel
flow optimisation techniques that will allow to improve

Results: N/A

Publications: N/A
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The Snippet System - A Fine-Granular Semantic-Aware Data
Store
Acronym N/A
Reference N/A
PI Prof. Dr. Steffen Rothkugel
Funding UL
Budget N/A
Duration 2010-11-01 – 2013-10-31

Members: Laurent Kirsch (PhD candidate), Steffen Rothkugel (supervi-
sor)

Domain(s): compound documents, file systems, semantic desktop

Partner(s): N/A

Description: The Snippet System represents a novel data storage approach,
tackling several problems and shortcomings inherent to traditional file sys-
tem based document management. One of the main targets of the Snippet
System is to improve human computer interaction by introducing new data
management facilities which enable a more intuitive way of working with
data and information. By developing these file system level data manage-
ment concepts with the usability of the system in mind, it is possible to
consider usability aspects already in the design of the data storage architec-
ture. This in turn allows the realization of concepts like so-called Relations
and vFolders, which contribute to a better user interface and interaction
scheme.

Results: N/A

Publications: 1 conference publication: [244]

Routing and mobility management in vehicular networks
Acronym N/A
Reference I2R-NET-PFN-10MOVE
PI Prof. Dr. Thomas Engel
Funding FNR - CORE MOVE
Budget 37K/year
Duration 2011-09-01 – 2014-08-31

Members: T. Engel, M. Mouton

Domain(s): N/A
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Partner(s): N/A

Description: research in the area of Vehicular Ad Hoc Networks (VANETs).
A VANET is an emerging network technology, which enables data com-
munication between vehicles and the Internet. The network protocols and
hardware have been specifically designed for efficient data exchange in vehic-
ular environments. The high mobility and intermittent network connectivity
raise major challenges for both security and network management tasks.

The main contribution of the thesis of Maximilien Mouton consists in: -
The setup and maintenance up a simulation/emulation platform that can
be used for large scale protocol validation and analysis (joint research with
UCLA) - Integration of realistic mobility and signal propagation models -
Identifying and proposing new application specific routing mechanisms for
mobile vehicular networks - Investigation of application specific dissemina-
tion techniques (e.g. traffic

Results: N/A

Publications: N/A

Analysis of low-latency anonymisation networks
Acronym N/A
Reference I2R-NET-COM-110000
PI Prof. Dr. Thomas Engel
Funding funded on Fp7 EFIPSANS until 31.12.2010 - Net-

Lab
Budget 37K/year
Duration 2008-11-15 – 2012-11-14

Members: Thomas Engel, Thorsten Ries

Domain(s): Anonymity, privacy, low-latency anonymisation networks, anonymi-
sation network performance

Partner(s): N/A

Description: For various reasons, low-latency anonymisation systems like
Tor, I2P, JonDonym or proxy based solutions are widely used nowadays,
offering a certain performance and protection against adversaries. However,
it is very difficult for users to evaluate these systems, especially when it
comes to the degree of anonymity. Therefore, the goal of this work is to
provide measures for users in order to evaluate the systems in regard to
anonymity and performance.

Basis of the work are performance evaluations of typical anonymisation sys-
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tems in regard to throughput, round trip time and packet variation. In order
to describe the degree of anonymity, an attack using virtual network coordi-
nate systems will be defined that allows an instant degradation of anonymity
by positioning users geographically, which aim to stay anonymous. Classifi-
cation algorithms like Support Vector Machines and Instance Based learning
algorithms will be used to allow the calculation of the degree of anonymity.
Finally, a comparison to existing approaches will be provided.

A second emphasis is on anonymisation performance, particularly on Tor,
the most prevalent anonymisaton system nowadays. Existing performance
metrics will be reviewed and evaluated aiming to improve the overall per-
formance in terms of throughput and round trip time by an optimised relay
node selection for instance.

Results: The major outcome of this project is expected to be a quantifi-
cation of anonymity in anonymisation networks by making use of virtual
network coordinate systems in order to identify node locations and by this
to provide an anonymity measure for users. Another result will be perfor-
mance improvements of the Tor anonymisation network.

Publications: [88, 89, 96].

Service Dependency and Anomaly Detection
Acronym N/A
Reference I2R-NET-COM-110000
PI Prof. Dr. Thomas Engel
Funding Funded on FP7 EFIPSANS project until 31.12.2010

- NetLab
Budget N/A
Duration 2008-11-01 – 2012-10-31

Members: T. Engel, C. Wagner

Domain(s): N/A

Partner(s): N/A

Description: N/A

Results: N/A

Publications:

The following articles have been published in 2011: 1 journal: [19] and 3
peer-reviewed conferences: [151], [94], [95]
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Federated and Scalable Network Overlay Approaches for
Global-Scale Interactive Applications
Acronym N/A
Reference N/A
PI Prof. Dr. Steffen Rothkugel
Funding UL
Budget N/A
Duration 2011-01-01 – 2011-12-31

Members: Markus Esch (Post-Doc), Steffen Rothkugel (supervisor)

Domain(s): massive multi-user distributed environments, scalability

Partner(s):

• National University of Singapore

• Universität Trier

Description: Along with an increasing prevalence of broadband Internet
connections, Massive Multiuser Virtual Environments (MMVEs) have grown
popular in recent years. 3D online communities and Massive Multiplayer On-
line Games (MMOGs) are very popular and attract numerous users. Going
beyond the opportunities provided by these environments, the idea of an
immersive, interactive and comprehensive cyberspace experienced by users
via their alter ego, the avatar, is extensively discussed and object of active
research in various disciplines. While computer scientists focus on the tech-
nical foundations for the realization of such a challenging scenario, other
domains like social- and economic science explore the implications on soci-
ety. Such a global-scale online environment is often termed Metaverse or 3D
Web. While the opportunities of this scenario sound alluring, it involves nu-
merous severe technical challenges which need to be solved. For this reason,
currently much research work is done in this field studying feasible solutions
for the realization of a 3D Web. Though nobody can answer the ques-
tion which concrete characteristics and prevalence such a 3D Web once may
have, it is an interesting and challenging field of research and constitutes the
background of this dissertation.

At the University of Luxembourg and at the University of Trier, the chal-
lenges of a 3D Web scenario have been studied within the HyperVerse re-
search project. As a basic concept for a global-scale MMVE, the two-tier
HyperVerse infrastructure has been proposed. This architecture incorpo-
rates a highly structured overlay of reliable server machines - so-called Pub-
lic Servers - and a loosely structured overlay of user clients. In the context of
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this dissertation certain aspects and issues of the 3D Web scenario have been
tackled based on the HyperVerse architecture. Hosting and distributing the
huge amount of world surface and terrain data of a global-scale Distributed
Virtual Environments (DVEs) is one of the issues addressed by this work.
Focusing on this issue, the Grid-based Plane Partitioning Protocol (GP3)
has been developed. GP3 is a structured overlay network interconnecting
the Public Servers in the HyperVerse architecture. Without any central con-
trol, the overlay distributes the world surface uniformly among all Public
Servers, for hosting and management tasks. The Public Servers are inter-
connected by a fault-tolerant link structure that allows efficient join and
lookup operations. In order to avoid frequent costly reallocations of the
world surface the overlay is rather static and does not consider the dynamic
of user clients. This issue is addressed by this dissertation in two ways. At
first by another HyperVerse backbone overlay which can be combined with
GP3 and secondly by a hybrid avatar management scheme described below.

Focusing on the high dynamics of avatars and the emergence of hotspots,
which is immanent to virtual online worlds, another overlay for the inter-
connection of the Public Servers is proposed by this work. Implementing a
self-organized load balancing scheme this overlay dynamically adapts to the
load induced by the avatars. For this purpose, a dynamic Voronoi decom-
position of the world surface is used. Public Servers are assigned to Voronoi
cells according to their individual capacities. By this means, the hotspot is-
sue is handled in a self-organized fashion by dynamically assigning the most
powerful servers to the most crowded regions. Moreover, the Public Servers
are interconnected by a decentralized constructed random scale-free link
structure allowing efficient greedy routing. Hence, it is possible to benefit
from the particular advantages of scale-free networks like short average path
length and robustness. By combining this overlay with the GP3 approach,
client dynamics as well as world data hosting can be handled efficiently. Re-
liable and efficient neighbor discovery without overloading a certain network
entity is a challenging issue in global-scale virtual online environments.

Avatars in proximity need to be interconnected in some way in order to allow
mutual rendering and interaction. While structured approaches targeting
this issue face serious scalability problems especially in crowded virtual world
regions, unstructured Peer-to-Peer (P2P) approaches can hardly guarantee
mutual awareness in dynamic scenarios. For this reason, this work proposes
a self-organized hybrid avatar management scheme, incorporating reliable
Public Servers and unreliable user clients. By using the backbone as a
reliable fallback service and handling avatar management by the clients in
pure P2P fashion whenever possible, mutual awareness can be guaranteed
while avoiding overburdening of servers at hotspots.

Results: N/A
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Publications: 1 conference publication: [247]

Securing Mission Operations using Multi-Level Security
Acronym SMO-MLS
Reference I2R-NET-PAU-11ELSK
PI Prof. Dr. Thomas Engel
Funding European Space Agency
Budget 48800e

UL - 37077 e
Duration 2010-11-01 – 2014-10-30

Members: Thomas Engel, E.Skoutaris

Domain(s): Spacecraft mission control systems, MLS security

Partner(s): ESA/ESOC, Germany

Description: SMO-MLS is an ongoing research project that aims to pro-
viding an enhanced security support at the spacecraft control infrastructure
of ESA/ESOC by establishing multi-level security (MLS) solutions on its
Mission Control System (MCS). Within this research activity, MLS solu-
tions will ensure an enforced separation of command and control data flows
of different sensitivity and classification levels between missions and also be-
tween individual payload data flows of the same mission. SCOS-2000 (S2K)
is the ESA generic software infrastructure implementing the common fea-
tures required by a spacecraft MCS. Therefore, a SCOS-2000 MLS prototype
is to be developed and built upon an operating system that supports multi-
level security (i.e. Security-Enhanced Linux). The primary three objectives
of this project and that represent the direct security needs of future space
missions are:

(A) Enforcement of integrity policies between telecommand chain data flows
(B) Enforcement of integrity policies between telemetry chain data flows (C)
Confidentiality of third party telecommand chain data flows

This research project will advance the research on the area of MLS systems
and will provide an MLS model tailored for spacecraft command and control
systems.

Results: As a result of this project, a prototype MLS system based on
current ESA mission control system infrastructure will be developed and
implemented. This may include the development of specific protocols and
procedures. Such protocols may be subject to standardization.

Publications: N/A
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Energy-efficient resource allocation in autonomic cloud comput-
ing
Acronym ERACC
Reference N/A
PI Prof. Dr. Pascal Bouvry
Funding UL
Budget N/A
Duration 2010-10-01 – 2013-09-30

Members: Cesar Diaz

Domain(s): Computer Science, Information Science, Cloud Computing,
Green Computing, Resource Allocation, Optimization

Partner(s): N/A

Description: In the new era of Information Technologies (IT) and glob-
alization, massive computing power is desired to generate business insights
and competitive advantage for enterprises. Traditionally, enterprises process
their data using the computing power provided by their own in-house data
centres. However maintaining and operating a private data centre to keep
up with the rapid growing data processing request can be costly and com-
plicated. Cloud Computing (CC) offers an alternative. It is a concept that
has emerged out of the conception of heterogenous distributed computing,
grid computing, utility computing, and autonomic computing. It promises
to provided on-demand computing power with little maintenance, quick im-
plementation and low cost. Nevertheless, electrical power consumption has
become a major concern in CC systems.

Results: Models and algorithms are developed for the energy-efficient man-
agement of processing elements that comprises a CC. Based on the state of
the art, we have designed low complexity green scheduling heuristics that
exploit the heterogeneity of computing resources, published in [139]. These
heuristics were designed to take into account scalability issues of the system
[138].

In parallel, research on opportunistic Desktop Grid Computing is conducted
in conjunction with researchers from University of los Andes, Colombia.
Some techniques like DVFS, ACPI DPM, and virtualization are also consid-
ered. Moreover, we are also investigating resource allocation and scheduling
models [137].
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Publications: N/A

Social network analysis over dynamic graphs and application to
urban mobile ad hoc networks
Acronym N/A
Reference N/A
PI Prof. Dr. Pascal Bouvry
Funding UL
Budget N/A
Duration N/A

Members: Guillaume-Jean Herbiet

Domain(s): Community Detection, Dynamic Graphs, Social Networks

Partner(s): N/A

Description: Wireless mobile ad hoc networks (MANET) are composed of
mobile communicating devices that self-organize to ubiquitously exchange
information over the air. Envisioned applications for such networks cover
disaster relief situations, battlefield deployment and more generally any use-
case that makes the deployment of wired or infrastructure-based networks
too costly or sim- ply unsuitable. Lately, new applications for MANETs are
developing in the urban environment, namely mobile social networks and
vehicular ad hoc networks. Despite this large spectrum of possible appli-
cations and the large number of wireless-capable devices available today,
mobile ad hoc networks remain confidential. One important reason is the
lack of reliability of wireless communications, especially on long path.

In this thesis, we propose to cope with this problem by creating virtual
structures that will group together limited set of users that are densely
and reliably connected in order to favor the dynamic and robust exchange
of information. Our proposal uses the concept of community, that first
ap- peared in social network analysis. After reviewing the main concepts
taken from this branch of graph theory and justifying the application by
underlining the specificities of MANETs in the urban context, we formally
present our contribution, based on epidemic propagation of commu- nity
labels. Then we exhibit its applications on concrete communication systems
and how it can benefit more generally to improve the management of wireless
ad hoc networks topology.

Results: A fully distributed algorithm (SHARC: Sharper Heuristic for As-
signment of Robust Communities) has been designed to discover subsets of
densely connected users of a mobile ad hoc network, using social network
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analysis techniques (community detection).

This algorithm has later been improved to account for the reliability of the
interconnection links (Saw-SHARC: Stability Aware SHARC) [218]. The ob-
jective of this contribution is to perform distributed detection of densely and
reliably interconnected users of a wireless ad hoc network and group them in
communities. Community assignment is achieved using the computation of a
neighborhood similarity measure in conjunction with a node-centric estima-
tion of the communication links relative quality and epidemic propagation
of community labels. Our algorithm also implements counter-measures to
prevent domination of a single community in highly dynamic networks.

Another proposed improvement focused on better managing the specifici-
ties of dynamic networks (SAND/SHARC: Stability and Network Dynamics
over SHARC) [217]. Based on real-world communication traces and social
information, we evaluate how the structures found by SAND/SHARC can
be translated to social links and favor interaction between users with similar
social characteristics.

Publications: N/A

Integrity Issues on the Cloud
Acronym IIC
Reference N/A
PI Prof. Dr. Pascal Bouvry
Funding UL
Budget N/A
Duration 2011-01-16 – 2013-01-15

Members: Jakub Muszynski

Domain(s): cloud computing, distributed computing, security, integrity,
fault-tolerance

Partner(s): N/A

Description: A simple concept that has emerged out of the conceptions
of heterogeneous distributed computing is that of Cloud Computing (CC)
where customers do not own or rent any part of the infrastructure. They
simply use the available services and pay for what they use. This approach
is often viewed as the next IT revolution, similar to the birth of the Web
or the e-commerce. CC naturally extends grid computing. Even if this
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last domain attracted academic interest for several years, it hardly caught
industrial attention. On the contrary, CC arouse enthusiasm and interest
from the same actors, probably because it formalizes a concept that reduces
computing cost at a time where computing power is primordial to reach
competitiveness. Additionally, the technology to interface such platforms is
now mature enough to make this concept a reality, as initiated by some of
the biggest vendors worldwide (Google, Amazon etc.).

To transform the current euphoria on CC into concrete investments and
wide acceptance, several security issues still need to be fixed. In this con-
text, this PhD proposal focus on integrity and fault-tolerance aspects in
the CC paradigm in order to provide guarantees on programs and data, ei-
ther before, during or after a run on the CC platform. More generally, the
idea is to provide qualified and quantified measures of the confidence over
the resources used, the execution conducted and the results returned to the
user. This involves the design of novel protocols based on TPM (Trusted
Platform Modules) so as to provide trusted executions and migration path
for the virtual environment deployed on the CC platform. It also require
new contributions in result-checking techniques, middleware hardening and
game-theory based trust management.

Results:

• State-of-the-art analysis of the subject.

• Analysis of the BOINC platform and development of BOINC-based
project for testing influence of malicious acts in the network on an
execution of distributed Evolutionary Algorithms (dEAs).

• Robustness analysis of dEAs against cheating faults and crash-faults:

– accepted journal paper with theoretical proofs of convergence/non-
convergence of dEAs (”Computers and Mathematics with Appli-
cations (CAMWA) — Special Issue on Theory and Practice of
Stochastic Modeling”), pending for publication;

– experimental validation of the theorems (in progress) based on
LibGEP and ParadisEO libraries.

Publications: N/A
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Energy-Efficient Information Dissemination in MANETs
Acronym N/A
Reference N/A
PI Prof. Dr. Pascal Bouvry
Funding UL
Budget N/A
Duration 2009-09-15 – 2012-09-14

Members: Patricia Ruiz

Domain(s): Communication Protocols, Mobile Ad Hoc Networks, Energy-
Efficiency, Optimisation

Partner(s): N/A

Description: Patricia Ruiz is working on broadcasting algorithms over ad
hoc networks, indeed over both mobile ad hoc networks (MANETs) and ve-
hicular ad hoc networks (VANETs). During the first year, she developed an
energy aware dissemination protocol based on the state of the art distance
based broadcasting algorithm for MANETs. For that, she did a cross-layer
design that informs the upper layers about the reception energy at the phys-
ical layer. Thus, upper layers can use this information to take decisions in
order to outperform the performance of the protocol.

During the second year, she improved the previous version of her work, but
also made several extensions including new features and optimizations to
the protocol originally proposed. The candidate has been using multiobjec-
tive metaheuristics approaches to optimize the parameters of the different
variants of the protocol.

Results: We are developing communication algorithms for ad hoc networks.
More precisely, dissemination algorithms for both MANETs and VANETs.
In [205], an study of the performance of a tree topology over a VANET
was presented, and also a comparison of different broadcasting algorithms
over different topologies for both MANETs and VANETs. Considering the
intrinsic energy constrain of MANETs, an energy aware broadcasting algo-
rithm (EDB hereinafter) was proposed in [204]. This protocol is configured
by a set of different parameters that must be tuned for obtaining a good
performance. In order to optimize EDB, we are using some multiobjective
algorithm, cellDE for finding the best possible configuration in [39]. This
algorithm gives a set of feasible solutions that optimize the performance of
the protocol in terms of some predefined objectives. In [99], a new ver-
sion of EDB, the Adaptive Enhaced Distance Based broadcasting protocol
(AEDB hereinafter), was optimized in terms of the energy used, the coverage
achieved and the broadcasting time. The solutions were analyzed and some
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hints were given to the designer for choosing the parameters for promoting
one objective or another. Moreover, in [116] the Enhanced Distanced Based
Broadcasting algorithm (EDB) was improved by using some social knowl-
edge of the network. A community detection technique was used in order
to improve the coverage achieved by EDB in sparse networks. Additionally,
the parameters of the new protocol were also optimized in terms of the same
three objectives we mentioned before.

Publications: N/A

Individual and Collective Reasoning
Acronym ICR
Reference F1R-CSC-LAB-05ILIA
PI Prof. Dr. Leon van der Torre
Funding UL-PHD
Budget N/A
Duration 2008-03-12 – 2012-03-12

Members: Gabriella Pigozzi, Marija Slavkovik, Leon van der Torre

Domain(s): Judgment aggregation, Group-decision making, Social choice
theory, Normative systems

Partner(s): N/A

Description: Traditional decision-making is driven by the concept of a ra-
tional agent who acts in his own best interest by maximizing the expected
utility. Opposite to the rational agent modeled as Homo Economicus, people
do not make decisions by generating alternative options and by comparing
them on the same set of evaluation dimensions; nor do they generate prob-
ability and utility estimates for different courses of action. They search for,
what Herbert A. Simon called, satisficing, or “good enough” decisions. We
define a satisficing decision as one that is determined by making a yes/no
estimate for each element of a given set of decision-relevant criteria. The
aim of this project is to investigate how groups of artificial agents can reach
satisficing decisions. The contribution of the thesis is threefold. For the area
of multi-agent systems we propose a new way in which group decisions can
be reached. As a show-case, we apply our decision-reaching method to the
roblem of determining group intentions. For the field of judgment aggrega-
tion, our contribution is a new set of judgment aggregation operators. For
the field of belief merging, our contribution is the identification of a new
problem of iterated belief merging.
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Results:

• In order to avoid an untenable collective outcome, individuals may
prefer to declare a less preferred judgment set. Thus, the prospect of
an individual trying to manipulate the social outcome by submitting
an insincere judgment set is turned from being an undesirable to a
“virtuous (or white) manipulation. In [240] we defined and studied
white manipulation as a coordinated action of the whole group.

• In [239] we presented an aggregation procedure providing complete
judgment sets, i.e. judgment sets with premises and conclusion. We
showed that our procedure satisfies the desirable properties of non-
manipulability and it can be modified to preserve unanimity on the
premises.

• In order to show the practical applicability of group decision-reaching
through judgment aggregation we studied the problem of determin-
ing group intentions based on declared beliefs, or acceptances of the
memebers. In [203] we present a formal model for deciding on collec-
tive intentions and study the related group commitment and intention
revision problems.

Publications: N/A

Logics Integrated for Normative Multi-Agent Systems
Acronym LINMAS
Reference F1R-CSC-LAB-05ILIA
PI Prof. Dr. Leon van der Torre
Funding UL
Budget N/A
Duration 2011-03-01 – 2013-02-28

Members: Xavier Parent

Domain(s): Normative multi-agent systems, Deontic logic, Knowledge rep-
resentation, Intelligent Systems

Partner(s): N/A

Description: The project aims at providing an advanced model for reason-
ing about norms, with both a formal semantics and a proof theory. Two key
components that will be brought together are: conflict resolution and norm
enforcement, which are for instance relevant for the design of e-institutions.
The goal is to establish rigorous theoretical foundations for the design of
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Normative Multi-Agent systems that is both amenable to computer scien-
tists and understandable by stakeholders

A PhD student has been hired, starting in May 2012. The working theme will
be deontic logic from a game-theoretic perspective. The idea is to look in a
new way at familiar problems in normative reasoning, which promises a novel
approach for handling norms in intelligent systems. The fields of deontic
logic and game theory have developed independently from each other, with
few interactions between the two. The PhD thesis will aim at filling this
gap by investigating how techniques developed in game theory may shed
light on long-standing issues in the study of normative reasoning, like norm
emergence, and (vice-versa) how the use of norms may shed light on problems
that have beset game theory.

Results: First results are reported in [55] The main novelty is the develop-
ment of a framework in which violation and conflict detection are intimately
intertwined. This motivated the use of an umbrella formalism (input/output
logic) investigated at UL which covers both aspects.

Publications: N/A

Smart Predictive Algorithms for Spacecraft Anomalies
Acronym SPACE
Reference I2R-DIR-BPI-11SCHO
PI N/A
Funding SnT Project
Budget SnT Budget
Duration 2011-07-09 – 2014-07-08

Members: F. Bouleau, Prof. Schommer, Prof. Ottersten, Dr. Krier

Domain(s): Anomaly Detection, Satellite Systems, Predictive Systems.

Partner(s):

• University of Luxembourg, Dept. of Computer Science and Commu-
nication.

• SnT

• SES Astra

Description:
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Spacecrafts provide a large set of on-board information about the health
of the components and subsystems, which are constantly monitored via a
Ground Control Systems software (GCS), that retrieves the raw data which
is processed in real-time to be transformed into engineering values. The raw
data is stored in a database for offline post-processing. The GCS informs
the Operator when parameters are drifting to abnormal values, based on
thresholds. It is nevertheless not able to analyze more complex situations
that can lead to anomalies.

The first phase of the research is the data aggregation in order to build an
exploitable knowledge database. The telemetry of a fleet of 40 satellites with
a lifetime up to twenty years is used. The goal is to identify all the types
of data available and consolidate them in a framework (SPACE) that would
allow targeted and fast retrieval for the spacecraft data mining.

The second phase is the data mining. Satellite engineers generate reports
using post-processed data, showing potential anomalies to be investigated
and often unresolved. The goal is to make the system search for the corre-
lations between the different types of components to find out the recurrent
parameters involved, using the SPACE system.

Results: This research shows so far that:

• There is no unique GCS software to manage the spacecraft fleet, which
make the inputs very eclectic.

• There is very few research on satellite anomaly detection and predic-
tion, due to the poor applicability on other systems and to company’s
confidentiality restrictions.

• Image processing (i.e. signal processing) is the closest research field
that can apply to spacecraft anomaly detection.

• No classification of spacecraft anomalies exist yet.

• Analysis is performed by engineers who develop specific detection mod-
ules when feasible.

Publications: in progress
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Artificial Conversational Companions
Acronym SPARC
Reference F1R-CSC-LAB-05ILIA
PI Prof. Dr. Christoph Schommer
Funding N/A
Budget N/A
Duration 2011-04-01 – 2014-03-31

Members: Sviatlana Danilava, Prof. Schommer, Prof. Ziegler, Prof. Buse-
mann

Domain(s): Artificial Companions, Conversational Agents, Models of In-
teraction. Interaction Profiles, Long-Term interaction between human users.

Partner(s):

• University Luxembourg, Dept. of Computer Science and Communica-
tion.

• University Luxembourg, Dica Lab.

• German Research Centre for Artificial Intelligence, Saarbrücken.

Description: The goal of this work is to identify the requirements that allow
a computer agent to be regarded as an Artificial Conversational Companion
(ACC), to design an interaction-oriented model of ACC, to implement the
model in a generic framework, and to evaluate the system for the application
case of conversational training for foreign language students.

In the current stage of our research, we focus on computational models
of the interaction and especially of the talk-in-interaction (conversation).
We assume the talk between the user and the ACC as the single source of
knowledge about the user. For data collection, an interaction experiment
is being performed: about 20 Belorussian students of German as a second
language will interact with about 10 native speakers of German via chat.

A computational model of interactional profiles will be created based on
the results of the experiment. The interaction is co-constructed. All par-
ticipants of an interaction influence the flow of information, of emotions, of
relationship related signs or actions in a systematic, dynamic manner. The
product of these systematic changes is referred to as interactional profile.

Based on the collected data, different interactional profiles will be extracted
and summarised in a model of the interaction according to the design require-
ments. The mutual dependencies between language understanding, neces-
sary cognitive functions, emotion handling and socio-cultural behaviour will
be extracted from the data and used as an additional source of knowledge.
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Analysis and modelling of the required cognitive functions will be also per-
formed based on the collected data. Specific components for e.g., Named
Entity Recognition, event recognition, relationship tracking, information re-
trieval or managing past history will be designed and implemented.

We see the possibility to implement an ACC in a generic framework with
reusable, customisable and interdependent components. In this way, lin-
guistic resources can be replaced and the system can be reconfigured for
different application domains. Interdependencies between the components
will be accustomed for each particular domain.

Results: We identified the following key requirements for an ACC explained
in our conference paper (see “Publications” section) in detail:

1. Conversational ability. This part includes the following interdependent
components:

(a) Language understanding and generation;

(b) Selected cognitive abilities required for gathering, storing and ex-
ploiting the information about the user;

(c) Emotional competence: recognition, processing and production
of emotional signals;

(d) Socio-cultural competence: interaction according to the rules of
social interaction and cultural norms;

2. Adaptivity: human-to-human interaction is a systematic, dynamic,
multi-level process. Changes on one level influences all other levels of
interaction and all participants.

3. Utility: the services of an ACC compete against services of other ma-
chines, appropriate application cases (e.g., long-term goals, benefit
from the conversation).

4. Long-term interaction:

(a) user’s continuous motivation and long-term goals;

(b) mass data storage, real-time information retrieval.

The following preparation steps for the experiment are completed:

1. Belorussian participants have been found

2. Chat system for the interaction has been implemented

3. Web forms for the user profiles have been implemented (qualitative
social analysis)
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4. Pilot study have been completed

5. The initial model of the interactional profiles has been identified

Publications:

1. S. Danilava, S. Busemann and Ch. Schommer (2012). Artificial Con-
versational Companions - A Requirements Analysis. In Proceedings of
the 4th International Conference on Agents and Artificial Intelligence,
pp. 282-289. Vilamoura, Algarve, Portugal.

Mindgraphs for an Adaptive Conversational System
Acronym MACS
Reference F1R-CSC-LAB-05ILIA
PI Prof. Dr. Christoph Schommer
Funding Internal Project
Budget Internal Project
Duration 2009-02-01 – 2013-01-14

Members: Jayanta Poray, Prof. Schommer, Prof. Bisdorff, Prof. Engel

Domain(s): Adaptive Systems, Graph Theory and Modelling, Chat Con-
versation, Computational Reputation.

Partner(s): N/A

Description: The research project is inspired by the information process-
ing mechanism of the human brain, where every input signal is realised,
processed and stored in a highly sophisticated manner. The goal has been
to develop a robust information processing system for text streams in the
form of explorative and adaptive mind-graphs to use this structured infor-
mation to fulfil textual conversational challenges between artificial agents.

Results:

• We have built mind-graphs from a chat corpus (NPS chat corpus).

• Different Mind-graphs are compared with each other in order to esti-
mate the similarity/dissimilarity among each other.

• This result encourages us to compute a reputation for the chat part-
ners.

• The complexity attributes describe the robustness of the system.
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• These results are useful for those types of systems where the pragmatic
computational measurements are constant.

Publications:

1. J. Poray and C. Schommer. Operations on Conversational Mind-
Graphs. In Proceedings of the 4th International Conference on Agents
and Artificial Intelligence, pp. 511-514. Vilamoura, Algarve, Portugal.

2. J. Poray, C. Schommer: Managing Conversational Streams By Explo-
rative Mind-Maps. ACS/IEEE International Conference on Computer
Systems and Applications. Proceedings NatComp’2010 - Workshop on
Nature Inspired Computing. Hammamet, Tunesia.

3. J. Poray, C. Schommer. A Cognitive Mind-Map Framework to Foster
Trust. Proceedings of the ICNC’09 - 5th International Conference on
Natural Computation.

FERES - Feature Extraction and Representation for Economic
Surveys
Acronym FERES
Reference F1R-CSC-LAB-05ILIA
PI Prof. Dr. Christoph Schommer
Funding Internal Doctoral Position
Budget Internal Doctoral Position
Duration 2011-04-01 – 2014-03-31

Members: Mihail Minev, Prof. Schommer, Prof. Grammatikos, Dr. Schae-
fer, Mr. Karas

Domain(s): News Analytics, Feature Extraction, Course Volatilities, Event
Classification, Trend Prediction

Partner(s):

• Luxembourg School of Finance, University Luxembourg

• German Research Center for Artificial Intelligence (DFKI) GmbH

• Thomson Reuters Finance SA

Description: The PhD thesis concerns the vast amount of news articles,
which reflect important changes in selected macroeconomic variables, in par-
ticular announcements and postings conducted by the Federal Reserve Sys-
tem. One goal of this work is to retrieve and quantify such information using
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modern pre-processing and text mining techniques. Moreover the implica-
tions of news are examined by discovering and modelling composite index
volatilities as functions of key announcements and institutional decisions. A
model for the prediction of price trends is targeted, which should measure
the economic value of information, for example outliers in stock market data.
Here, an important aspect is the definition, extraction, and management of
topic-related features.

Results:

• Discovery of a strong evidence for a measurable link between events
related to monetary policy and stock market volatilities

• Proposal for a comparison framework of computer science projects,
which aim news classification and trend forecasting

• Identification of information sources and sophisticated data character-
istics

• Design of a procedure model containing the data workflow and the
milestones for the learning and the operational phase

• Project presentation at the “Trusted ICT for Finance”, organized by
the Digital Enlightenment Forum, Luxembourg

Publications: N/A

Smartphone Malware detection and mitigation with Static code
Analysis
Acronym N/A
Reference N/A
PI Prof. Dr. Yves Le Traon
Funding N/A
Budget N/A
Duration 2011-10-15 – 2014-09-30

Members: Kevin Allix (PhD)

Domain(s): Security, code static analysis, android, malware detection, soft-
ware engineering techniques

Partner(s): N/A
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Description: By leveraging Static code analysis methods, our research
effort aims at improving our ability to detect known and unknown malware,
using heuristics-based detection technichs , and similarity computation with
new fingerprinting schemes.

Results: This a starting PhD. No results yet, but a state of the art.

Publications: N/A

Access Control Architectures: From Multi-objective Require-
ments to Deployment
Acronym ACA
Reference N/A
PI Prof. Dr. Yves Le Traon
Funding UL
Budget N/A
Duration 2011-02-01 – 2014-01-31

Members: Donia El Kateb (PhD)

Domain(s): N/A

Partner(s): N/A

Description: The subject of the PhD thesis is “Access Control Architec-
tures: From Multi-objective Requirements to Deployment”. Today’s infor-
mation systems are becoming more and more heterogeneous and distributed,
this has impacted software systems which become more and more complex.
Additionally, software systems are a target to many changes that occur at
the environment level, requirement level or at the system level. This raises
the necessity to consider multi-level requirements at their design of software
architecture like functional requirements, performance requirements, secu-
rity requirements, etc... Among the security requirements, access control is
the most deployed one... An access control architecture implements the re-
quirements and enforces a policy that satisfies the requirements. This thesis
considers policy-based access control architectures and aims to build a gen-
eral framework that defines an access control architecture that is supposed
to comply to multi-level requirements and to respect multiple competing
quality attributes: security, performance and so forth. These attributes in-
teract, and improving one often comes at the price of worsening one or more
of the others. In this thesis, we reason about architectural decisions that
affect those quality attribute interactions.

• RQ1: How to ensure the tradeoff between security and performance
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when designing an access control architecture?

• RQ2: How to automate policy specification to assist policy writers to
avoid policies errors so that the policy is compliant with the require-
ments?

• RQ3: How to test the secure deployment of the access control ar-
chitecture, its compliance with the policies and how to do that in an
optimized fashion ?

Results: More specifically, during this first year, the student did a state
of the art on access control and on security requirement engineering. She
studied one of the issues related the standard access control architecture,
namely the performance issue caused by bottlenecks. She successfully pro-
posed a new solution for solving this issue and developed an automated tool
that implements this approach and enables improving current access con-
trol architecture. In addition, during her first years, she did an interesting
work on policy enforcement points (PEP) localization. In fact, it is impor-
tant to locate the PEP in order to understand how security mechanism are
implemented and provide a way to improve the performance. This work
was actually complementary to the work that she did on performance im-
provement. She implemented this approach and applied it successfully to
three case studies. This work is under submission and will be submitted
soon. She conducted this work in collaboration with Prof. Tao Xie team
(from North Carolina State University, USA), who helped by providing case
studies used in the experiments. The results were very promising since the
performance was improved up to 10 times. This work has been submitted
to ICPE conference and will appear in 2012.

Publications: N/A

4.1.5 Other miscellaneous projects

End-to-end Web Service Security in Aspect Oriented Program-
ming
Acronym EWSSAOP
Reference I2R-DIR-PAU-10E2EW
PI Prof. Dr. Thomas Engel
Funding EPT
Budget 66.5 Ke
Duration 2007-10-05 – 2011-10-04
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Members: Thomas Engel, Shaonan Wang,

Domain(s): Network Security

Partner(s): EPT

Description: The monitoring of large network traffic volumes is limited by
the existing technological solutions. Monitoring high speed 40 Gbps links is
challenged by the already existing work charge on the routing data plane.
One of thefew activities that can be done is limited to recordingand analyz-
ing flow records. IP flow records are simple information records capturing
the source, destination, the associated ports, the traffic volume and addi-
tional time stampsand flow related status. The natural question is how
should these pieces of information be processed. On one size, the number of
flow records is huge even for small sized edge routers, and on the other side
it’s not obvious what information should be analyzed. We have considered
this research question in this paper. The main contribution of our paper
is twofold: we propose a simple dependency model for IP flow records and
show how link basedanalysis can reveal interesting flow events. We will use
in this paper the words IP flow records and NetFlow records interchange-
ably. We have validated our approach using the proprietary NetFlow data
format, but our method is general and can be applied to any flow record
format. We aimed in this paper at identifying relevant flowrecords, where
by relevant we understand the records thathave generated ulterior network
activity. We don’t considerthat a flow matching a specific signature (appli-
cation level or based on the involved IP addresses) is relevant per se, but
we do consider that flows, having triggered an important follow-up network
activity, are relevant. The notion of triggering is linked to a potential de-
pendency relationship among flow records. The best illustration for this is
the case of an attacker breaking in over an SSH account. While the SSH
related flow traffic is in general not relevant, in this case this could be the
caseif follow-up activities of the compromised host will be observed: large
scale network scanning, rootkit downloading, massive SMTP traffic or bot-
net memership. For scoring such relevant IP flow records and understanding
the most active activities on the network, our approach consists of two major
steps. Firstly, with a simple yet efficient dependency model, we discover the
causality dependency between NetFlow records. Then, to facilitate analyz-
ing the overwhelmingscale of NetFlow dependency graph, we automatically
select the most relevant NetFlow records using the link analysis algorithm
HIT. To the best of our knowledge, this is thefirst attempt to apply HITS
algorithm from the web search and bibliometrics domain, in the field of
network monitoring.
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Results: We have proposed a data mining approach that leverages page
rank for ranking netflow records tat uses a dependency model that captures
traffic related information among hosts. We have implemented this approach
and published out results in [?, ?, ?]

Publications: 2 peer-reviewed conferences: [91][81]

EPT Vehicular Networks
Acronym EPTV
Reference I2R-DIR-PAU-09EPTV
PI Prof. Dr. Thomas Engel
Funding EPT
Budget 2 298 Ke
Duration 2010-01-01 – 2014-12-31

Members: Thomas Engel, Raphael Frank, Marcin Seredynski

Domain(s): Vehicular Ad Hoc Networks

Partner(s): Entreprise des Postes et Telecommunications Luxembourg -
EPT

Description: A standard for vehicular ad hoc networks is expected during
2011. In 2025, ?0% of the vehicle fleet within Europe is predicted to ap-
ply to the standards, enabling new services and application. A main goal
will be to increase traffic safety and reduce the environmental impact of
the vehicular transportation system. The vision of the proposed research
project is to develop efficient, secure and reliable communication networks
to enable the transformation of the vehicular transport system of today to
a greener, smarter and safer system. Recent advances in sensor technology,
low power electronics, radio-frequency devices, wireless communications, se-
curity and networking have enabled the engineering of intelligent vehiclesand
intelligent transport infrastructure, which have the potential to drastically
increase road safety, decrease cost of transportation and contribute to a sus-
tainable environment. This research will address 3 main areas of vehicular
networks: 1) Sensor and Mobile Ad Hoc Networks, 2) Embedded Systems
and 3) Applications and Services.

Results: N/A

Publications: N/A
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Feasability Study for Topology Optimization
Acronym FSTO
Reference I2R-DIR-PAU-09FSTO
PI Prof. Dr. Thomas Engel
Funding Ministry of Commerce
Budget 40000 e
Duration 2010-01-01 – 2011-01-15

Members: Thomas Engel, Jerome Francois, Foued Melakessou

Domain(s): Network Security

Partner(s): Ministry of Commerce

Description: The objective of this project is to propose a network cartogra-
phy approach for Luxembourg Internet infrastructures as well as a realtime
monitoring approach for detecting connectivity issues.

Results: We have designed and implemented a topology sensor that can be
deployed in order to test the reachability and traffic performance of exiting
Internet infrastructures. The system runs on embedded Linux devices and is
capable to achieve its functionality by advanced selfmanagement paradigms.

Publications: N/A

Self Organizing Security Sensors in highly-distributed IP net-
works (PhD thesis)
Acronym SOSSHIN
Reference F1R-EDR-LIA-000005
PI Prof. Dr. Thomas Engel
Funding SES-ASTRA and FNR
Budget 45Ke
Duration 2007-01-01 – 2011-12-31

Members: Thomas Engel, Gerard Wagner

Domain(s): Adaptative Honeypots

Partner(s): SES - ASTRA

Description: The recent research activities have addressed the conceptual
design and practical assessment of an adaptive honeypot based on game
theory. We have addressed these topics, by proposing a game model for a
system level honeypots. The best configuration profile has been determined
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based on the Nash equilibrium, where the best actions for the honeypot
(and for an attacker) have been resulted. This work has been awarded the
best paper award at the The 11th International Symposium on Stabiliza-
tion, Safety, and Security of Distributed Systems (SSS 2009) . A lateral
research result, regarding the modeling and detection of malicious software
has addressed the use of support vector machines and process level intrinsec
monitoring. The results have been published [238] as a paper in the pro-
ceedings of the Malware 2009 Conference, in Montreal, Canada. We have
also addressed a game theoretical model for the Tor anonymisation network,
where attacker’s and defendant’s strategies can be modeled. This work is un-
der current submission. The current work is addressing more complex game
models, based on repeated games- this work will identify the pertinent con-
ceptual approaches, the definition of strategies and the identification of the
associated equillibriums. The application domain will be twofold: netflow
based monitoring (in collaboration with Alexadre Dulanoy) and system/host
level monitoring.

Results: The major outcomes from this project included a new paradigm
for adaptive honeypots that leverage game theory and reinforcement learning
as underlying conceptual building blocks for smarter honeypots. We have
implemented and operated such honeypot and the major publications from
this project are one journal publications accepted for 2011 and another one
for [202].

Publications: 1 journal publication [19] and one peer-reviewed conference
[94].

Enterprise security for the banking and financial sector
Acronym BCEE
Reference I2R-Net-Pau-11PS2C
PI Prof. Dr. Thomas Engel
Funding BCEE
Budget 20.4Ke
Duration 2011-04-01 – 2012-03-31

Members: T. Engel, A. Zinnen

Domain(s): security for the banking and financial sector

Partner(s): BCEE

Description: Although many companies seem to approach the cloud com-
puting paradigm at a faster pace, the financial sector still remains an excep-
tion. Selling cloud computing to financial services companies seems prob-
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lematic. The sector is known for its reluctance to give up control over
operations. Additionally, this area is characterized by a high number of
laws and regulations. In Luxembourg, banks are for example constrained
by law to store data within the country. This fact contradicts the concept
of cloud computing in its current development. The biggest challenge and
key success point in the implementation of cloud computing in the financial
sector will be the assurance of safety policies.

In Luxembourg, this topic is a subject of special interest. Resource pooling
among companies with similar interests would save administrative costs. On
the basis of a cloud environment, banks could completely put their focus on
their core competence. However, an open question is what steps will be
necessary in order to achieve this goal. In any case, it will be important to
further invest in research to fulfill the seven introduced security challenges.
A pilot project in cooperation with the Interdisciplinary Centre for Security
Reliability and Trust (SnT) provides preliminary work and an analysis of a
framework to migrate financial services to cloud computing. This work is
diverse and addresses both the identification of necessary research topics and
the exploration of services that might run in the cloud. This evaluation is
based on a comparison of benefits versus risks/challenges for specific services.
A dialogue with legal and audit institutions as well as a discussion with
software providers will be a first step towards a framework for the financial
cloud in Luxembourg.

Results: So far we have evaluated the protection of state-of-the art anonymiza-
tion networks. Anonymization networks such as Tor and JAP claim to
hide the recipient and the content of communications from a local observer,
i.e., an entity that can eavesdrop the traffic between the user and the first
anonymization node. Especially users in totalitarian regimes strongly de-
pend on such networks to freely communicate. For these people, anonymity
is particularly important and an analysis of the anonymization methods
against various attacks is necessary to ensure adequate protection. We
showed that anonymity in Tor and JAP is not as strong as expected so far
and cannot resist website fingerprinting attacks under certain circumstances.
We defined features for website fingerprinting solely based on volume, time,
and direction of the traffic. As a result, the subsequent classification be-
came much easier. We applied support vector machines with the introduced
features. We were able to improve recognition results of existing works on a
given state-of-the-art dataset in Tor from 3% to 55% and in JAP from 20%
to 80%.

The datasets assume a closed-world with 775 websites only. In a next step,
we transferred our findings to a more complex and realistic open-world sce-
nario, i.e., recognition of several websites in a set of thousands of random
unknown websites. To the best of our knowledge, this work is the first suc-
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cessful attack in the open-world scenario. We achieve a surprisingly high
true positive rate of up to 73% for a false positive rate of 0.05%. Finally, we
showed preliminary results of a proof-of-concept implementation that ap-
plies camouflage as a countermeasure to hamper the fingerprinting attack.
For JAP, the detection rate decreases from 80% to 4% and for Tor it drops
from 55% to about 3%.

Publications: Two conference publications: [83], [82]

Developing a Prototype of Location Assurance Service Provider
Acronym LASP
Reference ESA Bidder Code: 52056
PI Prof. Dr. Sjouke Mauw
Funding ESA - SnT
Budget 160000e (ESA), 80000e (SnT)
Duration 2010-12-08 – 2012-12-07

Members: Sjouke Mauw, Jun Pang, Xihui Chen, Gabriele Lenzini

Domain(s): location assurance, privacy of location assurance, location
based services, GNSS network security

Partner(s): itrust Luxembourg

Description: The objective of this project is to develop a prototype to
provide a high quality level of assurance in the location information that
originates from the GNSS network, while protecting location owners from
intrusions into their privacy. We approach these objectives from five per-
spectives. Analysis: The objective is to precisely describe the requirements,
the execution and threat models, the trust relations and the assumptions
on the environment. Design: The objective is to design an architecture for
location information assurance and to develop data protection algorithms
and decision logic to find out the appropriate assurance level of the loca-
tion information. The protocols devoted to security and privacy are also
developed and integrated in a service architecture. Verification: The objec-
tive is to analyse the result of decision logic in presence of an attacker and
evaluate the quality of the output of the designed algorithms. Moreover,
based on existing formal verification approaches, a verification methodology
which considers trustworthiness of the service together with user privacy will
also be studied. Validation: The objective is to set up the LAP prototype
and perform a set of laboratorial tests in order to assess the overall perfor-
mance. The robustness and performance is optimized through parameter
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tuning. Exploitation: The objective is to define risk management principles
and prepare a strategy that should apply to assure the requirements in a
largest deployment of the solution.

Results: The work on the project started on 08/12/2010. Work packages
WP1000, WP2000, WP3100 and WP5100 have already been finished and
the corresponding documents – TN1.1, TN1.2, TN2, TN3.1 and TN5.1 have
been delivered and approved by ESA.

Publications: N/A

Combine Software Product Line and Aspect-Oriented Software
Development
Acronym SPLIT
Reference F1R-CSC-PFN-09SPLI
PI Prof. Dr. Nicolas Guelfi
Funding UL/FNR
Budget 41 000e
Duration 2009-10-01 – 2012-09-30

Members: Nicolas Guelfi, Alfredo Capozucca, Jean-Marc Jézéquel, Olivier
Barais, Benoit Baudry, Benoit Ries, Vasco Sousa

Domain(s): Software Engineering, Model Driven Engineering, Software
Product Line, Aspect Oriented Modeling, Model Composition, UML

Partner(s):

• CNRS/INRIA, University of Rennes, France

• Public Research Center Gabriel Lippmann

Description: Software engineering proposes practical solutions, founded on
scientific knowledge, to produce and maintain software with constraints on
costs, quality and deadlines. The complexity of software increases dramati-
cally with its size. A challenging trade-off for software engineering exists in
a reality where the amount of software in existence is on average multiplied
by ten every ten years, as against the economic pressure to reduce devel-
opment time and increase the rate at which modifications are made. To
face these problems, many of today’s mainstream approaches are built on
the concepts of Model-Driven Engineering (MDE), Software Product Line
(SPL) or Aspect-Oriented Software Development (AOSD) to foster software
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reuse. In an emerging MDE context, SPL and AOSD share the common ob-
jectives to reduce the cost and the risk of adapting software systems to wide
ranges of new contexts. On the one hand, SPL techniques allow the model-
ing of product variability and commonalities. A SPL development approach
strongly depend on a composition mechanism supporting product deriva-
tion from the SPL definition at any level of abstraction (analysis, design,
implementation, ...). On the other hand, AOSD proposes new techniques
to compose and weave separate concerns which can represent features, but
AOSD does not propose mechanism to manage the variability of software.
Thus, both approaches complement each other, and the combination of SPL
and AOSD paradigms provides an exciting challenge allowing the use of ef-
ficient product lines through the whole software development lifecycle. This
collaboration aims at investigating further the complementarities between
SPL and AOSD approaches in a MDE context. This should make it possi-
ble to discover entirely new ways of formally decomposing and recomposing
software systems, at a much higher level of abstraction than anything that
is available today (notion of modularity based on classes and components).
In order to do so, several main technical areas must be addressed:

• Identify the common concepts and the difference between SPL and
AOSD to combine the both approaches

• Study the special activity of horizontal model transformation in the
context of SPL and AOSD methodologies and to propose a transfor-
mation language to support them

• Provide rigorous and generic means to guaranties the consistency be-
tween models through aspect weaving and product derivation

• Build a generic AOM weaver with built-in variability mechanism to
drive runtime adaptation

The problems inherent to this research project are in the heart of the soft-
ware engineering problems such as model composition, model transforma-
tion, model evolution, model reusability, model consistency, etc.

Results:

• Analysis of tools and procedings for the development of the generic
AOM approach tool,namely analysing and testing the requirements for
integration as eclipse plug-in for tool deployment, compatability of this
compatibility requirements with the test projects already developed in
Kermeta and Drools

• Development and specification of the Aspect metamodel, composed
of Pointcut information and Advice, including specification alterna-
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tives to be tested during tool development for acersion of the best and
clearest specification approach

• Development and specification of a meta-model for internal informa-
tion exchange within the several steps of the AOM tools execution

Publications: N/A

4.2 Grants

4.2.1 AFR

Multimedia Sensor Networks
Acronym AFR Grant: PhD-09-188
Reference I2R-DIR-AFR-090000
PI Prof. Dr. Thomas Engel
Funding FNR-AFR
Budget 37Ke
Duration 2010-04-01 – 2013-03-31

Members: Thomas Engel, Radu State, Alexander Clemm, Stefan Hommes

Domain(s): anomaly detection, network security, rare event detection

Partner(s):

• P&T, Luxembourg

• CISCO, USA

Description: Security officers monitoring security cameras face problems
with boredom and subsequent inattentiveness. Critical events such as in-
trusions can be missed. While traditional surveillance systems store the
data recorded by cameras on hard disks, examining the videos after a crime
has been committed is too late. Together with P&T Luxembourg SnT de-
velops in this project techniques for automated video surveillance with IP
network cameras. The advantage: Security officers can be alerted immedi-
ately at critical moments and defensive actions can be initiated. Automated
video surveillance techniques will be designed to detect and track objects in a
scene, to recognise normal activities in a scene and to differentiate anomalous
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from normal activity patterns. Supervised and unsupervised learning using
the video data will be applied to classify scenes as normal and suspicious.
Special algorithms will be adopted or developed to detect the patterns of
objects in the image; control charts will raise an alarm when certain param-
eters are out of the normal range. Finally, the spatial-temporal behaviour
of an object in a scene will be analysed to gain more information about
an activity. Combining such analytical techniques will result in improved
intrusion detection and better support for security personnel. The project
will also address privacy issues at a high level to assure personal rights in
public space. Background of this project is that P&T Luxembourg wants
to replace its currently installed security network with IP network cameras
in its main buildings and at other sites in Luxembourg. The collaboration
with SnT guarantees the combination of an economically relevant, highly
interesting scientific question with cutting edge basic research.

Results:

• Online-detection of a scene with self-tuning of all system parameters

• Control charts for classifying a sequence of correlated images

• Development of an open-source prototyp for an automated video surveil-
lance solution

Publications: 1 peer-reviewed conference: [90].

Mashups in Clouds combined with Sematically enriched Infor-
mation Sets
Acronym N/A
Reference N/A
PI Prof. Dr. Steffen Rothkugel
Funding AFR-PHD-09-029
Budget N/A
Duration 2009-07-01 – 2013-06-30

Members: Bernd Klasen (PhD candidate), Steffen Rothkugel (supervisor)

Domain(s): mashups, cloud computing, satellite communication

Partner(s):

• SES Astra

• Universität Trier
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Description: This project implements and analyzes mashups - new ser-
vices based on seamless composition of existing ones - running and being
created inside computing clouds. The latter provides soft- and hardware as
an abstract service, which offers a high computational power that can be
accessed via specified interfaces while the internal - possibly heterogeneous -
infrastructure is hidden. This approach is supposed to overcome limitations
of existing (client/server-based) solutions, which suffer from performance
degradation. Furthermore, it will be investigated how users can be assisted
during the mashup creation process by automatic suggestions based on col-
laborative filtering approaches and ontologies. The result will be a platform
prototype that enhances possibilities for end users as well as for enterprises,
since it eases the service-creation process, thus reduces time-to-market and
will liberate a multitude of new services. Running this system on a scalable
infrastructure - a cloud - ensures availability and short response-times even
on unexpected peak loads.

Results: N/A

Publications: 2 publications in 2011: one journal [245] and one peer-
reviewed conference [264]

Trusted Location Services for Managed Community Networks
Acronym UL Telindus
Reference I2R-DIR-PAU-10TSCN
PI Prof. Dr. Thomas Engel
Funding AFR-PPP
Budget 57.4K/year
Duration 2010-04-01 – 2014-03-31

Members: T. Engel, Y. Nesius

Domain(s): Computer Science and Informatics

Partner(s): Telindus

Description: The Objective of this work will be the integration of pri-
vately owned access points into a managed wireless outdoor mesh network.
Community features like incentive schemes shall be added to the network to
allow an extension of the network in terms of coverage by reusing existing
infrastructure. The managed outdoor network supports passive localisation.
That is, the wireless mesh access points are able to locate the position of
a signal emitting device. This location is assumed as trustworthy as the
wireless infrastructure is controlled and managed by a single trustworthy
entity. This can not be assumed anymore if privately owned access points
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are added to the network, as then private people’s access points are involved
into the location determination process. They may manipulate the signalling
or just try to replace their node. The contribution of this work will be to
re-establish the trustworthiness of this localization service, while supporting
the integration of 3rd party access points. The project will build upon an
existing mesh network. Real world estimates are done to measure a private
user’s potential impact on the localization process and how this can be de-
tected, and to what extend it can be detected and potentially masqueraded,
e.g. by using information from nearby nodes or by involving other sources
for location information.

Results: N/A

Publications: N/A

Spectrum sensing- Resource re-allocation and Spectrum man-
agement strategies for satellite cognitive Radio
Acronym SaCoRad
Reference 12R-DIR-AFR-090000
PI Prof. Dr. Björn Ottersten
Funding FNR
Budget 37K/year
Duration 2011-10-15 – 2014-10-14

Members: Shree Krishna Sharma, Björn Ottersten

Domain(s): Security, Reliability and Trust in Information Technology

Partner(s): SES

Description: In this project the problem of enhancing the efficiency of
spectrum usage rather than exploring new spectrum bands for new services
has been considered. Satellite cognitive radio has been proposed as main
research domain. The problem of finding out innovative spectrum sens-
ing, resource re-allocation and resource management strategies for satellite
cognitive radio is the main research topic of this proposal. This research
work will mainly focus on investigating advanced techniques to improve the
performance of satellite users in different wireless environments as well as
increasing the resource usage efficiency in hybrid/integrated Platform.

Results: N/A

Publications: N/A



124 Projects and Grants in 2011

Sensor Fusion-Combining 3D and 2D sensor data for safety and
security application
Acronym Sensor Fusion
Reference 12R-DIR-AFR-090000
PI Prof. Dr. Björn Ottersten
Funding FNR
Budget 37K/year
Duration 2008-07-08 – 2012-07-07

Members: Frédéric Garcia, Björn Ottersten

Domain(s): Sensor fusion

Partner(s): IEE

Description: Recently, 3D-cameras based on the lime-of-flight principle
have been developed to allow capturing range images of a scene. The ben-
efit of such a 3D-camera is that it enables the robust segmentation and
localization of objects in 3D-space. Objects can be classified based on their
contour, thus independently on the light condition and the texture of the
object, which IS crucial for safety critical applications.

A general drawback of time-of-flight 3D-cameras IS, however, their low res-
olution, being approximately a factor 100 below the resolution of standard
2D-imager and limited in frame rate compared to video rate. These draw-
backs limit the field of applications for 3D-cameras. An approach to over-
come the limitations of the low resolution is to combine a 3D-camera with a
high resolution imager and to perform a fusion of the data on software level.

The core of the project will be the development and elaboration of methods
for image fusion targeting on increasing the spatial resolution of the 3D
image and at the same improve the depth precision of the range information.
The elaboration of these methods will be done based on real data acquired
by a first prototype camera to be building up using an existing 3D camera.
The project both comprises the elaboration and development of entirely
new mathematical concepts, as well as the implementation of the methods
for real-time applications. Mathematical modelling of the camera behaviour
is addressed and the development of tools for calibration

Results: Best student paper award at the IEEE7th international Sympo-
sium on Image and Signal Processing and Analysis (ISPA 2011) in Dubrovnik
(Croatia). PhD Thesis March 2012

Publications: N/A
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Implementation of Formally Well-Founded Graph Transforma-
tions onthe Resource Description Framework with Applications
to Domain-SpecificModelling Languages
Acronym RDFGraTra
Reference PDR-09-066
PI Prof. Dr. Thomas Engel
Funding FNR - AFR PostDoc
Budget 52817e
Duration 2010-01-01 – 2011-12-31

Members: Thomas Engel, Benjamin Braatz

Domain(s): Domain-Specific Modelling

Partner(s): N/A

Description: The two main aims of this project are the realisation of an
algebraic graph transformation engine for the Resource Description Frame-
work (RDF) and a case study on using this engine for managing domain-
specific models from a family of interconnected modelling languages.
RDF provides the fundamental data structures for the Semantic Web. It
allows to store distributed, machine-interpretable information in data stores
based on a graph-like abstract syntax.
Algebraic graph transformations are a formal model for rule-based mod-
ifications of graph-like structures which allow the definition of languages
by grammars, the creation of complex modification rules by composition of
smaller rules and the reasoning about dependencies and independence of
transformations and confluence and termination of sets of transformation
rules.
By implementing a graph transformation engine on RDF we obtain, on the
one hand, a modification mechanism with a rich theoretical background
which is not available up to now. On the other hand, this implementation
allows to carry out graph transformations on large data stores which is not
possible with today’s graph transformation engines.
Domain-specific modelling languages (DSMLs) are used today to facilitate
code generation from small languages tailored to the needs of specific user
groups. In contrast to that, this project focusses on families of intercon-
nected DSMLs tailored to several groups of users. In a case study such a
family shall be defined using RDF graph grammars and the evolution of
domain-specific models and the integration of models from different DSMLs
shall also be achieved by RDF graph transformation rules.
Moreover, we want to show how the knowledge about best practices w. r. t.
the aspects of the world modelled in the DSMLs can be encoded using graph
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transformation rules.

Results: Results concerning the adaptation of graph transformation theory
to RDF graphs and other relational structures have been published in [201]
and [200]. A first paper on the integration of graph transformations into the
existing landscape of the Semantic Web has been published in [199]. A case
study on the application of RDF graph transformations to DSML families
with use cases for language evolution and migration and integration of sev-
eral DSMLs has been presented at the International Conference on Software
Language Engineering and will appear in the corresponding proceedings.

Publications: N/A

Methods for Measuring and Predicting the Security; Perfor-
mance Reputation of Public Networks
Acronym SCoPeMeter
Reference 12R-NET-PAU-11MSRP
PI Prof. Dr. Thomas Engel
Funding FNR-AFR / RedDog
Budget N/A
Duration 2011-03-22 – 2015-03-21

Members: Thomas Engel, Fabian Lanze, Andriy Panchenko, Jerome Fran-
cois

Domain(s): Security, Performance, Wireless Networks, Fingerprinting, Hotspots

Partner(s):

• Interdisciplinary Centre for Security, Reliability and Trust /UL

• Red Dog Communications s.a.

Description: In recent years the usage of Internet based services shifted
from fixed workplaces to mobile environments. Wireless access points are
available almost everywhere and users tend more and more to carry out
online activities on mobile devices such as smart phones or tablets. This at-
tracts potential attackers since most users neglect the risk of eavesdropping,
data manipulation, or the possibility of an access point being controlled
by a malicious entity. Besides, the performance of hotspots can differ sig-
nificantly, making it difficult for users to chose an intermediary fulfilling
his/her particular requirements. The goal of this project is to build a secu-
rity and performance barometer system that provides long-term judgment
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of hotspots regarding their performance and security reputation. Informa-
tion will be contributed to this system by data automatically collected and
derived from a user’s mobile device application and user’s experiences. Sev-
eral research challenges arise from this. A technique for uniquely identifying
wireless devices without trusting any third party is essential to make sure
that connection is established to an authentic device. Metrics for measur-
ing performance and trustworthiness have to be defined in order to analyze
quality of service and reputation of public networks. This will be done in a
way that protects privacy of the clients reporting the values and, at the same
time, guards from malicious clients trying to subvert the system. Finally, we
will study the possibility to offer privacy-preserving location based services
using the available data. In the proposal we describe the methodology how
we plan to reach our research objectives and to develop a practically usable
security and performance barometer for public wireless networks.

Results: The major result of this project so far is a large-scale evaluation of
unique device fingerprinting based on the unavoidable physical phenomenon
called clock skew. The method is fully implemented and can be performed on
arbitrary out-of-the-box UNIX based systems. It was evaluated using more
than 350 different wireless access points. The resulting paper “Clock Skew
Based Remote Device Fingerprinting - Demystified”(F.Lanze, A.Panchenko,
B.Braatz, A.Zinnen) is currently under review for ACM Conference on Se-
curity and Privacy in Wireless and Mobile Networks (ACM WiSec ’12).

Publications: Three conference publications in 2011: [93], [92], [97]

Energy Optimization and Monitoring in Wireless Mesh Sensor
Networks
Acronym WiNSEOM
Reference I2R-DIR-AFR-090000
PI Prof. Dr. Thomas Engel
Funding FNR - AFR PhD
Budget 37Ke/Year
Duration 2010-04-08 – 2013-04-07

Members: David Fotue, Thomas Engel, Houda Labiod, Foued Melakessou,
Sunil Kumar and Prasant Mohapatra

Domain(s): Wireless Sensor Networks

Partner(s): - Telecom ParisTech, France
- University of San Diego, USA
- University of California Davis, USA
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- Ville du Luxembourg
- Service de Coordination Hotcity

Description: Air pollution is now considered as an important issue that
needs to be treated as a critical phenomenon. It belongs to a set of crucial
physical factors that drastically decrease people’s health of human beings.
In this proposal, we aim to deploy an efficient monitoring architecture ded-
icated to Air Pollution in Luxembourg based on Wireless Sensor Networks
(WSNs). WSNs have been the subject of much recent study and are a po-
tential solution for the deploymentof measurement architectures at low cost.
They allow the measurement of data and their transmission towards a cen-
tral workstation, often called the sink, in an efficient manner. Currently,
air pollution monitoring is done locally over a small area. The deployment
of a large set of sensors =nables better mapping of pollution occurrences
at a higher measurement frequency. Optimal communication in WSNs is
currently a hot research topic. For instance, during the last ten years re-
searchers have suggested many routing protocols in order to optimize data
transfer between network nodes. We propose new routing protocols and for-
warding mechanisms that increase network lifetime, through the set of route
diversity and efficient energy management schemes. A set of maximally dis-
joint paths between each sensor and the sink can partially or completely
avoid the appearance of congestion in the network. The residual energy of
sensors is also taking into account our model. Consequently, data packets
will be forwarded towards candidates that present the widestcapabilities and
have the greatest residual energy. Consequently, global traffic will be spread
along non-overlapping paths in order to increase the global WSN lifetime.
The PhD work consists of the analysis of this energy routing protocol, in the
case of a real scenario that will be deployed in Luxembourg for air pollution
analysis.

Results: After a study of the state of the art in the area of WSNs for
energy optimization, we proposed: A new Energy Conserving Routing Pro-
tocol that aims to optimize the transmission cost over a path from a source
to a defined destination in a Wireless Sensor Network. The results appears
in proceedings of the 9th IEEE/IFIP Annual Mediterranean Ad Hoc Net-
working Worshop, France, 2010. New Aggregation Techniques for Wireless
Sensor Networks h=ve been proposed, the results appears in proceddinds
of the 18th Annual Meeting of the IEEE/ACM International Symposi=m
on Modeling, Analysis and Simulation of Computer and Telecommunication
Systems(MASCOTS), USA, 2010. 3. We study the effect of Sink Location
on Aggregation based on Degree of connectivity for Wireless Sensor Net-
works. The results are under reviews at the First International Workshop
on Advanced Communication Technologies and Applications to Intelligent
transportation systems, Cognitive radios and Sensor networks(ACTIS), Ko-
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rea, 2011. 4. We proposed a new Hybrid method to assign the channel
for Wireless Sensor Networks. The results are under reviews at the 9th In-
ternational Symposiumon Modeling and Optimization in Mobile, Ad Hoc,
and Wireless Networks(WiOpt), USA, 2011. 5. Finally, we concluded all
investigations done this year by submitting a journal paper at EURASIP
Journal on Wireless Communications and Networking, in the special issue
”Localization in Mobile Wirelessand Sensor Networks.”

Publications: Four related publications [92, 93, 278, 279]

Investigation of boundary conditions for a reliable and efficient
control of energy systems formed by highly parallelized off-grid
inverters
Acronym RELGRID2009
Reference N/A
PI Prof. Dr. Juergen Sachau
Funding FNR-AFR-PhD
Budget N/A
Duration 2010-04-01 – 2013-03-31

Members: Markus Jostock

Domain(s): N/A

Partner(s):

• CREOS

• U Kaiserslautern

Description: The work aims at providing a model which will allow pre-
diction of stability for highly dynamic grids. From the control perspective,
connecting several stable components will no necessarily result in a stable
overall structure, particularly when each of the components has a highly
dynamic behaviour. To avid hazardous interdependencies of coupled dy-
namics, control specifications for the single inverter controls are sought that
guarantee reliable cooperation.

Results: N/A

Publications: N/A
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Honeypot and Malware Analysis
Acronym Honeypot and Malware Analysis
Reference I2R-DIR-PIC-09SEC
PI Prof. Dr. Thomas Engel
Funding AFR-PPP
Budget 37K/year
Duration 2011-10-15 – 2014-10-14

Members: T. Engel, S. Marchal

Domain(s): Is- Information and Communication Technologies Honeypot
malware analysis malware detection passive DNS network traffic analysis

Partner(s): CETREL

Description: This research proposal presents the development of a new
kind of honeypot. Honeypots are widely used for more than ten years now
for several purposes such as threat detection, mitigation of the impact of net-
work attacks, malware analysis, automatic generation of worms’ signature
etc. However, honeypots are often designed to particular network applica-
tions or services to offer a tailor-made threat detection and deflection. In
this proposal I exhibit potential new wider applications of honeypots lever-
aging passive DNS analysis, DNS probing and fast network traffic analysis
in order to protect a specific network from its specific threats. I highlight
several areas for active research and provide an overview on existing ap-
proaches. This project is part of a public private partnership between SnT
and CETREL S.A. and will be realized in the framework of a Ph.D. covering
a 3 year period

Results: N/A

Publications: 2 peer-reviewed conferences: [277, 276]

Logic and Communication in Normative Multi-Agent Systems
Acronym LCNMAS
Reference PDR-08-013
PI Prof. Dr. Leon van der Torre
Funding FNR-AFR-Postdoc
Budget N/A
Duration 2009-03-01 – 2011-02-28
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Members: Xavier Parent

Domain(s): Agent communication languages, Normative multi-agent sys-
tems, Deontic logic

Partner(s): N/A

Description: The project’s aim is to explore the use of deontic logic in the
context of communication protocols in multi-agent systems, and to explore
the fruitfulness of the Normative Multi-Agent System (NorMAS) approach
to the Agent Communication Language (ACL). The project is constructed
along two axes: whether the notion of commitment can be analyzed in terms
of obligation; whether conversation rules or protocols can be described as
soft rather than hard constraints.

Results:

• Axis 1: Commitment.

The focus is on the Alston notion of commitment. Traditional deontic
logic systems make strong assumptions about the speaker’s rational-
ity. His preferences over dialogue moves are required to be total and
transitive.

The first achievement is a completeness result for an axiomatization
of a logic that relaxes these assumptions [237]. This problem has been
left open for fourty years in deontic logic.

The second achievement (joint work with Prof. D. Gabbay) is a 2-
dimensional analysis of obligation. The two dimensions are used to
model the distinction traditionally made between actual and ideal obli-
gations. This gives a finer-grained analysis of commitment. What the
speaker commits to might be held to depend on context, in the sense
that it might be held to depend on whether another (primary) commit-
ment is fulfilled or violated. This paper will be published in Synthese.

• Axis 2: Conversational rules.

The first achievement is a dialogue model based on iterated belief re-
vision theory, explaining how obligations are updated as the dialogue
evolves. Compared to other approaches, the main novelty consists in
keeping open the possibility that an agent breaks the rules of the game.

The second achievement concerns the scope of the model. We extended
the approach to allow conversational interactors to detect and resolve
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conflicts among rules. (The corresponding paper received the best pa-
per award at DEON’10 [198]. The main hypothesis is that violation
and conflict detection are intimately intertwined. This motivates the
use of an umbrella formalism (input/output logic) covering both as-
pects. My joint chapter with Prof. Dr. van der Torre on input/output
logic for the Handbook of Deontic Logic laid the groundwork for this
research [241]. The chapter provides an overview of input/output logic
as a framework for reasoning about norms.

Publications: N/A

Logical Approaches for Analyzing Market Irrationality; compu-
tational aspects
Acronym LAAMIcomp
Reference I2R-DIR-AFR-090000
PI Prof. Dr. Leon van der Torre
Funding FNR-AFR
Budget 117 840e
Duration 2011-04-01 – 2013-03-31

Members: Mikoaj Podlaszewski, Leon van der Torre, Martin Caminada,
Tibor Neugebauer

Domain(s): market efficiency, finance, epistemic reasoning

Partner(s): Luxembourg School of Finance

Description: The proposed PhD project is to be carried out in close
cooperation with the recently approved LAAMI (CORE) project (Logical
Approaches for Analyzing Market Irrationality), which aims to apply the
paradigm of agent-based computational economics (Tesfatsion and Judd,
2006) to model complex reasoning processes in a market setting. Basically
we assume a market in which the main product is information and com-
plex analysis, on an issue that does not provide immediate feedback from
the objective world. We are interested in examining under which conditions
the information providers (consultants) have sufficient incentives to provide
good quality analysis to their clients. The preliminary results of a prototype
software simulator (Staab and Caminada, 2010) as well as other research
(Mathis et al, 2009) indicate that these incentives are not always strong
enough to rule out providing low quality information. If such becomes the
pervasive strategy of the consultants, there are consequences regarding the
informedness not only of individual information consumers (clients) but also
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for the system as a whole, since unfounded collective beliefs can easily lead
to various forms of market imperfections. In essence, we would like to ex-
plain these market imperfections by examining how markets can become
ill-informed. For this, we use the technique of agent-based simulation. The
specific role of the PhD student will be to focus on implementation aspects,
as well as on aspects of computability and bounded rationality of individual
agents.

Results: So far, the project has managed to define the notion of dis-
tance between argument-labelings [132], to disseminate an earlier made soft-
ware demonstrator in the area of abstract argumentation algorithms [185],
and to disseminate earlier work on Pareto optimality and manipulability of
argument-based judgement aggregation procedures [166].

Publications: [166, 185, 132]

Green Energy-Efficient Computing
Acronym Green EEC
Reference PDR-09-067
PI Prof. Dr. Pascal Bouvry
Funding FNR AFR PostDoc
Budget N/A
Duration 2010-04-01 – 2012-03-31

Members: Alexandru-Adrian Tantar

Domain(s): decentralized algorithms, global optimization, dynamic envi-
ronments with uncertainties.

Partner(s): N/A

Description: Large scale computing environments like data centers can be
functionally defined by several dynamic factors. At the same time, depend-
ing on, for example, availability constraints, nature of the energy sources
or computational load distribution, different stochastic factors need to be
considered as well. Energy-efficient computing therefore requires not only to
comply with contradictory objectives, e.g. provide full computational power
while minimizing energy consumption, but also demands anticipating the
impact of current decisions, dealing with uncertainties like low power and
emergency operation or provide fault tolerance, all in an autonomic manner.
From a multi-objective optimization perspective, there is a need to under-
stand and deal with the concepts that define a dynamic environment in the
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presence of stochastic factors and provide corresponding models.

Results: As part of the existing framework, a system is defined as a col-
lection of interacting autonomous nodes [9] described by overall and local
system load, performance and energy consumption balance, operating price,
(off) load rate, task acceptance, etc. Energy vs performance trade-off re-
quirements can be expressed as a resultant of operating costs, emergency
level or thermal readings. At node level, transitions are conducted by ex-
pert systems (decentralized approach) that dynamically control frequency
and voltage, task (off) load rate and type (communication or computation
intensive) or power states. A strategy/scenario driven anticipation model is
used to determine the outcomes and consequences of current decisions.

As a continuation of the practical study and in order to provide the required
formal support, an analysis of the nature of dynamic and stochastic factors
that are considered in optimization problems was conducted. This led to the
identification and modeling of four classes, along with different performance
measures [144, 145], as follows: (a) first order, dynamic transform of the in-
put parameters; (b) second order, evolution of the objective function(s); (c)
third order, parameter or function state time-dependency; (d) fourth order,
time-dependent environment. Also, in addition to the previous design, the
current model is defined to provide support (as part of the dynamic opti-
mization process) for priority and expected due date based local scheduling
policies, transitions between active and shutdown states or the management
of volatile environments. In parallel, a dynamic preemptive load balancing
model with stochastic execution times in heterogeneous environments was
developed [143]. This model considers different node constraints, e.g. stor-
age and computational load, while being able to deal with a series of power
states for minimizing energy consumption. Defined objectives include mem-
ory and computational load balancing, energy, number of active physical
machines and passive tasks or virtual machines. Last, a study on land-
scape approximation using generalized quadratic forms is currently being
carried for characterizing and tracking local optima, describing robustness,
confidence radius and sensitivity analysis.

Publications: N/A

Confidentiality, Integrity issues in distributed computations
Acronym CIDC
Reference N/A
PI Prof. Dr. Pascal Bouvry
Funding FNR - AFR PhD
Budget N/A
Duration 2010-01-01 – 2012-12-31
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Members: Benoit Bertholon

Domain(s): Confidentiality of execution, Integrity of execution, Cloud
Computing, IaaS, Trusted Platform Modules, Parallel and Distributed Com-
puting.

Partner(s): N/A

Description: Computing grids, as defined in [Fos97], are distributed infras-
tructures that gather thousands of computers geographically scattered and
interconnected through the Internet. A simple concept that has emerged out
of such an architecture is that of cloud computing (CC) where customers do
not own or rent any part of the infrastructure. They simply use the available
services and pay for what they use.

The CC paradigm currently arouse enthusiasm and interest from the private
sector, because it allows to reduce computing cost at a time where computing
power is primordial to reach competitiveness. Despite the initiative of several
vendors to propose CC services (Amazon, Google etc.), several research
questions remain open, especially as regards security aspect from the user
point of view. CC highlights strong needs in integrity certifications and
execution confidentiality, the latter focusing few academic interest until now.
The current policy at this level is to blindly trust the vendor providing the
CC service. This doesn’t hold for critical applications that eventually use or
generate sensitive data, especially when physical machines are distributed
in different administrative domains and shared with other users that may
be business competitors.

In the framework of the CC paradigm, the purpose of this PhD is therefore
to investigate and design novel mechanisms to cover the following domains:

- confidentiality of both application code and user data;
- integrity and fault-tolerance to provide guarantees on programs and
data, either before, during or after a run on the CC platform.

To make this study more concrete, the developed solutions must be validated
on a CC platform build on top of the University of Luxembourg’s computing
clusters and the Grid5000 platform.

By addressing those issues, this PhD opens the perspective of intellectual
patents in a key area able to address industrial needs in an emerging tech-
nology.

Results: In the preliminary work, I studied the TPM; I read the documents
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issued by the Trusted Computing Group (TCG) regarding the specification
of the TPM, as well as other papers using the TPM for different purposes.
This has been done in order to develop what has been the main contribution
of the first year: CertiCloud.

CertiCloud is a framework developed to verify the integrity of a running
Virtual Machine in a Cloud environment. The creation of this first version
is based on a network communication protocol which has been developed
and studied specifically for CertiCloud. The resulted implementation is in
python, for simplicity and fast prototyping. The CertiCloud framework
consist as well in patches to adapt the Cloud scheduler to take into account
the protocols developed. This framework has been integrated in Nimbus
by creating some small patches specifically for this platform, and can be
easily modified to use other Cloud platforms. This lead to publications in
CLOUD2011 [114] and RenPar2011 [113].

The second part of the PhD is on obfuscation techniques and how to apply
them to decrease the readability of a source code. The literature [Col97]
[Drape04] [Col02] [Naeem07] has been studied on these techniques as well
as on compiler techniques to develop a small language to be able to apply
the different transformations and to compute the existing metrics.

To study and elaborate source to source obfuscation parser softwares such
as Bison, ANTlr or bnfc as been evaluate to read and parse a small language
expressed in BNF grammar on which the transformations and metrics can
be applied. Some basics transformations as been already implemented such
as the renaming of variables, the insertion of dead code, and the insertion of
predicates as well as some basic metrics such as Halstead [Hal72] complexity
and McCabe [Cabe79] complexity. This as to be completed with the devel-
opment and implementation of other transformations as well as of different
metrics.

Publications: N/A

Reliability of Multi-Objective Optimization techniques
Acronym REMO
Reference TR-PHD BFR07-105
PI Prof. Dr. Pascal Bouvry
Funding FNR AFR PostDoc
Budget N/A
Duration 2010-10-01 – 2012-09-30

Members: Emilia Tantar
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Domain(s): evolutionary techniques, dynamic multi-objective optimiza-
tion, performance guarantee factors, particle methods, robustness.

Partner(s): N/A

Description: The real-world optimization problems, arising from disci-
plines as various as Green IT or systems biology, all have in common the
growing complexity of the problems to be optimized, due to the need of scala-
bility to larger environments or the number and type of factors needed in de-
scribing the system and these are by far the only aspects to consider. Other
difficulties coming from the sensitivity of problems to dynamical changes
occurring in the environment or the need of handling several objectives si-
multaneously should also be considered. Evolutionary algorithms, which are
a class of stochastic optimization methods, constitue one of the commonly
used alternative in finding a good approximate solution for these problems.
Nevertheless, their efficiency is mainly proved through experimentally at-
tained performances. Given the consequences of applying non-reliable solu-
tions in the safety and security of complex systems (ex. with applications
in medicine) performance guarantee factors that overpass the experimental
boundary should be considered. Therefore a framework allowing to quantify
the expected performances of the used techniques represents the main goal
of this research.

Results: The aim of this project is the study of evolutionary algorithms
that scale performances from theory to practice. The focus is set on provid-
ing performance guarantee factors for the study of multi-objective complex
systems, including factors such as dynamism, distributed behavior or the oc-
currence of stochastic factors. The first step consists in constructing a solid
framework, through the identification and design of the different classes of
problems that can occur. This has been done for the dynamic multi-objective
context, towards a classification which allowed us to identify classes that lack
a common ground for study [144, 145].

As the faced real problems have different characteristics, in order to compare
and analyze the performances of various approximation techniques, com-
mon testbeds are required. Synthetic, or randomly generated, problems are
needed in providing different fitness landscape structures or correlations be-
tween objective functions or variables over time. By understanding how dif-
ferent techniques react to modifications occurring in the problem structure,
the extent of their generality can be quantified. To this end we proposed
several variants of MNK-landscapes, in order to fill the lack of synthetic
problems for online dynamic multi-objective problems. Furthermore, we
built a new metric that tracks the set of best approximate solutions in time
[145].These results were scaled to real-life problems arising from sustainable
ICT as the load balancing of resources [143].



138 Projects and Grants in 2011

In the context of dynamic environments, we studied the stability of evo-
lutionary algorithms for which the value of the objective functions changes
dynamically subject to stochastic factors. One of the application that I used
in order to illustrate the advantages and simplicity of this generic framework
is by the convergence results that I provided in the case of distributed evo-
lutionary algorithms subject to cheating [159].

Publications: N/A

Community-based Vehicular Network for Traffic Information in
Luxembourg
Acronym LUXCommTIS
Reference PHD 2011-1/IS
PI Prof. Dr. Pascal Bouvry
Funding FNR - AFR PhD
Budget N/A
Duration 2011-09-01 – 2014-08-31

Members: Agata Grzybek

Domain(s): vehicular ad hoc networks, coperative traffic information sys-
tems, trust management, optimisation.

Partner(s): N/A

Description: The near future will see a rapid proliferation of wireless com-
munication technologies to vehicles allowing creation of wireless Vehicular
Ad Hoc Networks (VANETs). The main motivation for this research is ve-
hicular traffic efficiency in Luxembourg. The objective of this PhD project
is to propose a cooperative traffic information system based on VANETs. Its
main goal is to capture, evaluate and disseminate information about traffic
situation in Luxembourg received from vehicles connected by VANETs. The
system is envisioned as an extension of the current solutions coordinated by
centralised traffic information agency. These solutions are based on fixed in-
frastructure like cameras and infrared sensors. The information they provide
is primarily limited to highways. The VANET-based extension will allow a
real-time trip planning based on up-to-date traffic information for all types
of roads. The role of VANET-based part will be to collect traffic data, ex-
change it within the network and share it with the agency. The role of the
agency will be to collect the date from VANETs, evaluate its quality, inte-
grate and disseminate to vehicles. The use of the of vehicular-community and
trust management techniques will be used to ensure high quality of informa-
tion. The research will focus on the analysis, modeling, and implementation



4.2 Grants 139

of novel mechanisms for: (i) distributed VANET-based traffic data collec-
tion, (ii) efficient traffic data dissemination (within VANETs and between
VANETs and traffic information agency), (iii) trust and user management
techniques enabling to evaluate traffic data quality and trustworthiness of
system users. To evaluate the system, the project will also develop a gener-
ator of realistic vehicular traffic for Luxembourg.

Results: The aim of this project is to propose Traffic Information System
(TIS) using architecture based on Vehicular Ad Hoc Networks.

• Initial research requires a comprehensive literature survey in areas con-
nected with VANETs: (a) Network standards: DSCR, IEEE 801.11p,
WAVE, WiMax, LTE; (b) Routing protocols: broadcast, multicast
(topology, location based), unicast; (c ) Traffic engineering; (d) Traffic
assignment; (e) Game theory; (f) Social networks.

• The first objective is to provide a framework for VANETs simulation
which joins the latest versions of the most advanced Network Simu-
lator (NS-3) with Traffic Simulator (SUMO) in a bidirectionaly way.
The aim of the developed simulation platform is to reproduce realistic
traffic behavior in Luxembourg and then analyse and asses benefits
that can be obtained by implementation of VANETs application. The
part of the project is to extend and optimise the realistic mobility
traces generator (VehlLux).

• After developing simulation platform TIS will be proposed. Algorithm
for the evaluation of the quality of traffic information and new dissem-
ination protocol will be tested and evaluated.

Publications: N/A

Holistic autonomic Energy and thermal aware Resource Alloca-
tion in cloud computing
Acronym HERA
Reference N/A
PI Prof. Dr. Pascal Bouvry
Funding FNR - AFR PhD
Budget N/A
Duration 2011-09-15 – 2014-09-14

Members: Mateusz Guzek

Domain(s): Cloud Computing, Holistic Model, Resource Allocation, Multi-
Objective Optimization, Multi-Agent System, Energy-Aware
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Partner(s): Tri-ICT

Description: Cloud Computing (CC) is a concept that has emerged out
of the conception of heterogeneous distributed computing, grid computing,
utility computing, and autonomic computing. Based on a pay-as-you-go
model, it enables hosting pervasive applications from consumer, scientific,
and business domains. However, data centers hosting Cloud applications
consume huge amounts of energy, contributing to high operational costs and
carbon footprints to the environment. Therefore, Green Cloud computing
solutions are needed, they should not only save energy for the environment
but also reduce operational costs.

Although Green computing in Cloud data centers has brought a tremen-
dous interest, many of the current green activities represent isolated op-
timizations, focusing on processing units, memory, networking or cooling.
In order to efficiently manage Cloud data centers energy consumption, we
must tackle the problem in a holistic manner, which considers the various
resources and thermal aspects within the cloud computing as a whole. In
this context, the aim of this PhD project is to design and develop a new
holistic and autonomic energy-efficient approach to efficiently manage the
resources of a CC. The main milestones of this project are:

• creation of a novel holistic model. In order to efficiently manage data-
centers energy consumption, we must tackle the problem in a holistic
manner;

• centralized optimization of the CC processing by multi-objective light-
weight meta-heuristics using created holistic model to the least ensure
that a proper working of the CC system is established;

• proposition of a decentralized autonomic system, which will dynami-
cally optimize the CC system.

The results of the centralized and decentralized system will be benchmarked
and then compared. Final system will be tested using realistic assumptions
using the field expertise supported by Tri ICT company.

Results: During the preparatory part of the project, in the period 01/01/2011-
14/09/2011, a number of publications were produced. They investigate the
processing (CPU) and its energy aspects of resource allocation:

• ”Energy-Aware Scheduling of Parallel Applications with Multi-Objective
Evolutionary Algorithm”, EVOLVE 2011 [100],

• ”Scalable and Energy-Efficient Scheduling Techniques for Large-Scale
Systems”, SCALSOL 2011 [138],
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• ”Energy-Aware Fast Scheduling Heuristics in Heterogeneous Comput-
ing Systems”, OPTIM 2011 [139].

Their results are the input for the current stage of the project, which is
creation of holistic, multi-objective model. The period since the September
2011 until the end of the year was devoted to literature review. The project
is therefore conducted according to its schedule.

Publications: N/A

Energy-Efficient Networking in Autonomic Cloud Computing
Acronym INTERCOM
Reference N/A
PI Prof. Dr. Pascal Bouvry
Funding FNR AFR PostDoc
Budget N/A
Duration 2011-06-01 – 2013-05-31

Members: Dzmitry Kliazovich

Domain(s): Energy efficiency, Cloud Computing, Data center communica-
tions

Partner(s): N/A

Description: The proposed INTERCOM project aims to provide a holistic
energy-efficient solution to autonomous management of interconnection net-
works in a cloud computing environment. It is a part of the currently ongoing
FNR-CORE/Green-IT project funded by Fonds National de la Recherche
(FNR) Luxembourg. The INTERCOM project aims to develop novel tech-
niques and deliver efficient solutions, in the form of prototype software mod-
ules, for energy-efficient performance optimization of (a) networking com-
ponents (links, transceivers, switches, etc.), (b) data center communication
system as a whole, and (c) communication protocols. Most of current energy
efficient solutions for data centers focus solely on either computing fabric
optimization or thermal management, and only a few solutions account for
networking aspects. Therefore, providing a holistic energy-efficient solution
for a communication network, at both hardware components and system
levels of hierarchy, constitutes the main innovative point of the project.

Results: One of the main results achieved in the project is related to
the release of GreenCloud simulation platform capable of fine-grained sim-
ulation of cloud computing environments focusing on communication and
energy efficiency. The GreenCloud platform is available for download at
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http://greencloud.gforge.uni.lu/. The detailed description of GreenCloud
and its components was published in Journal of Supercomputing, special is-
sue on Green Networks [226]. Furthermore, the GreenCloud platform formed
the basis for developing energy-efficient network-aware scheduling published
in Cluster Computing, special issue on Green Networks [225]. Finally, a
survey on energy efficient techniques in cluster computing systems was pub-
lished in Cluster Computing journal [31].

Publications: N/A

Combinatorial optimization on P2P systems and computational
grids
Acronym COPSCG
Reference TR-PHD BFR07-079
PI Prof. Dr. Pascal Bouvry
Funding FNR - AFR PhD
Budget N/A
Duration 2007-09-01 – 2011-10-31

Members: Malika Mehdi

Domain(s): Combinatorial Optimization, Grid Computing, Hybrid Algo-
rithms, Permutation Problems

Partner(s): University of Lille

Description: The objectives of this PhD are the design of efficient hy-
bridization schemes combining different kinds of optimization methods (ex-
act methods and heuristics) and the design of a framework for large scale
parallel optimization on computational grids to solve large benchmarks of
permutation problems. The idea in this work is to re-use in metaheuris-
tics, the tree-based representation of search spaces, that is generally used in
exact optimization methods (like branch-and-bound) to enumerate all the
solutions of the search space, in order to define a conceptual framework for
the cooperation of optimization methods in a computational grid.

Results: A new cooperative hybrid scheme combining genetic algorithms
and the branch-and-bound (B&B) has been proposed to solve large bench-
marks of permutation-based problems. The particularity of the new scheme
lies the usage of the same representation of the search space in both algo-
rithms, a coded B&B tree, in order to enable a tight cooperation between
them. Because such method is CPU time intensive when applied to large
permutation problems, a hierarchical master/slave parallelism was used to
speed up the execution.
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A set of experiments on Q3AP benchmarks have been conducted over a
computational grid and the performances of the hybrid scheme GA-B&B
in localizing optimal solutions compared to the performances of the B&B
when used alone. The efficiency and effectiveness of the cooperation between
the two algorithms was empirically assessed. The obtained results indicate
that the proposed cooperation strategy enables the B&B to localize optimal
or near-optimal solutions more quickly in huge search spaces. In addition,
some of the obtained best solutions by the hybrid GA-B&B have been -
proved to be optimal. Indeed, unsolved benchmarks of the Q3AP up to size
15 (Had12, Nug12c, Had12b, Had14 and Nug15), were solved to optimality
using the parallel version of the hybrid algorithm, over a computational grid
(Grid-5000). This work received the best paper award in GECCO 2011
[197].

Malika Mehdi successfuly defended her PhD thesis on October 20, 2011 and
obtained the grade outstanding.

Publications: N/A

Decision-theoretic fine tuning of multi-objective co-evolutionary
algorithms
Acronym DeTeMOCGAs
Reference N/A
PI Prof. Dr. Pascal Bouvry
Funding FNR - AFR PhD
Budget N/A
Duration 2011-09-15 – 2014-09-14

Members: Sune Steinbjoern Nielsen

Domain(s):

Coevolutionary Genetic Algorithms, Multi-Objective Optimization, Deci-
sion theory, Algorithm Fine-Tuning, Systems Biology

Partner(s): LCSB

Description: Most real world problems are extremely hard and approxi-
mated approaches are used to solve them. As a solution, meta-heuristics
are nowadays used in many places from cutting steel bars, to logistics, to
portfolio management on stock exchange. But these parameter-based algo-
rithms are either using some default value or hand tuning, which might lead
to very suboptimal results. This PhD project aims at providing an analysis,
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design, and experimentation of Adaptive Multi-objective Competitive Co-
evolutionary Genetic Algorithms, a term that combines several state-of-the-
art concepts from various fields. We aim at reaching the following research
objectives:

• Design and implement a novel competitive multi-objective coevolu-
tionary genetic algorithm based on a game-theoretical model.

• Develop a decision-theoretic approach based on Markov decision pro-
cesses, game theory, and fuzzy logic, which will allow the adaptation
(offline or online) of the local operators and parameters of the devel-
oped algorithm, so as to optimize its performance in practical prob-
lems.

• Carry out a detailed analysis of the special case of adaptive multi-
objective competitive evolutionary algorithms, which - to the best of
our knowledge - has not been addressed so far in the literature.

• Validate experimentally the new algorithms on cutting-edge problems
from Systems Biology, in collaboration with the Luxembourg Centre
for Systems Biomedicine (LCSB), providing new tools for the analysis
of biochemical (gene/protein) interaction networks.

In addition to the novelty of using decision theory and machine learning
to help steering/controlling game-theoretic models for global optimization
and the uniqueness of its meta-model representation, this PhD project will
also provide a scientific bridge between the Luxembourg Centre of System
Biomedicine (LCSB) and the Computer Science and Communications re-
search unit (CSC).

Results: Below is a list that enumerates the results obtained until now:

• Literature study in competitive, cooperative, parallel, co-evolutionary
and multi-objective algorithms in different optimization scenarios

• Literature study in reinforcement learning, adaptive, game-theory, swarm
intelligence, probability collectives and agent based optimization ap-
proaches

• Improved a state-of-the-art cooperative co-evolutionary multi-objective
evolutionary algorithm [7] by an alternative asynchronous implemen-
tation in the jMetal(java) framework. The modification implemented
produced an additional speedup of 1,4 times on average and up to 1,9
times in best test cases (article submitted to Congress on Evolutionary
Computation - CEC 2012)
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Publications: N/A

Robust Scheduling on Desktop Grids
Acronym RSDG
Reference PDR-08-010
PI Prof. Dr. Pascal Bouvry
Funding FNR - AFR Postdoc
Budget N/A
Duration 2009-09-01 – 2011-08-31

Members: Johnatan E. Pecero Sanchez

Domain(s): Computer Science, Grid Computing, Information Science, Schedul-
ing, Optimization

Partner(s): N/A

Description: New distributed computing platforms (grids) are based on in-
terconnections of a large number of processing elements. A most important
issue for their effective utilization is the optimal use of resources through
proper task scheduling. It consists of allocating the tasks of a parallel pro-
gram to processors on the platform and to determine at what time the tasks
will start their execution. As data may be subject to uncertainties or distur-
bances, it is practically impossible to precisely predict the input parameters
of the task scheduling problem. The effects of uncertainties and/or distur-
bances on the data may impact systems efficiency, eventually leading either
to infeasible situation, or to the generation of opportunities that improve its
performance. Therefore, the problem is how to find a good schedule in such
context. Thus it is essential to develop new mechanisms for controlling and
if necessary adjusting the algorithm to guarantee reasonable performances.

Results: The aim of this project is to study robust scheduling issues on grid
computing systems. We concentrate on desktop grids. The objective is to
design robust static scheduling algorithms that can behave well in presence of
uncertainties or that are able to adapt their strategy due to bad estimations
of parameters. The final goal is to contribute to the global efficiency of the
computations on Desktop Grids despite node heterogeneity, volatility and
security mechanisms.

At the same time, we are investigating energy-efficiency issues on large-scale
distributed systems. Energy-efficiency is a major concern in most of these
systems (e.g. Cloud, grids) since energy optimization brings various benefits,
such as reducing monetary operating cost, increasing system reliability and
reducing environmental impact. In this context, we investigated resource



146 Projects and Grants in 2011

allocation and scheduling problems with energy considerations. We have
designed energy conscious scheduling algorithms and green policies based
on multi-objective constraints and dealing with scalability issues. We sum-
marize the results in the following:

We have considered a computing system based on multi-core machines, a
review on task performance prediction on these systems has been done in
[147]. We have evaluated energy efficiency on millicomputing architecture.
Millicomputing suggests to introduce low-power components (taken from the
mobile industry) into the data centers. The low-power components operate
in the milliwatt range, hence the name [149]. A review of different dynamic
power management technique has been done in [31]. Energy efficient Multi-
objective models and scheduling based on evolutionary algorithms [100].
Energy conscious scheduling with dynamic power management based on
DVS and GRASP algorithm [136], and an extension of this work considering
slack reclamation [196]. We have designed low complexity green scheduling
heuristics that exploit the heterogeneity of computing resources [139]. These
heuristics were evaluated to take into account scalability issues of the system
[138]. We have investigated a hierarchical scheduling algorithm for GRID
computing systems in [8].

Publications: N/A

Efficient data transfer in vehicle2vehicle wireless communica-
tion networks, using distributed algorithms based on collective
intelligence such as ant colonies.
Acronym WiCaN
Reference PDR-09-042
PI Prof. Dr. Pascal Bouvry
Funding FNR - AFR PostDoc
Budget N/A
Duration 2009-10-15 – 2011-10-14

Members: Yoann Pigné

Domain(s): VANET, Distributed Computing, Routing Algorithms, Col-
lective Intelligence Ant-Based Algorithms, Multiobjective Optimization.

Partner(s): N/A

Description: Nowadays, safety efforts are more and more put into commu-
nications to prevent accidents rather than into safety devices and equipments
(airbags, seat belts) to reduce the seriousness of accidents. New technology
trends give us wireless possibilities for mobile networking. These technolo-
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gies can help in designing communication and warning systems needed with
the help of vehicle-to-vehicle (V2V) communication. If we consider the com-
munication network as a dynamic graph, routing in such a network can be
reduced to finding and maintaining shortest paths in this graph, using only
local information. We already successfully proposed a multiobjective algo-
rithm based on ant colonies to find and maintain routes in a MANET. The
proposal here is to apply this previous work to the special constraints of
V2V networks and propose efficient data transmission algorithms with the
help of artificial ants. Those methods will be tested and validated in realistic
simulations, against other state of the art methods.

Results: In the main purpose of producing realistic vehicular simulations,
an integration of state of the art network simulator and vehicular traffic
simulator has been investigated. The result of this work is a simulation
platform dedicated to the communication between vehicles and infrastruc-
tures and also between vehicles themselves. Both simulators are coupled
so that the mobility of vehicles in the traffic simulator is injected in the
mobility model of the network simulator. Inversely, any simulated network
application in the network simulator can influence the traffic simulation and,
for instance, reroute simulated vehicles.

Following the same realistic simulation guidelines, a new vehicular mobility
model has been proposed, VehILux. It is based on real traffic counting data
from the Administration des Ponts et Chaussées of Luxembourg. VehILux
models vehicles commuting around the city of Luxembourg and is coupled
with the microscopic road traffic simulator SUMO to produce realistic ve-
hicular traces. This work is freely available at http://vehilux.gforge.uni.lu/
and has been published in [60].

A deeper study of the parameters effect of VehILux has been conducted
using sensitivity analysis (SA) and published in [115]. The SA method
permitted to quantitatively study the influence and interdependencies of
VehILux parameters. The analysis revealed several properties in the set
of parameters. Some parameters were identified as irrelevant to the output
while some have stronger impact than expected. This analysis was proposed
as a preliminary step to the mobility model optimization, as it permitted to
significantly reduce the parameters search space.

Publications: N/A
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Energy-Performance Optimization of the Cloud
Acronym EPOC
Reference AFR MARP C09/IS/05
PI Prof. Dr. Pascal Bouvry
Funding FNR - AFR PhD
Budget 108125.58 e
Duration 2010-09-01 – 2013-08-31

Members: Frederic Pinel

Domain(s): energy-efficiency, cloud computing, optimisation

Partner(s): NDSU, USA

Description: This MARP PhD project, as part of the overall FNR CORE
project Green-IT, will contribute to the solution of the energy efficiency in
the following ways:

• Model the computing clouds, so that new methods can be designed
to tackle the challenge. This involves mathematical analysis of the
various parts of the cloud.

• Based on the models defined previously, design new algorithms (for
example, from the fields of meta-heuristics and game theory) to energy-
efficiently allocate resources of the cloud to client requests.

• Design methods for autonomic management of the cloud. Distributed
agents will cooperate to allow the cloud to self-recover from any inci-
dent.

• Validate the implemented algorithms on large scale, real-world infras-
tructures. Both Grid 5000 and North Dakota State Data Centers are
available for this step.

In addition to the theoretical contributions, this project will develop real
software solutions.

Results: In 2011, different aspects of the projects were investigated. First,
scheduling algorithms for energy efficient operation of clusters and grids were
designed [136, 8, 147, 31]. Second, a new alternative approach to Green
Computing was identified: millicomputing, and its study began this year.
Millicomputing suggests to introduce low-power components (taken from the
mobile industry) into the data centers. The low-power components operate
in the milliwatt range, hence the name. Two papers [148, 149] were published
in that direction. They casted the scheduling problem in the context of
millicomputing. Finally, a sensitivity analysis method was applied to the
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analysis of scheduling algorithms (heuristics and metaheuristics), which lead
to performance improvement [150].

This year, heterogeneous platforms were also studied, especially GPUs. A
journal paper was submitted, and I was a panelist on the topic of energy-
efficiency and GPU (panel took place at the HPCS 2011 conference, Istanbul,
Turkey, 2011).

Publications: N/A

Risk Prediction Framework for Interdependent Systems using
Graph Theory
Acronym TIGRIS
Reference PHD-09-103
PI Prof. Dr. Pascal Bouvry
Funding FNR - AFR PhD
Budget N/A
Duration 2009-10-15 – 2012-10-14

Members: Thomas Schaberreiter

Domain(s): critical infrastructures, security modelling, graph modelling

Partner(s): N/A

Description: Critical infrastructure protection is an up-to-date topic. Crit-
ical infrastructure is usually composed of interdependent systems that rely
on each other in order to function correctly or provide adequate security.
The interdependencies of the systems are usually quite complex to under-
stand and therefore modelling of the infrastructure and its interdependencies
can be helpful in determining the security requirements. During this work
a model of interdependent systems based on graph theory will be proposed
that aims to model the security attributes of interdependent systems. Ade-
quate ways to model the security properties of infrastructure as well as of the
interdependencies will have to be found in order to achieve a close-to-reality
model. Furthermore, machine learning tools will have to be developed in
order to process the graph and allow real-time simulations.

Results:

• A method for critical infrastructure dependency analysis for critical
infrastructure security modelling was investigated and published at
CRITIS2011 conference (”Risk assessment in critical infrastructure se-
curity modelling based on dependency analysis (short paper)”, [230]).
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• For the IST-Africa conference, a publication about the critical infras-
tructure security modelling approach and RESCI-MONITOR, a crit-
ical infrastructure service risk monitoring tool, were described and
presented (”Critical Infrastructure Security Modelling and RESCI-
MONITOR: A Risk Based Critical Infrastructure Model”, [228]).

• A trust-based method to evaluate the impact of a dependent critical in-
frastructure service to a critical infrastructure service was investigated
and published CRISIS2011 conference (”Trust based interdependency
weighting for on-line risk monitoring in interdependent critical infras-
tructures”, [227]).

• A set of assurance indicators that can evaluate correctness of calculated
critical infrastructure service risk was investigated and published at
CRITIS2011 conference (”Assurance and trust indicators to evaluate
accuracy of on-line risk in critical infrastructures”, [229]).

Publications: N/A

Satellite Payload Reconfiguration Optimization
Acronym SaPRO
Reference N/A
PI Prof. Dr. Pascal Bouvry
Funding FNR - AFR PhD
Budget N/A
Duration 2010-11-15 – 2013-11-14

Members: Apostolos Stathakis

Domain(s): Satellite Payload Reconfiguration, Exact algorithms, Combi-
natorial Optimization.

Partner(s): SES

Description: With an expected lifetime of 15 years or even more, commu-
nication satellites’ payload design requires flexibility to answer changing ser-
vice requirements or hardware failures during that period. Communication
satellites’ payload are composed of a number of amplifiers and a number of
channel filters. Switch matrices are used to change the connectivity between
these elements in case one amplifier fails or in case another channel needs
to be associated with the amplifier to answer new operational constraints or
customer requests. The growing size and complexity of the switch matrices
on modern communication satellites can lead to large number of possibili-
ties with complex routings. As a result, the manual management of payload
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by engineers has been difficult, time consuming and error prone. Satellite
payloads reconfiguration problem is a multi-objective one, that comprises
objectives like: number of required switch changes, different path losses,
time to customers or threat to the onboard equipment, failed or unreliable
switches, difficulty in restoring service for any single amplifier failure. This
work aims at addressing those issues with contributions in satellite payload
architecture modelling and multi-objective optimization exact and heuristic
approaches.

Results: A state of the art analysis has been investigated that showed
that the payload reconfiguration problem has not been tackled on the level
of payload switch matrices configuration. However, the problem could be
addressed as a variant of the area of network optimization problems.

For the modeling aspect (WP1), an integer linear programming (ILP) math-
ematical model has been developed and validated with interaction by pay-
load engineers. The model describes all the required constraints and allows
flexibility on the objectives to use, like the number of switch changes, the
number of switch crossings, the path losses and the channel interruptions.
The model can be applied on different satellite payload systems for different
types of switches and payload components and has been tested on one of
the upcoming SES satellites. In addition, a procedure that will allow the
interaction between the computerized schematics used by engineers, and the
optimization solver has been developed. An investigation of the computa-
tional time that has been performed for different problem sizes and problem
versions showed the influence of the size of the switch matrix and the type of
switches but mainly of the chosen set of channels to connect on the required
time.

At the level of multi-objective optimization algorithms (WP2), an investi-
gation of existing state of the art exact algorithms for the solution of the
optimization problem has been performed.

Publications: N/A

Security Logics
Acronym LOSEC
Reference F1R-CSC-LAB-05ILIA
PI Prof. Dr. Leon van der Torre
Funding FNR-AFR
Budget N/A
Duration 2009-09-01 – 2012-09-01
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Members: Valerio Genovese

Domain(s): Authorization, Access Control, Modal Logic

Partner(s): N/A

Description: Access Control, Authorization and Authentication are main-
stream topics in computer science security that can be grouped under the
notion of ”trust management”. In an increasingly interconnected world secu-
rity policies are evolving from a static disconnected environment to a highly
dynamic and distributed one (e.g. Internet, Social Networks).

The main aim of this project, is to create a formal and expressive logic
through which computers can reason to grant access to external entities
and users can model and specify, in a clear and explicit way, what are the
policies which govern their systems. The new logic we plan to develop deeply
extends and enrich existing approaches appeared in the literature. We also
plan to create a calculus for this logic in order to define an efficient algorithm
to automatize the reasoning process for large scale applications. From the
modelling point of view, we aim to define a model checking methodology to
assist ICT security officers in crafting secure and stable systems.

Results:

• Seq-ACL+ (software)

• ACL-Lean (software)

• delegation2spass (software)

• macl2spass (software)

• secommunity (software) available at http://www.di.unito.it/~genovese/
tools/secommunity/secommunity.html

Publications:

• S. Barker, G. Boella, D. M. Gabbay and V. Genovese. ”Reasoning
about Delegation and Revocation Schemes in Answer Set Program-
ming” Journal of Logic and Computation (to appear), 2012

• Steve Barker and Valerio Genovese ”Socially Constructed Trust for
Distributed Authorization” 16th European Symposium on Research in
Computer Security - ESORICS 2011

• Valerio Genovese and Deepak Garg ”New Modalities for Access Con-
trol Logics: Permission, Control and Ratification” 7th International
Workshop on Security and Trust Management - STM 2011

http://www.di.unito.it/~genovese/tools/secommunity/secommunity.html
http://www.di.unito.it/~genovese/tools/secommunity/secommunity.html
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• G. Aucher, S. Barker, G. Boella, V. Genovese and L. van der Torre ”Dy-
namics in Delegation and Revocation Schemes: A Logical Approach”
25th IFIP WG 11.3 Conference on Data and Applications Security and
Privacy - DBSEC 2011

• V. Genovese, L. Giordano, V. Gliozzi and G. L. Pozzato ”A Condi-
tional Constructive Logic for Access Control and its Sequent Calculus”
20th International Conference on Automated Reasoning with Analytic
Tableaux and Related Methods - TABLEAUX 2011

• S. Barker and V. Genovese ”Secommunity: a Framework for Dis-
tributed Access Control” 11th International Conference on Logic Pro-
gramming and Nonmonotonic Reasoning - LPNMR 2011

Programming Cognitive Robots
Acronym ProCRob
Reference F1R-CSC-LAB-05ILIA
PI Prof. Dr. Leon van der Torre
Funding FNR-AFR
Budget N/A
Duration 2011-05-20 – 2014-05-20

Members: Pouyan Ziafati

Domain(s): Agent Programming Languages, Robotics

Partner(s): Mehdi Dastani, Utrecht University

Description: The aim of the project is to extend existing agent program-
ming languages with neccessary components for programming real robots.

Results: N/A

Publications: N/A
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A Computational Framework for Apprehending Evolving Mal-
ware and Malware Engineers
Acronym ANTI-MALWARE
Reference N/A
PI Dr. Simon Kramer
Funding FNR–AFR Post Doc
Budget 103 236 e
Duration 2011-01-01 – 2012-12-31

Members: Simon Kramer, Sjouke Mauw

Domain(s): applied modal logic, malware

Partner(s): N/A

Description: Simon Kramer carries out an AFR-FNR project that will
deliver a computational framework for apprehending evolving malware and
malware engineers. In recent years, the problem of malware (so-called ma-
licious soft- and hardware and even entire computer networks) has become
a security-critical issue of national and even international importance with
the typical accompanying phenomenon, which is the one of an arms race.
The proposed framework will address the multiple dimensions of the mal-
ware problem in a unified way. These dimensions are of spatial, temporal,
economic, legal, and psychological nature. The proposed framework will
empower the multiple stake holders of computer systems, which are their
designers and users, the detectives and judges of malware engineers, and the
national policy makers with computer assistance in their respective tasks.
These tasks are the design of correct computer systems, the safe use of com-
puter systems, the catching and conviction of malware engineers, and the
taking of informed decisions and effective counter-measures against these
recent perpetrators of societal security.

Results: Interactive provability [216] has turned out to be the key concept
in this project, for which the perhaps most elegant solution consists in a
definition of malware [215] (being refined), and an obligation for remote code
to prove that it is not malware, which induces trust in a formal sense [214].
Both [216] (revised in 2011) and [214] are journal submissions currently
under review.

Publications: N/A
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A Formal Approach to Enforced Privacy: Modelling, Analysis
and Applications
Acronym EPRIV-MAA
Reference PHD-09-027
PI Prof. Dr. Sjouke Mauw
Funding FNR–AFR
Budget 105222e
Duration 2009-12-01 – 2012-11-30

Members: Sjouke Mauw, Jun Pang, Hugo Jonker, Naipeng Dong

Domain(s): formal methods, verification, model checking, security, privacy,
e-services

Partner(s): ENS Cachan, Paris, France

Description: The project is part of a peer–reviewed UL research project
EPRIV — ‘A Formal Approach to Enforced Privacy in e-Services’. The
overall goal of this project is to develop a domain–independent formal frame-
work to express the proposed concept of enforced privacy. We extend the
notion of enforced privacy outside the domain of voting. Our formalization
will take into account coalition–forming and defensive options. Moreover,
within this framework, algorithms to verify these requirements will be de-
veloped to facilitate verification with tool support. This generic goal is
composed of the following sub-goals:

• Lifting the notion of enforced privacy to other e-service domains such
as online auctions, anonymous communications, and healthcare; and
formalizing the resulting notions;

• Establishing per-domain formal notions to verify enforced privacy;

• Capturing these notions in a domain-independent formal framework;

• Investigating enhancements to the formal framework to verify privacy.

Results:

• A paper ‘Challenges in eHealth: from enabling to enforcing privacy’
[211] was accepted at the ‘Proc. 1st Symposium on Foundations of
Health Information and Systems – FHIES’11’:

Privacy has been recognised as a fundamental requirement for elec-
tronic healthcare (eHealth) systems. Various proposals to achieve pri-
vacy have been put forth in literature, most of which approach patient
privacy as either an access control or authentication problem. In this
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paper, we investigate privacy in eHealth as a communication problem,
since typical eHealth systems in future will be highly distributed and
require interoperability of many subsystems. In addition, we research
privacy needs for others than patients. In our study, we have identified
two key privacy challenges in eHealth: enforced privacy and enforced
privacy in the present of others. We propose to use formal techniques
to understand and define these new privacy notions in a precise and
unambiguous manner, and to build an efficient verification framework
to ensure privacy properties for eHealth systems.

• An extended abstract ‘A Foul Adversary: Bribery, Extortion and
Blackmail (extended abstract)’ was peer reviewed and accepted. The
idea was presented at workshop Security & Intelligent Information
Systems (S&IIS2011), 14th, June, 2011, Warsaw, Poland

To analyze security protocols, we need to know the power of the ad-
versary. Usually, it is assumed that the adversary has full control of
the Internet. The adversary can also apply cryptographic functions,
and even reason about all the information he accumulates in this way.
Still, we believe there are adversaries that have even more power. The
adversary can apply foul play, in particular, the foul adversary may
bribe or extort participants. He can gain knowledge of their secret
information, with a wallet, a gun or a compromising document in his
hand. We propose to strengthen the adversary to a foul adversary,
and keeping the security properties simple.

Publications: N/A

Games for Modelling and Analysis of Security
Acronym GMASec
Reference FNR–AFR PHD-09-082
PI Prof. Dr. Sjouke Mauw
Funding FNR–AFR
Budget 105223,44e
Duration 2009-11-01 – 2012-10-31

Members: Sjouke Mauw, Matthijs Melissen, Wojciech Jamroga, Leon van
der Torre

Domain(s): formal methods, game theory, security, imperfect information
games, verification, model checking

Partner(s):
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• Université Libre de Bruxelles, Belgium

• Colorado State University, USA

• GAMES Network

Description: Game theory models the strategic interaction among vari-
ous agents, assuming each of the agents strives to increase his own pay-off.
Such an interaction frequently occurs in security problems. Examples are
the interaction between the attacker of a system and its defender, or the in-
teraction between two possibly dishonest participants in a security protocol.
Therefore game theory is a particularly relevant tool in the field of security.

The GMASec project is executed in the context of the S–GAMES project,
and is a joint project of the SaToSS group, headed by Prof. Sjouke Mauw,
and the ICR group headed by Prof. Leon van der Torre.

Results: The AFR project Games for Modelling and Analysis of Security
(GMASec) is proceeding well. In the past 12 months, two research papers
have been accepted, in addition to the paper that had been accepted before.
Each of the three papers relates to one of the three different work pack-
age (Games, Attack-defense analysis and Security Protocols). Moreover,
we continued collaboration with Jean-François Raskin (Université Libre de
Bruxelles), and set up new collaborations with Henning Schnoor (Univer-
sity of Kiel) and Steve Kremer (INRIA Nancy). In the next year, the P.hD.
candidate will focus on Work Package 3 (Security protocols).

Publications: N/A

Cryptanalysis of Hash Functions
Acronym CRHF
Reference TR-PHD-BFR07-031
PI Prof. Dr. Alex Biryukov
Funding FNR-AFR PhD
Budget 109Ke
Duration 2007-05-01 – 2011-02-28

Members: Ivica Nikolic

Domain(s): Cryptography

Partner(s): N/A

Description: The goal of this project is to study design and cryptanalysis
of cryptographic hash functions. Cryptographic hash functions are cen-
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tral primitives used as building blocks in most of security protocols. They
provide data integrity (both in storage and in transit), are used in digital
signatures, user identification (e.g. remote access), and are closely related
to MACs (message authentication codes).

Results: N/A

Publications: The following papers have been published:

• “Rotational Cryptanalysis of ARX ” (FSE 2010) [195]

• “Automatic Search for Related-Key Differential Characteristics in Byte-
Oriented Block Ciphers: Application to AES, Camellia, Khazad and
Others ” (EUROCRYPT 2010) [194]

• “Rotational Rebound Attacks on Reduced Skein” (ASIACRYPT 2010)
[193]

Security Analysis Through Attack–Defense Trees
Acronym SADT
Reference PHD-09-167
PI Prof. Dr. Sjouke Mauw
Funding FNR-AFR PhD
Budget 106476e
Duration 2010-01-01 – 2012-12-31

Members: Sjouke Mauw, Patrick Schweitzer, Barbara Kordy, Saša Radomirović

Domain(s): security, formal methods, attack trees, defense trees, attack-
defense trees, security assessment

Partner(s):

• Telindus, Luxembourg

• Sintef, Norway

• TXT e-solutions, Italy

• Cybernetica, Estonia

• EDF, France

Description: The project Security Analysis Through Attack–Defense Trees
(SADT) is part of the ATREES project. It aims to extend and unify at-
tack trees, introduced by Bruce Schneier in 1999. The extension of attack
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trees will be achieved by adding defensive measures to attack trees to create
Attack–Defense Trees (ADTrees). This will allow security analysts to in-
clude countermeasures into their analysis. The unification will be achieved
by developing one coherent formal framework for ADTrees. This unification
will facilitate the development of a software tool. This tool will encompass
most existing attack tree approaches using only a single formalism.

More concretely, we will define a unified language for ADTrees, introduce
several semantics arising from different mathematical disciplines and already
existing attack tree approaches, and create a software tool that supports
the work of security analysts. With the help of case studies provided by
the several industry partners, different use cases will be examined. This will
allow us to tailor and refine the language and semantics. It will also help us
to improve the usability of the software tool.

The SADT project is a joint research project of the Interdisciplinary Centre
for Security Reliability and Trust (SnT) and SaToSS.

Results:

• One publication [80] presented at FAST’10 describing the ADTree lan-
guage as well as several semantics and attributes.

• One joint publication with the S–GAMES project [252], presented at
GameSec’10, describing the relation between a subclass of games and
ADTrees using a specific semantics and attribute.

• Corporation with Marc Pouly (SnT) to research the relation between
ADTrees and knowledge compilation.

• Three case studies using ADTrees.

Publications: So far, the project resulted in following 3 publications: [80,
252, 255]

Secure and Private Location Proofs: Architecture and Design
for Location-Based Services
Acronym SECLOC
Reference 794361
PI Prof. Dr. Sjouke Mauw
Funding FNR-AFR PhD
Budget 109137e
Duration 2010-08-01 – 2013-07-31
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Members: Sjouke Mauw, Xihui Chen, Jun Pang, Gabriele Lenzini

Domain(s): security and privacy, location based services, location proofs,
formal verification, trustworthy services, security protocols

Partner(s): itrust Consulting Luxembourg

Description: Location-based services are rapidly growing, as mobile net-
works become increasingly pervasive and the use of mobile devices is getting
more popular. Location-based applications make use of the physical loca-
tion of the mobile device to provide services that are customized to that
location. To be effective, location-based services need trustworthy (secure
and private) positioning data: this depends upon the technology, the com-
ponents and the communication protocols employed for service composition
and provision. For this reason, researcher effort has been devoted to ad-
dressing the problem of how to certify a physical location and of how to
ensure that location information is secure, e.g., in term of data integrity,
non-transferability, unforgeability, and non-repudiation. Meanwhile, users
have their privacy concerns about how their location proofs are used: e.g.,
they want to control when and to whom they need to present such proofs
(anonymity), or they do not want a service provider to trace them.

Both security and privacy are essential in the development of location proofs
for location-based services. While in the literature most researchers only
consider security or privacy in isolation, we will address the problem of
how to securely provide a user’s location while adhering to the need-to-
know principle for all other involved parties, thereby satisfying also privacy
requirements of the users.

We approach this challenge by analyzing the concepts and requirements for
security and privacy in a location proof management system. We aim at an
architecture addressing both security and privacy requirements. We will de-
sign security/cryptographic protocols which can be used as building blocks
in implementing such architecture for a concrete application domain. The
correctness of the developed protocols is guaranteed through formal verifi-
cation. At last, an experimental system based on the proposed architecture
and protocols will be built to validate our solutions w.r.t. the security and
privacy requirements identified.

Results:

We analysed privacy risks in electronic toll pricing systems and proposed a
new system based on group signature schemes. The results are summarized
in paper ‘A group signature based electronic toll pricing systems’, which is
submitted to ISPEC 2012.

We proposed metrics to measure users’ query privacy in location-based ser-
vices based on information theory. The results are summarized in paper
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‘Measuring query privacy in location-based services’ which has been accepted
in CODASPY 2012.

Publications: N/A

Analysis of the SHA-3 Remaining Candidates
Acronym SHARC
Reference F1R-CSC-AFR-080000
PI Prof. Dr. Alex Biryukov
Funding FNR-AFR Postdoc
Budget 102,620e
Duration 2010-10-15 – 2012-10-14

Members: Gaëtan Leurent

Domain(s): Cryptography, Secret Key, Hash Functions, Cryptanalysis,
SHA-3

Partner(s): N/A

Description: This project is about the analysis of hash functions, and
will be closely related to the SHA-3 competition currently run by NIST.
In cryptography, a hash function is a public function with no structural
properties. It is an essential primitive in modern cryptography, used in
many protocols and standards, including signatures schemes, authentication
codes, and key derivation.

Following devastating attacks against many widely used hash functions (in-
cluding MD4, MD5 and SHA-1), NIST organized the SHA-3 competition to
select and standardize a new hash function. This competition is similar to
the AES competition held in 1998-2000, and attracts worldwide attention,
with a large effort underway to assess the security of the candidates. During
this project, we will study the application of known cryptanalysis techniques
to the new designs submitted for the SHA-3 competition, and try to develop
new dedicated techniques tailored to some of the SHA-3 candidates.

Results: The paper “Practical Partial-Collisions on the Compression Func-
tion of BMW” is accepted for presentation at the 18th IACR Workshop on
Fast Software Encryption (FSE 2011).

Publications: N/A
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Security Protocols in Identity Management
Acronym SPIM
Reference BFR07-103, TR-PHD BFR07-103, EXT-BFR07-

103
PI Prof. Dr. Sjouke Mauw
Funding BFR, FNR-AFR
Budget 18000e+ 70984e+ 36379e
Duration 2007-10-01 – 2011-11-30

Members: Sjouke Mauw, Ton van Deursen, Saša Radomirović

Domain(s): security protocols, RFID, formal verification, security proper-
ties

Partner(s): N/A

Description: Nowadays, our identity is represented by an ever growing
pile of paper and plastic documents such as passports, social security cards,
bank cards, store loyalty cards, and company employee badges. Each of
these items is backed by an entry in an electronic database. With increas-
ing frequency we are also being represented by so-called virtual identities,
for instance when purchasing items in online stores, visiting social network-
ing websites, or simply accepting a website’s “cookies”. We can create and
abandon these virtual identities at will and even share them with others.
Identity management is the assignment, verification, and revocation of the
privileges, rights, and duties of electronic and virtual identities. The increase
in electronic and virtual identities over the years has been dramatic. As a
consequence, today, identity management is recognized as an important and
expensive business problem. The number of electronic and virtual identities
per individual, however, will grow even larger, due to the continuing effort to
connect and network every aspect of our lives. The advancement of a tech-
nology promotes new possibilities, new applications, but also new threats.
For example, the imminent pervasiveness of Radio-frequency identification
(RFID) systems will make it possible to cheaply collect and cross-reference
a vast amount of data in order to infer sensitive personal information. It is
clear that the communication between RFID tags and RFID readers needs to
be secure. The primary objective of the proposed work is the design and ver-
ification of secure communication protocols related to identity management
and with a view towards emerging technologies such as RFID. We intend to
achieve this objective by developing advanced formal verification methods
and implementing an automatic tool. This development requires a funda-
mental study of non-standard security properties, such as non-traceability
and no-theft-of-service, and an extension of a formal model for modelling of
physical tokens.
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Results:

• A paper entitled “mCarve: Carving attributed dump sets” [64] has
been written and published in the USENIX Security Symposium. The
paper describes a generic carving approach in a setting in which simi-
larly structured memory dumps can be obtained. The algorithms have
been implemented in a tool called mCarve.

• A paper entitled “Insider attacks and privacy of RFID protocols” [212]
has been presented at EuroPKI. The paper describes a number of
untraceability attacks on RFID protocols and defines a new class of
attackers in RFID privacy.

• A paper entitled “50 ways to break RFID privacy” [163] has been pub-
lished in the proceedings of the PrimeLife 2010 summer school. The
paper defines a layered RFID communication model and describes pri-
vacy implications at each of these levels.

• The project has been finalized with the successfull Ph.D. defense of
Ton van Deursen. The defense was held on 27 September 2011.

Publications: The project resulted in the following publications in 2011:
[64], [163], [212] and the Ph.D. thesis [213]

Selected Problems in Executable Modeling
Acronym SPEM
Reference PHD-09-084
PI Prof. Dr. Pierre Kelsen
Funding FNR-AFR PhD
Budget N/A
Duration 2009-11-15 – 2012-11-15

Members: Moussa Amrani and Nuno Amalio

Domain(s): Model-Driven Engineering, Domain-Specific Modeling Lan-
guages, Structural and Behavioural Specification, Structural and Behavioral
Semantics, Executability

Partner(s): N/A

Description: Model-Driven Engineering considers models as first-class en-
tity in the development process. In this way, developers deal only with
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models, which are used at the required level of abstraction for each task
they need to perform to finally generate actual code on a given platform.

Transformations can also be modeled. Transformations are the Model-
Driven Engineering tool that allow one to make models change, evolve to fi-
nally compute something. Transformation Languages can be classified in two
trends: object-oriented languages and rule-based languages. Each of them
present some strengths, but comes with some complications when dealing
with huge models and / or huge transformations.

The Model-Driven Engineering approach gained maturity over the years
and started to be used for safety-critical and embedded softwares, where
formal verification plays a key role in the validation of applications. Formal
verification could be performed either by model-checking exhaustively the
execution state space, or by theorem-proving assertions and properties about
the execution states. But to be able to use such techniques, formal semantics
of transformation languages must be precisely specified.

This PhD has three goals:

1. Define the semantics of a transformation language;

2. Equip a transformation language with the ability to define contracts,
which are an abstract and adequate way of defining behavior without
going into implementation details;

3. Apply theorem-proving techniques to formally verify models and trans-
formations against dynamic properties.

Results: Since the PhD started the last year, the results are just coming.
The results basically follows the first workpackages defined in the Afr pro-
posal. It is also important to mention participation in conferences and paper
review for a PhD.

State of the Art in Model-Driven Engineering This year was largely
dedicated to study the existing techniques and tools for structural and
behavioral modeling. A Technical Report will be soon published on
behalf of the Lassy/Csc adressing these points, and completed with
the graph- based tools.

Semantics Specification of an Object-Oriented TransformationL̃anguage
An important result regarding the development of formal verification
techniques over Domain-Specific Modeling Languages is the formal
specification of the semantics of such languages. It is known to be
a hard task, but it is a necessary step towards formal and trustable
verification. In the next few months, an article paper will be published
soon.
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Conference / Summer School Participation The candidate participated
to one important conference in the domain, namely the European Con-
ference on Modeling Foundations and Applications (Ecmfa 2010); and
the First Summer School on Domain-Specific Modeling, Theory and
Practice (Dsm- Tp 2010).

Publications: N/A

A Testing Framework for Large-Scale Applications
Acronym Peerunit
Reference N/A
PI Prof. Dr. Yves Le Traon
Funding N/A
Budget N/A
Duration 2011-01-15 – 2014-01-15

Members: Jorge Meira (PhD)

Domain(s): N/A

Partner(s): Federal University of Paraná, Brazil.

Description: The aim of this project is to develop a highly scalable testing
architecture for large-scale systems. This project has three main objectives:

• To design a scalable testing synchronization algorithm to execute large-
scale tests. This algorithm will be incorporated to the PeerUnit archi-
tecture to test any kind of large-scale application besides P2P;

• To design a highly scalable and automatic oracle approach to vali-
date large-scale tests. This approach will be also incorporated to the
PeerUnit architecture.

• To test popular large-scale systems (e.g., Hadoop, Hive, FreePastry),
and to validate our algorithm and oracle approach. Tests can be exe-
cuted in an incremental schedule from a less complex scenario to a more
complex one. First, we start testing simple applications in small-scale
(e.g., distributed word count). Then, we test the same application in
large-scale. Finally, we test a complex large-scale application (e.g.,
Hive data warehouse architecture).

Results: The student has started his Ph.D. this year (January, 2011) and is
finishing his basic formation that is part of the Brazilian regulations to get
the degree. This is predicted in the co-joint agreement. In this formation,
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the student must fulfil thirty six (36) credits in taught courses, which in
general takes 12-18 months. The student will finish by December, 2011. In
research, the student is finishing his first paper and is already mastering the
large-scale environment (i.e., Grid5000) that is going to be used throughout
the project. His findings are interesting and it is expected at least two
conference paper in the following couple of months.

Publications: N/A

Formal, Mutation, Test for Resilient System and their security
properties
Acronym MUTERSYS
Reference N/A
PI Prof. Dr. Yves Le Traon
Funding FNR
Budget N/A
Duration 2011-07-15 – 2011-12-31

Members: Yehia El Rakaiby

Domain(s): security policy, testing, mutation testing

Partner(s): N/A

Description: MUTERSYS aimed primarily at studying the formal testing
and analysis of security policies in dynamic environments. The main work
made during this project can be summarized as follows: 1. A Java-based
Implementation of an Obligation Policy Manager: In “Formal Enforcement
and Management of Obligation Policies”, we have introduced an obligation
policy language which has the advantage of having simple operational se-
mantics. Since the main goal of this post-doc was the analysis of security
policies, An interpreter for this language was implemented using the Drools
eclipse plugin (a java-based production system).
2. An Implementation of the Obligation Policy Language in the iCCalc
Calculator: iCCalc is an open-source Prolog program for various kinds of
reasoning tasks using the action language C+. The purpose of this imple-
mentation was to allow the analysis of security policies in dynamic environ-
ments, a main objective of this post-doc. To achieve this goal, a mapping
was made between the obligation policy language introduced in “Formal En-
forcement and Management of Obligation Policies” to the C+ language. As
a consequence, several types of policy analysis can be made using model
checking.
3. 3 Scientific Publications: The work during this post-doc has contributed
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into the submission of two scientific papers and a journal paper. More
specifically, a first paper on combining static and dynamic code analysis to
locate the different policy enforcement points in an application was submit-
ted to the FASE conference. Unfortunately, the paper was rejected and it
is currently under resubmission. There has been also a second paper on the
mutation testing of obligation policies. This paper was accepted at the Mu-
tation workshop. A considerable work was also done on the finalization of a
journal paper, which was submitted and accepted at Data and Knowledge
Engineering (DKE) journal. On the next page, the abstract as well as the
links to the 2 published papers are presented.

Results: The post-doc project MUTERSYS lasted approximately five months
and a half (mid-july2011 until Decembre2011). Yehia El Rakaiby has moved
to a more applied project, the CORE project CoPains, that started in jan-
uary 2012.

Publications: N/A

4.2.2 Workshop & Conferences (FNR Accompanying Mea-
sures)

New Multi-objective Energy-efficient Scheduling Problems
Acronym N/A
Reference FNR/10/AM2c/32
PI Prof. Dr. Pascal Bouvry
Funding FNR-AM2c
Budget 7586.01e
Duration 2011-02-15 – 2011-04-15

Members: Bernabe Dorronsoro

Domain(s): N/A

Partner(s): N/A

Description: Over the last years we have witnessed computing service
providers to continuously upgrade their infrastructure to high-performance
computing systems that can meet the increasing demands of powerful appli-
cations such as complex workflow scientific applications. Today, power and
energy are elemental design considerations across computing solutions, from
supercomputers and large-scale distributed systems to mobile computers.
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Reducing energy consumption in computing systems is the great interest
due to different concerns such as system performance, operational cost, and
environmental issues associated to carbon emissions. In this context, re-
source management and the development of new scheduling strategies are
an active research field.

Proper task scheduling is fundamental for optimal utilization of every pro-
duction and computing system. Scheduling algorithms commonly used nowa-
days aim at performance optimization, improving the Quality of Service
(QoS) by minimizing such objectives as schedule length or flowtime (aver-
age time of a job in system) and to treat time complexity. However, current
trends of rapidly growing energy usage of Information and Communication
Technologies (ICT) equipment in large-scale distributed systems together
with tightening environment protection policies create a need for a new ap-
proach which would take into account also the energy used by the system.
Recent works in the scheduling area confirm this claim. One of the main
concern is to provide high performance with low energy consumption, that
is to provide energy efficiency. Energy efficiency can be measured in terms
of performance per watt, depending on the definition; reasonable measures
of performance are FLOPS, MIPS, or the score for any performance bench-
mark.

Among many emerging energy-saving techniques, there are two which can
be directly used at the level of scheduling. The first one is aggregation of
jobs and sleeping unused resources. A rational behind it is a minimization
of number of used resources while maximizing utilization of the used ones.
Another widely used technical solution is Dynamic Voltage and Frequency
Scaling (DVFS).

The goal of the current project is to study two new interesting multi-
objective energy-aware scheduling problems that will help to save energy in
high performance computing systems (HPCS) and Cloud computing (CC)
in general. The differences between the two addressed problems are mainly
located in the kind of targeted applications, namely, independent computa-
tional intensive tasks or complex parallel applications with dependencies.

Results: Two different problems targeting energy-efficient computations on
grids are studied.

In the first one, we address the problem of scheduling precedence-constrained
parallel applications on large-scale heterogeneous distributed systems with
the aim of minimizing finish time and energy consumption. Our main
contribution here is the provision of algorithms which achieve this aim by
producing a set of Pareto-optimal solutions for applications represented as
a Directed Acyclic Graph. Pareto-optimal set includes possible solutions
(schedules) with corresponding values of execution time and consumed en-
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ergy which form Pareto front in the objective space. As a results, a confer-
ence paper [100] and a book chapter [8] were published, and a journal paper
has been submitted to the European Journal of Operational Research (I.F.
2.158).

In the second one, we repeat a similar study but for the case of indepen-
dent tasks. A paper has recently been submitted to the Future Generation
Computer Systems (I.F. 2.365).

However, after several discussions with the team members in Sydney, a new
problem was redefined, more attractive and relevant for the literature. This
ambitious work is focused on the schedule of thousands of parallel appli-
cations (the same applications as the ones previously described, modeled
by DAGs) on a HPCS composed by several heterogeneous computing clus-
ters and hundreds of processors. We would like to remark that here we
are targeting the schedule of thousands of DAGs, and not only one, as it is
typically done in the literature. To the very best of our knowledge, this is
the first work tackling such big problem. During the stay in Sydney, this
problem was defined and a preliminary algorithm was designed to solve it.
We are now working on the design of efficient and effective multi-objective
algorithms that will allow us to provide accurate and diversified solutions to
the problem.

Publications: N/A
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Chapter 5

CSC Representation

5.1 Conferences

The following local events have been organized during 2011:

• AAMAS 2011 Taipei, Taiwan. Mikolaj Podlaszewski

• 7th Australasian Ontology Workshop Perth, Australia. Richard Booth

• ARGMAS 2011 Taipei, Taiwan. Mikolaj Podlaszewski

• Brazilian logic conference and school Rio de Janeiro, Brasil. Leon van
der Torre

• 23rd Benelux Conference on Artificial Intelligence Gent, Belgium. An-
tonis Bikakis , Richard Booth , Matthijs Melissen , Marija Slavkovik ,
Leon van der Torre , Emil Weydert ,Yining Wu

• Capture The Flag competition Luxembourg, Matthijs Melissen, Piotr
Kordy, Sasa Radomirovic, Ton van Deursen, Patrick Schweitzer, Hugo
Jonker (members of the team representing the SaToSS group)

– Description: In 2011, the Knackwurst team represented the SaToSS
research group at the Capture the Flag Competition co-located
with the Hack.lu conference.

Capture The Flag is a competition where registered teams tries
to solve as many challenges as possible within limited time. It

http://2011.hack.lu/index.php/CaptureTheFlag
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is part of Hack.lu conference. Topics of the challenges include
(among others): web security, cryptography, reverse engineering
and forensic. Example challenges include finding vulnerabilities
in the servers, exploiting buffer overflows in binary files or reverse
engineering javascript code embedded in pdf file. The Knack-
wurst team was ranked 17th amongst 108 teams registered for
the event.

• Dagstuhl Seminar No 11101 Dagstuhl, Germany. Wojciech Jamroga
(organizer) , Matthijs Melissen , Marija Slavkovik , Leon van der Torre

– Description: The aim of the seminar was to bring together re-
searchers who approach interaction-related phenomena from dif-
ferent perspectives (and with different conceptual tools). We also
wanted to identify potentials for coordination, and to discuss gen-
eral models and methodologies for future research. Of particular
importance was the choice of the participants and the areas they
working in, namely: (1) classical game theory, (2) mathematical
logic, and (3) economics. While there are some relations between
these areas, we felt that more work should be done on the over-
lapping parts to make tools and methods from one area available
in the others (if possible).

During the seminar, researchers with different background shared
their views on how games and multi-agent systems can be mod-
eled and reasoned about, which led to several discussions on fun-
damental questions (like: what features/concepts are indispens-
able when analyzing interaction between agents?). In particular,
the issue of whether probabilities (and, more generally: quanti-
ties) are necessary to give good account on how agents interact
was hotly debated.

• Dagstuhl Seminar July 10-15 2011 (2011-07-10 – 2011-07-15), Dagstuhl,
Germany. Peter Ryan

• DBSEC 2011 Richmond (Virginia), USA. Valerio Genovese

• EASS 2011 Girona, Spain. Pouyan Ziafati

• Portuguese Conference on Artificial Intelligence Lisbon, Portugal. Matthijs
Melissen

• EVOLVE 2011 Bourglinster, Luxembourg. Pascal Bouvry, Alexandru-
Adrian Tantar, Emilia Tantar (General co-Chairs)

– Description: Workshop aiming to unify theory-inspired meth-
ods and cutting-edge techniques developed by practitioners as to
identify new common and challenging research aspects

http://www.dagstuhl.de/en/program/calendar/semhp/?semnr=11101
http://evolve.uni.lu
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• Future of Internet (2011-06-06 – 2011-06-07), Luxembourg, Luxem-
bourg. Björn Ottersten

– Description: The 2nd European Summit on the Future Internet
will be held on the 6th June 2011 and will provide a natural
forum for the presentation and discussion of the issues, trends and
actions confronting the future of the Internet. The summit will be
the focal point for the exchange and sharing of lessons learnt and
for the presentation and discussion of some of the developments
that have taken place in the domain of smart cities.

Particular emphasis will be given to presenting the first set of
successful projects from the Future Internet PPP call. The sum-
mit will be followed by two workshops taking place on the 7th
June. These will focus on two of the most pressing matters 1)
The end of IPv4 and the birth of IPv6 and 2) e-Government and
the Future Internet problems, approaches and actions.

• Workshop on Games for Design, Verification and Synthesis Aachen,
Germany. Matthijs Melissen

• Workshop on Games, Logic and Security Rennes, France. Valerio Gen-
ovese,Matthijs Melissen

• GLS 2011 Rennes, France. Leon van der Torre

• GreenIT Evolutionary Computation Dublin, Ireland. Pascal Bouvry,
Grégoire Danoy, Alexandru-Adrian Tantar, Emilia Tantar, Bernabé
Dorronsoro (Workshop Organisers)

• Grande Region Security and Reliability day Trier, Germany. Matthijs
Melissen

• HACK.LU 2011 Luxembourg, Luxembourg. Matthijs Melissen

• ICSR 2011 Amsterdam, Netherlands. Marija Slavkovik

• International Workshop on Security and Trust Management Copen-
hagen, Denmark. Matthijs Melissen

• Workshops on Logical Aspects of Multi-Agent Systems Osuna, Spain.
Wojciech Jamroga (co-organizer and PC co-chair), Matthijs Melissen
(co-organizer)

– Description: There is a growing interdisciplinary community of
researchers and research groups working on logical aspects of
MAS from the perspectives of logic, artificial intelligence, com-
puter science, game theory, etc. The LAMAS workshop serves the

http://www.future-internet.uni.lu/
http://www.sigevo.org/gecco-2011/workshops.html#giec
http://icr.uni.lu/lamas2011/
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community as a platform for presentation, exchange, and publi-
cation of ideas. This year, LAMAS was held as a part of the 7th
Methods for Modalities conference (M4M-7), see this site and the
LAMAS 2011 web page for details. The workshop covered the
following subjects:

∗ Logical systems for specification, analysis, and reasoning about
MAS

∗ Modeling MAS with logic-based models

∗ Deductive systems for logics for MAS

∗ Development, complexity analysis, and implementation of al-
gorithmic methods for formal verification of MAS

∗ Logic-based tools for MAS

∗ Applications of logics in MAS.

• LORI 2011 Guangzhou, China. Yining Wu

• LPNMR 2011 Vancouver, Canada. Antonis Bikakis

• LuxembourgishWorkshop on Location-based Services and Privacy As-
surance Luxembourg, Sjouke Mauw and Gabriele Lenzini (organizers
and program committee members)

– Description: There has been a significant increase in the use of
location information for the provision of ubiquitous and mobile
services. Service providers collect and store location mainly to
be able to offer context-dependent services. However, positional
data can help to understand proximity relations as well as to
evince high-level contextual information like, e.g., whether users
are at work or in vacation, whether they are hanging out with
friends or with family members. How to promote and support
the development of location-based services whilst, in the same
time, protecting users from the abuses that may emerge from the
collection, the storage, and the management of positional data
is one of the critical challenges for today’s computer science and
information assurance community.

This workshop offers scientists and engineers active in the areas
of location and privacy assurance, the opportunity to discuss the
state of the art, to identify open and emerging problems, to share
research experiences, and to propose future research directions.

• OPTIM 2011 Istanbul, Turkey. Pascal Bouvry, Gregoire Danoy, Bern-
abe Dorronsoro, Sebastien Varrette (Workshop Organisers)

– Description: Workshop on Optimization Issues in Energy Effi-
cient Distributed Systems

http://personal.us.es/hvd/m4m/
http://wwwfr.uni.lu/snt/news_events/workshop_location_based_services_and_privacy_assurance_lspa
http://wwwfr.uni.lu/snt/news_events/workshop_location_based_services_and_privacy_assurance_lspa
http://hpcs11.cisedu.info/conference/workshops/workshop-03---optim
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• Pareng 2011 Ajaccio, France. Pascal Bouvry (Session Organiser)

– Description: Special Session PARENG2011-S02: High Perfor-
mance Green Computing

• RULEML 2011 Barcelona, Spain. Leon van der Torre

– Description: part of IJCAI 2011

• SCALSOL 2011 Pafos, Cyprus. Pascal Bouvry, Johnatan Pecero (Work-
shop Organisers)

• SIIS 2011 Warsaw, Poland. Pascal Bouvry (Chair)

– Description: International Joint Conference Security and Intelli-
gent Information Systems

• First International Workshop on Socio-Aware Networked Computing
Systems Ann Arbor, MI, USA. Botev, Jean (Organizer) and Esch,
Markus (Organizer), and Rothkugel, Steffen (Committee Member)

– Description: Social services and utilities pervade more and more
aspects of our daily lives and will conceivably become an integral
part of future software systems. While it is common and impor-
tant to investigate how the associated gradual convergence of so-
cial and technical systems influences individuals and society, the
fact that this influence is mutual is far less explored. Networked
computing infrastructures involving cloud computing, virtualiza-
tion techniques, Peer-to-Peer technologies or other Internet-based
applications are shaped not only by technological considerations
but, increasingly, also by the social structures and processes into
which they are embedded. The growing interconnectedness of
users leads to highly correlated behavior and the emergence of
collective phenomena which naturally retroact on the technical
systems by which they are mediated. The workshop seeks to shed
light on the question how the increasing pervasion of technical in-
frastructures with social aspects affects the engineering of reliable
and scalable networked computing systems. A particular focus
will be laid upon the question how the ongoing trend towards a
rigorous mathematical modeling of self-organization processes in
social systems (for instance in the language of complex networks,
dynamical systems and random matrix theory) can influence and
inspire the design of distributed algorithms, network topologies
and communication protocols, resulting in what may be called
socio-aware networked computing systems.

http://www.civil-comp.com/conf/pareng2011-s02.htm
http://scalsol.gforge.uni.lu
http://siis.ipipan.waw.pl/
http://www.socioaware.net
http://www.socioaware.net
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• STAST Milan 6 - 8 July 2011 (2011-07-06 – 2011-07-08), Milan, Italy.
Peter Ryan

• STM 2011 Copenaghen, Denmark. Valerio Genovese

• Summer School 22 - 27 May (2011-05-22 – 2011-05-27), France. Peter
Ryan

– Description: Summer School

• 1st International Workshop on the Theory and Applications of Formal
Argumentation Barcelona, Spain. Richard Booth

• 3rd International Congress on Tools for Teaching Logic Salamanca,
Spain. Richard Booth

• Theory of Security and Applications Saarbrücken, Germany. Matthijs
Melissen

• Summer School on Verification Technology, Systems & Applications
Liege, Belgium. Jun Pang (coordinator)

– Description: The fourth summer school on verification technol-
ogy, systems & applications takes place at the Montefiore In-
stitute (University of Liège) from September, 19th–23rd, 2011.
All three aspects verification technology, systems & applications
strongly depend on each other and that progress in the area of for-
mal analysis and verification can only be made if all three aspects
are considered as a whole. Five speakers Alessandro Armando,
Franz Baader, Bruno Blanchet, Florent Jacquemard, and Joost-
Pieter Katoen stand for this view in that they represent and will
present a particular verification technology and its implementa-
tion in a system in order to successfully apply the approach to real
world verification problems. There were about 30 participants for
the summer school.

• Workshop on new advances in judgment aggregation and voting Freudenstadt-
Lauterbad, Germany. Marija Slavkovik

• Workshop on Conditionals, Counterfactuals and Causes in Uncertain
Environments Duesseldorf, Germany. Emil Weydert

• WI-IAT 2011 Lyon, France. Marija Slavkovik

• Winter School (2011-08-21 – 2011-08-25), Estonia . Peter Ryan

– Description: Winter School

http://www.mpi-inf.mpg.de/VTSA11/
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• ESWC 2011 (2011-05-29 – 2011-06-02), Heraklion, Greece. Antonis
Bikakis (Proceedings Chair)

• IJCAI 2011 (2011-07-16 – 2011-07-22), Barcelona, Spain. Antonis
Bikakis (PC Member)

• 24th Australasian Joint Conference on Artificial Intelligence (2011-12-
05 – 2011-12-08), Perth, Australia. Richard Booth (PC member)

• 3rd Workshop on Automated Reasoning about Context and Ontol-
ogy (2011-07-18 – 2011-07-18), Barcelona, Spain. Richard Booth (PC
member)

• 23rd Benelux Conference on Artificial Intelligence (2011-11-03 – 2011-
11-04), Gent, Belgium. Richard Booth (PC member)

• 11th European Conference on Symbolic and Quantitative Approaches
to Reasoning with Uncertainty (2011-06-29 – 2011-07-01), Belfast,
United Kingdom. Richard Booth (PC member)

• ICLA 2011 Richard Booth (PC member)

• 22nd International Joint Conference on Artificial Intelligence (2011-
07-16 – 2011-07-22), Barcelona, Spain. Richard Booth (Senior PC
member)

• LORI 2011 Richard Booth (PC Member)

• International Conference on Logic Programming and Nonmonotonic
Reasoning (2011-05-16 – 2011-05-19), Vancouver, Canada. Richard
Booth (PC member)

• 5th Multi-disciplinary International Workshop on Artificial Intelligence
(2011-12-07 – 2011-12-09), Hyderabad, India. Richard Booth (PC
member)

• BNAIC 2011 (2011-11-03 – 2011-11-04), Gent, Belgium. Pascal Bou-
vry (PC Member)

• CASoN 2011 (2011-10-19 – 2011-10-21), Salamanca, Spain. Pascal
Bouvry (PC Member)

• CICN 2011 (2011-10-07 – 2011-10-09), Gwalior, India. Pascal Bouvry
(PC Member)

• CSNT 2011 (2011-06-03 – 2011-06-05), Jamu, India. Pascal Bouvry
(PC Member)

http://allserv.kahosl.be/bnaic2011/
http://www.mirlabs.net/cason11/
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– Description: International Conference on Communication Sys-
tems and Network Technologies

• CSSE 2011 (2011-12-09 – 2011-12-11), Wuhan, China. Pascal Bouvry
(PC Member)

• EVOLVE 2011 (2011-05-25 – 2011-05-27), Bourglinster, Luxembourg.
Pascal Bouvry (Program Chair)

• ICUMT 2011 (2011-10-05 – 2011-10-07), Budapest, Hungary. Pascal
Bouvry (PC Member)

• MENS 2011 (2011-12-05 – 2011-12-09), Houston, USA. Pascal Bouvry
(PC Member)

• NIDISC 2011 (2011-05-16 – 2011-05-20), Anchorage, USA. Pascal Bou-
vry (Program Chair)

• PCO 2011 (2011-05-16 – 2011-05-20), Anchorage, USA. Pascal Bouvry
(PC Member)

• PPAM 2011 (2011-09-11 – 2011-09-14), Torun, Poland. Pascal Bouvry
(PC Member)

• BNAIC 2011 (2011-11-03 – 2011-11-04), Gent, Belgium. Gregoire
Danoy (PC Member)

• EVOLVE 2011 (2011-05-25 – 2011-05-27), Bourglinster, Gregoire Danoy
(PC Member)

• GreenCom 2011 (2011-08-04 – 2011-08-05), Chengdu, China. Gregoire
Danoy (PC Member)

• IWSN 2011 (2011-06-29 – 2011-06-29), Barcelona, Spain. Gregoire
Danoy (PC Member)

• MENS 2011 (2011-12-05 – 2011-12-09), Houston, USA. Gregoire Danoy
(PC Member)

• SCALSOL 2011 (2011-08-31 – 2011-09-02), Pafos, Cyprus. Gregoire
Danoy (PC Member)

• GECCO 2011 (2011-07-12 – 2011-07-16), Dublin, Ireland. Bernabe
Dorronsoro (PC Member)

• CACIC 2011 (2011-10-10 – 2011-10-14), La Plata, Argentina. Bernabe
Dorronsoro (PC Member)

• CSNT 2011 (2011-06-03 – 2011-06-05), Katra, India. Bernabe Dor-
ronsoro (PC Member)

http://www.ciseng.org/csse2011/Home.aspx
http://evolve.uni.lu
http://icumt.org/2011/
http://mens2011.uni.lu
http://nidisc2011.gforge.uni.lu
http://spiderman-2.laas.fr/PCO/
http://ppam.pl/
http://allserv.kahosl.be/bnaic2011/
http://evolve.uni.lu/
http://greencom2011.comp.polyu.edu.hk
http://iwsn2011.gforge.uni.lu/index.html
http://mens2011.uni.lu
http://scalsol.gforge.uni.lu/
http://www.sigevo.org/gecco-2011/
http://cacic.info.unlp.edu.ar/
http://www.csnt.in/
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• EVOLVE 2011 (2011-05-25 – 2011-05-27), Bourglinster, Bernabe Dor-
ronsoro (PC Member)

• FutureTech 2011 (2011-06-28 – 2011-06-30), Loutraki, Greece. Bern-
abe Dorronsoro (PC Member)

• GreenCom 2011 (2011-08-04 – 2011-08-05), Chengdu, China. Bernabe
Dorronsoro (PC Member)

• IJCCI 2011 (2011-10-24 – 2011-10-26), Paris, France. Bernabe Dor-
ronsoro (PC Member)

• MENS 2011 (2011-12-05 – 2011-12-09), Houston, USA. Bernabe Dor-
ronsoro (PC Member)

• MICAI 2011 (2011-11-26 – 2011-12-04), Puebla, Mexico. Bernabe Dor-
ronoso (PC Member)

• SBAC-PAD (2011-10-26 – 2011-10-29), Vitoria, Brazil. Bernabe Dor-
ronsoro (PC Member)

• SCALSOL 2011 (2011-08-31 – 2011-09-02), Pafos, Cyprus. Brenabe
Dorronsoro (PC Member)

• SCOPIN 2011 (2011-09-07 – 2011-09-09), Tirana, Albania. Bernabe
Dorronsoro (PC Member)

• The tenth International Conference on Autonomous Agents and Mul-
tiagent Systems (2011-05-02 – 2011-05-06), Taipei, Taiwan. Wojciech
Jamroga (PC member)

• Workshop on Agent Based Computing: from Model to Implementation
VIII (2011-09-18 – 2011-09-21), Szczecin, Poland. Wojciech Jamroga
(PC member)

• The 23rd Benelux Conference on Artificial Intelligence (2011-11-03 –
2011-11-04), Ghent, Belgium. Wojciech Jamroga (PC member)

• 12th International Workshop on Computational Logic in Multi-Agent
Systems (2011-07-17 – 2011-07-18), Barcelona, Spain. Wojciech jam-
roga (PC member)

• The Second Workshop on Cooperative Games in Multiagent Systems
(2011-05-02 – 2011-05-02), Taipei, Taiwan. Wojciech jamroga (PC
member)

• Reasoning about Interaction : From Game Theory to Logic and Back
(2011-03-06 – 2011-03-11), Dagstuhl, Germany. Wojtek Jamroga (Co-
organizer)

http://evolve.uni.lu
http://www.ftrg.org/futuretech2011/
http://greencom2011.comp.polyu.edu.hk
http://www.ijcci.org/
http://mens2011.uni.lu
http://www.micai.org/2011/
http://sbac-pad-2011.lsc.ic.unicamp.br/
http://scalsol.gforge.uni.lu/
http://www.scopin.ath.bielsko.pl
http://www.aamas2011.tw/
http://www.aamas2011.tw/
http://2011.fedcsis.org/?q=node/18
http://2011.fedcsis.org/?q=node/18
http://allserv.kahosl.be/bnaic2011/
http://centria.di.fct.unl.pt/events/climaXII/
http://centria.di.fct.unl.pt/events/climaXII/
http://staff.science.uva.nl/~stephane/coopmas11/
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• 15th Portuguese Conference on Artificial Intelligence (2011-10-10 –
2011-10-13), Lisbon, Portugal. Wojciech Jamroga (PC member)

• European Workshop on Multi-agent Systems (2011-11-14 – 2011-11-
15), Maastricht, The Netherlands. Wojciech Jamroga (PC member)

• Second International Symposium on Games, Automata, Logics and
Formal Verification (2011-06-15 – 2011-06-17), Minori, Italy. Wojciech
jamroga (PC member)

• 3rd International Conference on Agents and Artificial Intelligence (2011-
01-28 – 2011-01-30), Rome, Italy. Wojciech jamroga (PC member)

• The Thirteenth International Conference on Artificial Intelligence and
Law (2011-06-06 – 2011-06-10), Pittsburgh, USA. Wojciech Jamroga
(PC member)

• Twenty-second International Joint Conference on Artificial Intelligence
(2011-07-16 – 2011-07-22), Barcelona, Spain. Wojciech Jamroga (PC
member)

• 4th Workshop on Logical Aspects of Multi-Agent Systems (2011-11-11
– 2011-11-11), Osuna, Spain. Wojciech Jamroga (PC member)

• 6th Workshop on Multi-Agent Systems: Theory and Applications (2011-
10-10 – 2011-10-13), Lisbon, Portugal. Wojtek Jamroga (PC member)

• Ninth German Conference on Multi-Agent System Technologies (2011-
10-06 – 2011-10-07), Berlin, Germany. Wojciech Jamroga (PC mem-
ber)

• International Joint Conference Security and Intelligent Information
Systems (2011-06-13 – 2011-06-14), Warsaw, Poland. Wojciech Jam-
roga (PC member)

• The 2011 FTRA International Symposium on Advances in Cryptog-
raphy, Security and Applications for Future Computing (2011-12-12 –
2011-12-15), Jeju, Korea. Hugo Jonker (PC member)

• International eVoting PhD Workshop 2011 (2011-05-07 – 2011-05-08),
Krems, Austria. Hugo Jonker (committee member)

• International Workshop on Requirements Engineering for Electronic
Voting Systems (2011-08-29 – 2011-08-29), Trento, Italy. Hugo Jonker
(PC member)

• SecVote Hugo Jonker (member of the steering committee)

• Trust in Digital Life Consortium Hugo Jonker (working group chair)

http://epia2011.temp-dev.net/
http://swarmlab.unimaas.nl/eumas2011/
http://gandalf.dia.unisa.it/2011/index.php
http://gandalf.dia.unisa.it/2011/index.php
http://www.icaart.org/ICAART2011/home.asp
http://www.law.pitt.edu/events/2011/06/icail-2011-the-thirteenth-international-conference-on-artificial-intelligence-and-law
http://www.law.pitt.edu/events/2011/06/icail-2011-the-thirteenth-international-conference-on-artificial-intelligence-and-law
http://ijcai-11.iiia.csic.es/
http://icr.uni.lu/lamas2011/
http://www.ia.urjc.es/mates2011/
http://iis.ipipan.waw.pl/2011/
http://iis.ipipan.waw.pl/2011/
http://www.ftrai.org/wcc2011/acsa/
http://www.ftrai.org/wcc2011/acsa/
http://evotingphdworkshop2011.cased.de/home.html
http://ed.fbk.eu/revote/
http://ed.fbk.eu/revote/
http://secvote2010.uni.lu/
http://www.trustindigitallife.eu/
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• The 3rd international Conference on e-Voting and Identity (2011-09-29
– 2011-09-30), Tallinn, Estonia. Hugo Jonker (PC member)

• CAMAD 2011 Kyoto, Japan. Dzmitry Kliazovich (PC Member)

• EnA HPC 2011 Hamburg, Germany. Dzmitry Kliazovich (PC Mem-
ber)

• FutureTech 2011 Loutraki, Greece. Dzmitry Kliazovich (PC Member)

• GLOBECOM 2011 (2011-12-05 – 2011-12-09), Houston, USA. Dzmitry
Kliazovich (PC Member)

• GreenCom 2011 Chendu, China. Dzmitry Kliazovich (PC Member)

• ICC 2011 (2011-06-05 – 2011-06-09), Kyoto, Japan. Dzmitry Klia-
zovich (PC Member)

• ISCC 2011 Kerkyra, Corfu, Dzmitry Kliazovich (PC Member)

• LATINCOM 2011 Belem de Para, Brazil. Dzmitry Kliazovich (PC
Member)

• MOBILIGHT 2011 Bilbao, Spain. Dzmitry Kliazovich (PC Member)

• SCALSOL 2011 Pafios, Cyprus. Dzmitry Kliazovich (PC Member)

• 2nd ACM International Symposium on Architecting Critical Systems
(ISARCS 2011) (2011-06-20 – 2011-06-24), Boulder, Colorado, USA.
Yves Le Traon (PC member)

• 8th workshop on model-driven engineering, verification, and valida-
tion (MoDeVVa) Modevva2011 (2011-10-17 – 2011-10-17), Wellington,
New Zealand. Yves Le Traon (PC member)

• 6th IEEE International Workshop on Mutation Analysis (Mutation
2010) (2011-03-25 – 2011-03-25), Berlin, Germany. Yves Le Traon
(PC member)

• 8th NEPTUNE Annual Conference on Model-Driven Engineering: MDE
& Embedded Systems (NEPTUNE’2011) (2011-05-17 – 2011-05-18),
Paris, France. Yves Le Traon (PC member)

• 1st IEEE International Workshop on Regression Testing (Regression
2011) Berlin, Germany. Yves Le Traon (PC member)

• 15th International Conference on System Design Languages (SDL Fo-
rum 2011) (2011-07-05 – 2011-07-07), Toulouse, France. Yves Le
Traon (PC member)

http://www.cs.ut.ee/~lipmaa/voteid2011/
http://www.nprg.ncsu.edu/camad/green.html
http://ena-hpc.org/
http://www.ftrg.org/futuretech2011/
http://www.ieee-globecom.org/
http://greencom2011.comp.polyu.edu.hk/
ttp://www.ieee-icc.org/2011/
http://www.ieee-iscc.org/2011
http://www.ieee-latincom.ufpa.br/
http://www.mobilight.org/
http://scalsol.gforge.uni.lu/
http://www.isarcs.org/isarcs2011/
http://www.isarcs.org/isarcs2011/
http://www.model-based-testing.de/modevva11/
http://www.model-based-testing.de/modevva11/
http://neptune.irit.fr/
http://neptune.irit.fr/
http://irit.fr/sdl2011/
http://irit.fr/sdl2011/
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• 4th IEEE Int. Security Testing Workshop (SECTEST 2011) (2011-
03-25 – 2011-03-25), Berlin, Germany. Yves Le Traon (PC and SC
member)

• 1st IEEE Workshop on Variability-intensive Systems Testing, Valida-
tion & Verification (VAST 2011) (2011-03-25 – 2011-03-25), Berlin,
Germany. Yves Le Traon ( PC member, SC member)

• The 14th Annual International Conference on Information Security
and Cryptology (2011-11-30 – 2011-12-02), Seoul, South Korea. Sjouke
Mauw (PC member)

• 1st Workshop on Socio-Technical Aspects in Security and Trust (2011-
09-06 – 2011-09-08), Luxembourg, Luxembourg. Sjouke Mauw (PC
member)

• The 3rd FTRA International Conference on Computer Science and its
Applications (2011-12-12 – 2011-12-15), Jeju, Korea. Sjouke Mauw
(PC member)

• The 8th International Workshop on Formal Aspects of Security &
Trust (2011-09-15 – 2011-09-16), Leuven, Belgium. Sjouke Mauw (PC
member)

• NESSoS FP7 Project (2011-12-02 – 2011-12-02), Leuven, Belgium.
Sjouke mauw (member of the review committee - independent expert)

• Grande Region Security and Reliability Day 2011 (2011-03-25 – 2011-
03-25), Trier, Germany. Sjouke Mauw (PC member)

• International Joint Conference Security and Intelligent Information
Systems (2011-06-13 – 2011-06-14), Warsaw, Poland. Sjouke Mauw
(PC member)

• Logical Aspects of Multi-Agent Systems (2011-11-01 – 2011-11-30),
Matthijs Melissen (co-organizer)

• International Symposium on Foundations of Health Information Engi-
neering and Systems (2011-08-29 – 2011-08-30), Johannesburg, South
Africa. Jun Pang (PC member)

• 13th International Conference on Formal Engineering Methods (2011-
10-25 – 2011-10-28), Durham, UK. Jun Pang (PC member)

• 26th Annual Symposium On Applied Computing – Software Verifica-
tion and Testing Track (2011-03-21 – 2011-03-25), Taichung, Taiwan.
Jun Pang (PC member)

http://www.icisc.org/
http://www.icisc.org/
http://stast2011.uni.lu/
http://www.ftrai.org/csa2011/
http://www.ftrai.org/csa2011/
http://www.iit.cnr.it/FAST2011/
http://www.iit.cnr.it/FAST2011/
http://www.nessos-project.eu/
http://infsec.uni-trier.de/secday2011/
http://siis.ipipan.waw.pl/
http://siis.ipipan.waw.pl/
http://www.iist.unu.edu/ICTAC/FHIES2011/
http://www.iist.unu.edu/ICTAC/FHIES2011/
http://www.scm.tees.ac.uk/icfem2011/
http://web.ist.utl.pt/~jan.cederquist/sacsvt11/Main.html
http://web.ist.utl.pt/~jan.cederquist/sacsvt11/Main.html
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• 9th International Workshop on Security Issues in Concurrency (2011-
09-05 – 2011-09-05), Aachen, Germany,. Jun Pang (PC co-chair)

• 5th International Workshop on Harnessing Theories for Tool Support
in Software (2011-09-13 – 2011-09-13), Oslo, Norway. Jun Pang (PC
member)

• Summer School 2011: Verification Technology, Systems & Applications
(2011-09-19 – 2011-09-23), Liege, Belgium. Jun Pang (coordinator)

• 23rd Benelux Conference on Artificial Intelligence, (2011-11-03 – 2011-
11-04), Ghent, Belgium. Xavier Parent (PC member)

• 60 Years of Deontic Logic Xavier Parent (PC member)

• Festschrift of Marek Sergot 2011, Essays in Honour of Marek Ser-
got: Computational Logic for Normative Systems, Xavier Parent (PC
member)

• 8th European Workshop on Public Key Infrastructures, Services, and
Applications (2011-09-15 Leuven, Belgium. Sasa Radomirovic (PC
member)

• 8th International Workshop on Security in Information Systems (2011-
06-08 – 2011-06-11), Beijing, China. Sasa Radomirovic (PC member)

• FutureTech 2011 (2011-06-28 – 2011-06-30), Loutraki, Greece. Steffen
Rothkugel (PC member)

• SocioAware 2011 (2011-10-03 – 2011-10-03), Ann Arbor, USA. Steffen
Rothkugel (PC member)

• 24th International Symposium on Computer-Based Medical Systems
Christoph Schommer (PC Member)

– Description: Workshop ”Knowledge Discovery and Decision Sys-
tems in Biomedicine”

• 33rd ANNUAL MEETING OF THE COGNITIVE SCIENCE SOCI-
ETY Christoph Schommer (PC Member)

• EVOLVE 2011 - A bridge between Probability, Set Oriented Numerics
and Evolutionary Computation Christoph Schommer (PC Member)

• 3rd international Conference on Agents and Artificial Intelligence Christoph
Schommer (PC Member)

• ICNC - 7th International Conference on Natural Computation Christoph
Schommer (PC Member)

http://www.lix.polytechnique.fr/~kostas/SecCo2011/
http://facs2011.ifi.uio.no/index.php?n=TTSS.TTSS2011
http://facs2011.ifi.uio.no/index.php?n=TTSS.TTSS2011
http://www.mpi-inf.mpg.de/VTSA11/
http://www.cosic.esat.kuleuven.be/europki2011/
http://www.cosic.esat.kuleuven.be/europki2011/
http://www.iceis.org/ICEIS2011/WOSIS.asp
http://www.ftrg.org/futuretech2011/index.html
http://www.socioaware.net/
http://www.cbms2011.org/
http://cognitivesciencesociety.org/conference2011/index.html
http://cognitivesciencesociety.org/conference2011/index.html
http://evolve.uni.lu/
http://evolve.uni.lu/
http://www.icaart.org/ICAART2011/
http://icnc-fskd.dhu.edu.cn/
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• NCTA - 3rd International Conference on Neural Computation Theory
and Applications Christoph Schommer (PC Member)

• 3PGCIC 2011 (2011-10-26 – 2011-10-28), Barcelona, Spain. Alexandru-
Adrian Tantar (PC Member)

– Description: Sixth International Conference on P2P, Parallel,
Grid, Cloud and Internet Computing

• CCE 2011 (2011-10-26 – 2011-10-28), Merida, Mexico. Alexandru-
Adrian Tantar (PC member)

– Description: 8th International Conference on Electrical Engineer-
ing, Computing Science and Automatic Control

• SCALSOL 2011 (2011-08-31 – 2011-09-02), Pafos, Cyprus. Alexandru-
Adrian Tantar (PC Member)

– Description: Workshop on Scalable Solutions for GreenIT

• 3PGCIC 2011 (2011-10-26 – 2011-10-28), Barcelona, Spain. Emilia
Tantar (PC Member)

– Description: Sixth International Conference on P2P, Parallel,
Grid, Cloud and Internet Computing (

• CCE 2011 (2011-10-26 – 2011-10-28), Merida, Mexico. Emilia Tantar
(PC Member)

– Description: 8th International Conference on Electrical Engineer-
ing, Computing Science and Automatic Control (CCE 2011)

• ECTA 2011 (2011-10-24 – 2011-10-26), Paris, France. Emilia Tantar
(PC Member)

– Description: International Conference on Evolutionary Compu-
tation Theory and Applications

• SCALSOL 2011 (2011-08-31 – 2011-09-02), Pafos, Cyprus. Emilia
Tantar (PC Member)

– Description: Workshop on Scalable Solutions for GreenIT

• AAA 2011 (2011-08-07 – 2011-08-11), San Francisco, USA. Leon van
der Torre (PC member)

http://www.ncta.ijcci.org/
http://www.ncta.ijcci.org/
http://www.lsi.upc.edu/~net4all/3PGCIC-2011/index.html
http://cce.cinvestav.mx/
http://scalsol.gforge.uni.lu/
http://www.lsi.upc.edu/~net4all/3PGCIC-2011/index.html
http://cce.cinvestav.mx/
http://www.ecta.ijcci.org/
http://scalsol.gforge.uni.lu/


5.2 PC and other memberships 185

• AAMAS 2011 (2011-05-02 – 2011-05-06), Taipei, Taiwan. Leon van
der Torre (PC member)

• ARGMAS 2011 (2011-05-02 – 2011-05-06), Taipei, Taiwan. Leon van
der Torre (PC member)

• CLIMA2011@IJCAI (2011-07-16 – 2011-07-22), Barcelona, Spain. Leon
van der Torre (Track chair norms)

– Description: at IJCAI

• COIN@AAMAS (2011-05-02 – 2011-05-06), Taipei, Taiwan. Leon van
der Torre (PC member)

– Description: at AAMAS

• COIN @ WI-IAT 2011 Leon van der Torre (PC member)

• CSSE 2011 (2011-11-09 – 2011-11-11), Wuhan, China. Leon van der
Torre (PC member)

• ECSQARU 2011 (2011-06-29 – 2011-07-07), Belfast, United Kingdom.
Leon van der Torre (PC member)

• ESSLLI 2011 (2011-08-01 – 2011-08-07), Ljubljana, Slovenia. Leon
van der Torre (tutorial teacher)

• EVOLVE 2011 (2011-05-25 – 2011-05-27), Luxembourg, Luxembourg.
Leon van der Torre (PC member)

• GRCIS 2011 (2011-06-20 – 2011-06-22), London, United Kingdom.
Leon van der Torre (PC member)

• ICAIL 2011 (2011-06-06 – 2011-06-10), Pittsburgh, USA. Leon van der
Torre (Track chair logic and agents)

• IJCAI 2011 (2011-07-16 – 2011-07-22), Barcelona, Spain. Leon van
der Torre (Senior PC member)

• LORI 2011 (2011-10-10 – 2011-10-14), Guangzhou, China. Leon van
der Torre (PC member)

• MIWAI 2011 (2011-12-08 – 2011-12-09), Hyderabad, India. Leon van
der Torre (PC member)

• RULEML @ IJCAI 2011 (2011-07-16 – 2011-07-22), Barcelona, Spain.
Leon van der Torre (Track chair rules, agents and norms)

– Description: at IJCAI



186 CSC Representation

• RULEML Symposium 2011 (2011-11-01 – 2011-11-14), Fort Laud-
erdale, USA. Leon van der Torre (PC member)

• SUM 2011 (2011-10-10 – 2011-10-12), Dayton, USA. Leon van der
Torre (PC member)

• TAF 2011 (2011-07-16 – 2011-07-22), Barcelona, Spain. Leon van der
Torre (PC member)

• BNAIC 2011 (2011-11-03 – 2011-11-04), Ghent, Belgium. Emil Wey-
dert (PC member)

• COST action IC0801 Agreement technologies MC member

• IJCAI 2011 (2011-07-16 – 2011-07-22), Barcelona, Spain. Emil Wey-
dert (PC member)

• 19th International Conference on Applications of Declarative Program-
ming and Knowledge Management (2011-09-28 – 2011-09-30), Vienna,
Austria. Emil Weydert (PC member)

5.3 Doctoral board

• Jean Botev, University of Luxembourg, Luxembourg, December 2011.
Steffen Rothkugel (supervisor)

• Tom Duren, , 2011. Peter Ryan

• Frank Hermann, Berlin, Berlin, Germany. February 2nd 2011 2011.
Thomas Engel

• Tom Leclerc, Université Henri Poincaré - Nancy 1, Nancy, France.
November 2011. Steffen Rothkugel (board member)

• Gabriel Sandulescu, University of Luxembourg, Luxembourg, June
2011. Steffen Rothkugel (chairman)

• Michal Sindlar, University of Utrecht, Utrecht, Netherlands. Novem-
ber 2011. Leon van der Torre (board member)

• Christian Strasse, University of Gent, Gent, Belgium. April 2011.
Leon van der Torre (board member)

• Nick Tinnenmeyer, University of Utrech, Utrecht, Netherlands. Febru-
ary 2011. Leon van der Torre (board member)

• Hubert Toussaint, University of Namur (Belgium), Namur, Belgium.
september 2011. Yves Le Traon (committee member)
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• Paolo Turrini, University of Utrecht, Utrecht, Belgium. October 2011.
Leon van der Torre (board member)

• Ton van Deursen, University of Luxembourg, Luxembourg, Luxem-
bourg. September 2011. Peter Ryan (chairman), Sjouke Mauw (super-
visor and committee member), Sasa Radomirovic (deputy chairman)

• Laurent Vigneron, Nancy, Nancy, France. November 14th 2011 2011.
Peter Ryan

• Gerard Wagener, Luxembourg, Luxembourg, Luxembourg. June 7.
2011 2011. Thomas Engel

• Eteshan Zahoor, Université de Nancy (Loria), Nancy, France. October
2011. Yves Le Traon (Ph.D. Committee member)

5.4 Guests

Invited Researchers:

• Prof. Dr. (IRIT Toulouse) 09-2011, ICR. Reason: research collabora-
tion

• Prof. Dr. (Polish Academy of Sciences) November 2011, Jun Pang,
Sjouke Mauw. Reason: Research collaboration and presentation

• Dr. Benoit Baudry (INRIA Bretagne Atlantique, France) february,
2011, Yves Le Traon. Reason: collaboration and organization of ICST
2013 conference

• Prof. Dr. (Wakayama University Japan) 09-2011, ICR. Reason: talk(s),
research collaboration

• Prof. Dr. (IRIT, Toulouse) 2011, Frederic Pinel. Reason: Short
scientific mission, as part of the COST action IC804 (Energy efficiency
in large scale distributed systems).

• Prof. Dr. Dianxiang Xu (NDSU, USA) October, 2011, Yves Le Traon.
Reason: Collaaboration about security testing (publications in 2012)

• Prof. Dr. (University of Kiel) April 2011, Wojciech jamroga, Matthijs
Melissen. Reason: talk(s), Research collaboration

• Prof. Dr. (Oxford University) March 2011, Jun Pang. Reason: Re-
search collaboration
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• Prof. Dr. Jean-Marc Jézéquel (Univ. Rennes 1/INRIA, France) June
2011, Yves Le Traon. Reason: present a seminar and strengthen links
with Trikell INRIA team

• Prof. Dr. (Universidade Federal de Minas Gerais) July 2011, Hugo
Jonker. Reason: Research collaboration

• Prof. Dr. (NTNU Trondheim) May 2011, Sjouke mauw, Sasa Radomirovic.
Reason: Research collaboration and presentation

• Prof. Dr. (CNRS Cachan) December 2011, Wojciech Jamroga, Matthijs
Melissen. Reason: Research collaboration and presentation

• Prof. Dr. (University of Turin) 07-2011, ICR. Reason: talk(s), re-
search collaboration

• Prof. Dr. (Ecole Centrale de Nantes) July 2011, Sjouke Mauw, Jun
Pang. Reason: Research collaboration and presentation

• Prof. Dr. (EDF R&D, France) September, Barbara Kordy, Patrick
Schweitzer, Sjouke Mauw. Reason: Research collaboration and pre-
sentation

• Prof. Dr. (Katholieke Universiteit Leuven) 03-2011, ICR. Reason:
research collaboration

• Prof. Dr. (Clausthal University of Technology) December 2011, Woj-
ciech Jamroga. Reason: Research collaboration

• Prof. Dr. (Autonomous University of Barcelona) 04-2011, ICR. Rea-
son: talk(s), research collaboration

• Prof. Dr. (Universite d’Artois) 01-2011, ICR. Reason: research col-
laboration

• Prof. Dr. (University of Essex) February 2011, Wojciech jamroga.
Reason: Research collaboration

• Prof. Dr. (Utrecht University, The Netherlands) February 2011, Wo-
jciech Jamroga. Reason: Research collaboration

• Prof. Dr. (City University of New York) 03-2011, Wojciech Jamroga.
Reason: Research collaboration

• Prof. Dr. (universite d’Artois) 04-2011, ICR. Reason: research collab-
oration

• Prof. Dr. (IRIT Toulouse) 05-2011, ICR. Reason: talk(s), research
collaboration
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• Prof. Dr. (INRIA Nancy) October 2011, Wojciech Jamroga, Matthijs
Melissen. Reason: Research collaboration

• Prof. Dr. Tao Xie (NCSU, USA) march 2011, Yves Le Traon. Reason:
Plan collaboration (two papers written and published in 2012)

• Prof. Dr. (Fraunhofer Institute Berlin) 01-2011, ICR. Reason: talk(s),
research collaboration

• Prof. Dr. (University of Amsterdam) 0-2011, ICR. Reason: talk(s),
research collaboration

• Prof. Dr. (Technical University of Denmark) 03-2011, Wojciech Jam-
roga. Reason: Research collaboration

5.5 Visits and other representation activities

• Antonis Bikakis. Visited organization: University of Technology, In-
stitute of Information Systems (10 April - 17 April 2011). Reason:
ERCIM research exchange programme

• Antonis Bikakis. Visited organization: University of Zurich, Depart-
ment of Informatics (28 February - 7 March 2011). Reason: research
exchange programme

• Richard Booth. Visited organization: Universite d’Artois (January
31 - February 2, 2011). Reason: discussion with research partner in
DYNAR project

• Richard Booth. Visited organization: University of Leipzig; (February
16-18, 2011). Reason: presentation and discussion on Dynamics of
Argumentation

• Richard Booth. Visited organization: University of Montpellier 2 (Oc-
tober 20-25, 2011). Reason: discussion with research partner in DY-
NAR project

• Bernabe Dorronsoro. Visited organization: Instituto Superior Tecnico,
Technical University of Lisbon (27 and 28-10-2011). Reason: COST
Action IC0702 Meeting - SoftStat - Combining Soft Computing Tech-
niques and Statistical Methods to Improve Data Analysis Solutions

• Dov Gabbay. Visited organization: King’s College (October 27 2011).
Reason: Associateship of King’s College public lecture

• Dov Gabbay. Visited organization: University of Manchester (Decem-
ber 20 2011). Reason: speaker at HOWARD-60 workshop
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• Dov Gabbay. Visited organization: Bar-Ilan University (December
2011). Reason: keynote speaker at conference on talmudic logic

• Dov Gabbay. Visited organization: Tel Aviv University (February,
May, November 2011). Reason: invited lectures series

• Dov Gabbay. Visited organization: Kurt Goedel Society (April 28-29
2011). Reason: keynote lecture Kurt Godel Research Prize Fellowships

• Valerio Genovese. Visited organization: University of Helsinki (9-12
February 2011). Reason: research project with Sara Negri

• Valerio Genovese. Visited organization: University of Leuven (18-19
January 2011). Reason: research Project with Prof. Mark Denecker

• Valerio Genovese. Visited organization: King’s College London (23-26
February 2011). Reason: research project with Steve Barker

• Valerio Genovese. Visited organization: Carnegie Mellon University
Reason: research project with Deepak Garg

• Wojciech Jamroga. Visited organization: Free University of Bozen-
Bolzano (9-12/04/2011). Reason: Invited lecture

• Wojciech Jamroga. Visited organization: Université Libre de Bruxelles
(23/02/2011). Reason: Scientific collaboration

• Wojciech Jamroga. Visited organization: Clausthal University of Tech-
nology (31/10-4/11/2011). Reason: Research collaboration

• Wojciech Jamroga. Visited organization: Czech Technical University
(11-13/05/2011). Reason: Research collaboration

• Wojciech Jamroga. Visited organization: Czech Technical University
(12-13/09/2011). Reason: Research collaboration

• Wojciech Jamroga. Visited organization: Technical University of Czesto-
chowa, Poland (7-9/08/2011). Reason: Research collaboration

• Wojciech Jamroga. Visited organization: Technical University of Den-
mark (6-9/06/2011). Reason: Research collaboration

• Wojciech Jamroga. Visited organization: University of King Juan
Carlos (30/05-3/06/2011). Reason: Scientific collaboration

• Wojciech Jamroga. Visited organization: Polish Academy of Science,
Poland (7/09/2011). Reason: Research collaboration

• Hugo Jonker. Visited organization: Bern University of Applied Sci-
ences (23-25/05/2011). Reason: Invited lecture
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• Hugo Jonker. Visited organization: Trust in Digital Life consortium
(2011-02-28). Reason: Trust in Digital Life workgroup meeting

• Hugo Jonker. Visited organization: Trust in Digital Life consortium
(2011-01-24). Reason: Trust in Digital Life workgroup meeting

• Hugo Jonker. Visited organization: Trust in Digital Life consortium
(2011-10-17). Reason: Trust in Digital Life workgroup meeting

• Hugo Jonker. Visited organization: CASED Research institute, Ger-
many (06/06 – 08/07/2011). Reason: Research collaboration

• Hugo Jonker. Visited organization: Trust in Digital Life consortium
(2011-04-05 – 2011-04-06). Reason: Trust in Digital Life general as-
sembly

• Hugo Jonker. Visited organization: Goethe University, Frankfurt am
Main (2011-07-06). Reason: Research collaboration

• Hugo Jonker. Visited organization: Trust in Digital Life consortium
(2011-06-15). Reason: Trust in Digital Life workgroup meeting

• Hugo Jonker. Visited organization: LORIA, France (23/02/2011).
Reason: Research collaboration

• Simon Kramer. Visited organization: IIT Delhi (18 – 24/03/2011).
Reason: Research collaboration

• Simon Kramer. Visited organization: Institute of Mathematical Sci-
ences (February – March). Reason: Research collaboration

• Simon Kramer. Visited organization: Nanyang Technological Univer-
sity (01/04/2011). Reason: Invited lecture

• Simon Kramer. Visited organization: National University of Singapore
(31/03/2011). Reason: Invited lecture

• Simon Kramer. Visited organization: Tata Institute of Fundamental
Research (19/12/2011). Reason: Invited lecture

• Simon Kramer. Visited organization: Tata Institute of Fundamental
Research (01/02/2011). Reason: Invited lecture

• Sjouke Mauw. Visited organization: CWI (2011-11-29). Reason: Re-
search collaboration

• Sjouke Mauw. Visited organization: EU COST office (2011-03-03-
201103-04). Reason: Review
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• Sjouke Mauw. Visited organization: EU COST office (2011-09-22 -
2011-09-23). Reason: Review

• Sjouke Mauw. Visited organization: Katholieke Universiteit Leuven
(2011-12-01 - 2011-12-02). Reason:

• Sjouke Mauw. Visited organization: Netherlands Forensic Institute
(2011-11-28). Reason: Research collaboration

• Matthijs Melissen. Visited organization: Universite Libre de Bruxelles
(23/02/2011). Reason: Research collaboration

• Jun Pang. Visited organization: Nanjing University (10-11/10/2011).
Reason: Invited lecture

• Jun Pang. Visited organization: National University of Singapore (04-
07/10/2011). Reason: Invited lecture

• Xavier Parent. Visited organization: University of Bar-Illan (Novem-
ber 20-26 2011). Reason: research collaboration

• Xavier Parent. Visited organization: State University of Campinas
(May 9-13 2010). Reason: Summer school, conference and research
collaboration

• Frederic Pinel. Visited organization: (2011-11-07). Reason: COST
0804 meeting - Energy efficiency in large scale distributed systems

• Peter Ryan. Visited organization: ETH Zurich (Septmeber 20-21).
Reason:

• Peter Ryan. Visited organization: Oxford (October). Reason:

• Marcin Seredynski. Visited organization: Instituto Superior Tecnico,
Technical University of Lisbon (27 and 28-10-2011). Reason: COST
Action IC0702 Meeting - SoftStat - Combining Soft Computing Tech-
niques and Statistical Methods to Improve Data Analysis Solutions

• Marija Slavkovik. Visited organization: University Paris Dauphine
(9-10 June 2011). Reason: research collaboration

• Marija Slavkovik. Visited organization: University of Turin (28 Feb-05
March 2011). Reason: research collaboration

• Paolo Turrini. Visited organization: University of Amsterdam; (13-
16/12/2011). Reason: research collaboration

• Leon van der Torre. Visited organization: Bar Ilan University (21-
26/11/2011). Reason: research visit



5.6 Research meeting 193

• Pouyan Ziafati. Visited organization: Utrecht University Intelligent
Systems Group (6 October - 18 October 2011;). Reason: cotutelle
program

5.6 Research meeting

• Joint UR-Math and UR-CSC Discrete Mathematics Colloquium (2010-
05-10 – 2012-04-03) Number of presentations: 15

– Description: The Decision Aid Systems group within the Com-
puter Science and Communication Research Unit (CSC) and the
Discrete Mathematics group within the Mathematics Research
Unit (MATH) of the University of Luxembourg organize period-
ically a common research seminar. Regular Members:

∗ R. Bisdorff (responsible co-organiser, CSC)

∗ M. Couceiro (ass. researcher, postdoc, MATH)

∗ E. Lehtonen (ass. researcher, postdoc, CSC)

∗ J.-L. Marichal(responsible co-organiser, MATH)

∗ P. Mathoney (ass. researcher, postdoc, MATH)

∗ A. Olteanu (assistant/Phd student,CSC)

∗ Th. Veneziano (assistant/Phd student,CSC)

∗ T. Walhauser (ass. researcher, postdoc, MATH)

• ICR Seminars

– Description: typically weekly (Monday 4pm); Seminar with guest
researchers/Internal seminar

• Ilias MINE Research Meeting

– Description: research meeting: 5-6 per anno.

• ILIAS - TeamBouvry Seminars

– Description: Research team meetings and one yearly team meet-
ing with 25 presentations organized in October. Three Working
Group meetings with invited speakers.

• MAO - Multi-Agent Organisation (2011-12-19 – 2011-12-23)

– Description: Leiden; The Netherlands

• Norm group research meeting

http://leopold-loewenheim.uni.lu/dma/
http://wiki.uni.lu/mine
http://oldon.uni.lu/teambouvry/meetings.html
http://www.lorentzcenter.nl/lc/web/2011/479/info.php3?wsid=479
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– Description: weekly (Friday 2pm); presentations by guest re-
searchers and internal members

• SaToSS Research Meeting

– Description: On Tuesdays from 10:30 to 11:30 the SaToSS and
APSIA research groups hold the weekly SaToSS Research Meet-
ing (SRM). The purpose of the SRM is to present and discuss re-
search problems that are interesting for the group. Saša Radomirović
is responsible for the organization of the SRM. The meeting fea-
tured 35 presentations in 2011. Notable speakers in 2011 include
Josh Benaloh, Jürg Kohlas, Steve Kremer, Mark Ryan, Steve
Schneider, and Luca Viganò.

The complete list of speakers, as well as our seminar rules, can be
found at the seminar webpage http://satoss.uni.lu/seminars/
srm/.

http://satoss.uni.lu/seminars/srm/
http://satoss.uni.lu/seminars/srm/
http://satoss.uni.lu/seminars/srm/


Chapter 6

CSC Software

• ACL-Lean. Licence: Free

– Description: Developers: Daniele Rispoli and Valerio Genovese

ACL-Lean is a decidable theorem prover (written in PROLOG)
for propositional access control logics with says operator. ACL-
Lean implements an analytic labelled sequent calculus for condi-
tional access control logics presented in V. Genovese, L. Giordano,
V. Gliozzi and G. L. Pozzato “A Conditional Constructive Logic
for Access Control and its Sequent Calculus” 20th International
Conference on Automated Reasoning with Analytic Tableaux and
Related Methods

• ARGULAB. Licence: GPL

– Description: Developers: Mikolaj Podlaszewski

A software demonstrator regarding basic abstract argumentation
(labelling-based) algorithms.

• bagit. Licence: non-redistributable, for internal use only

– Description: An internal web-based tool that provides assistance
to research groups by storing, pooling, tagging and indexing pa-
pers and other publications. Developed by Christian Glodt.

• delegation2spass. Licence: Free

http://www.di.unito.it/~genovese/tools.html
http://heen.webfactional.com
http://demos.uni.lux/bagit
http://www.di.unito.it/~genovese/tools.html
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– Description: Developers: Daniele Rispoli and Valerio Genovese

delegstion2spass is a parser (written in SCHEME) which imple-
ments a set of complete reduction axioms and translates dynamic
formulas for a delegation/revocation logic into propositional logic
expressed in DFG syntax.

• Democles. Licence: Freely redistributable, see details at:
http://democles.lassy.uni.lu/license.html

– Description: Democles is a modeling tool that supports the EP
language developed by LASSYs MDE group. It is developed by
Christian Glodt.

In 2011, Democles has seen the following improvements: * Sup-
port for guard expressions on ”event edges” has been added to
Android and iPhone code generation. * Basic support for local
file IO in Android and iPhone platform bindings.

• GreenCloud.

– Description: Energy efficiency simulator for distributed data cen-
ters.

• mCarve. Licence: free use

– Description: mCarve is a tool for carving attributed dump sets.
These dump sets can, for instance, be obtained by dumping the
memory of a number of smart cards or by regularly dumping
the memory of a single smart card during its lifetime. The tool
helps in determining at which location in the dumps certain at-
tributes are stored. More information can be obtained from our
paper [64]. The tool is available from http://satoss.uni.lu/

software/mcarve/.

• MiCS Management System. Licence: non-redistributable, for internal
use only

– Description: An internal web-based tool developed for the man-
agement of modules, courses and profiles of the Master in Infor-
mation and Computer Sciences. Developed by Christian Glodt.

In 2011, the most important changes have been: * Management of
students has been added to the system. * Management of profile
registrations has been added to the system. * Profile registra-
tion statistics have been added to the system. * Management
of applications for the MiCS has been added to the system. *

http://democles.lassy.uni.lu
https://greencloud.gforge.uni.lu
http://satoss.uni.lu/software/mcarve/
http://satoss.uni.lu/software/mcarve/
http://satoss.uni.lu/software/mcarve/
http://demos.uni.lux/mics
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MiCS application statistics have been added to the system. *
Management of master theses has been added to the system. *
Management of master theses proposals has been added to the
system. * A ”Master Thesis Proposals” page can be generated
and uploaded to Moodle. * A facility has been added to allow
professors to submit updates for their course descriptions.

• Model Decomposer. Licence: free to use, binary redistribution per-
mitted

– Description: An Eclipse plugin that implements a generic model
decomposition technique which is applicable to Ecore instances
and EP models, and is described in a paper published in the pro-
ceedings of the FASE 2011 conference. Developed by Christian
Glodt.

• MSC Macro Package for LATEX. Licence: free use

– Description: The message sequence chart (MSC) language is a
visual language for the description of the interaction between dif-
ferent components of a system. This language is standardized
by the ITU (International Telecommunication Union) in Recom-
mendation Z.120 MSCs have a wide application domain, ranging
from requirements specification to testing and documentation. In
order to support easy drawing of MSCs in LATEX documents, Ton
ven deursen and Sjouke Mauw have developed the MSC macro
package. Version 1.17 of this package was released in 2010 and is
available from http://satoss.uni.lu/mscpackage/.

• OVNIS.

– Description: For online vehicular wireless and traffic simulation.
An integration of traffic simulator SUMO with network simulator
ns-3.

• ROS face recognition package. Licence: Attribution-NonCommercial
3.0

– Description: Developers: Pouyan Ziafati

Provides a ROS simple actionlib server interface for performing
different face recognition functionalities in video stream.

• Seq-ACL+. Licence: Free

http://democles.lassy.uni.lu, http://democles.lassy.uni.lu/documentation/TR_LASSY_10_06.pdf
http://satoss.uni.lu/mscpackage/
http://satoss.uni.lu/mscpackage/
http://ovnis.gforge.uni.lu/
http://http://www.ros.org/wiki/face_recognitionhttp://www.ros.org/wiki/face_recognition
http://www.di.unito.it/~genovese/tools.html
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– Description: Developers: Daniele Rispoli, Valerio Genovese and
Deepak Garg

Seq-ACL+ is a decidable theorem prover (written in PROLOG)
for the modal access control logic ACL+ presented in V. Genovese
and D. Garg ”New Modalities for Access Control Logics: Permis-
sion, Control and Ratification” 7th International Workshop on
Security and Trust Management - STM 2011

• SHARC. Licence: GPL v3

– Description: Source code and benchmarking framework for the
SHARC (Sharper Heuristic for Assignment of Robust Communi-
ties) protocol

• VehILux.

– Description: A realistic vehicular mobility model for Luxembourg
based on real traffic data

• Visual Contract Builder. Licence: free to use, binary redistribution
permitted

– Description: A suite of Eclipse plugins that provide support
for graphically editing and typechecking VCL (Visual Contract
Language) diagrams. Developed by Christian Glodt and Nuno
Amalio.

In 2011, the most important changes have been: * The implemen-
tation of VCB has been kept up-to-date with regards to the Visual
Contract Language metamodel and semantics. * Many improve-
ments have been made to Assertion Diagrams, Structural Dia-
grams and the type checking plugin. * Contract Diagrams have
been implemented. * Package Diagrams have been implemented.
* A proto-framework for migrating existing model instances to
newer metamodel versions has been implemented. * An auto-
matic compilation service has been implemented and deployed.

http://github.com/gjherbiet/sharc
https://github.com/pigne/VehILux
http://vcl.gforge.uni.lu


Chapter 7

CSC Publications in 2011

The publications listed in this chapter have been generated from the official
publication record repository of the university:

http://publications.uni.lu

An overview of the publication quantity (per category) is provided in the
table below.

Publication category Quantity Section

Books 5 §7.1 page 199
Book Chapters 6 §7.2 page 200

International journals 48 §7.3 page 201
Conferences Articles 127 §7.4 page 205

Proceedings 4 §7.5 page 219

Total: 190

Table 7.1: Overview of CSC publications in 2011

7.1 Books

[1] Pascal Bouvry, Horacio González-Vélez, and Joanna Kolodziej. In-
telligent Decision Systems in Large-Scale Distributed Environments,
volume 362 of Studies in Computational Intelligence. Springer, 2011.

http://publications.uni.lu
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General Logics. Cognitive Technologies. Springer, 2011.
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2011.
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normative loops in the Talmud. College Publications, 2011.
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in the Talmud. College Publications, 2011.

7.2 Book Chapters
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tems, volume 1, pages 243–306. Whiley and Son, 2011.
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Danoy, Pascal Bouvry, and Albert Zomaya. Efficient Hierarchical
Task Scheduling on GRIDS Accounting for Computation and Commu-
nications, volume 362 of Studies in Computational Intelligence, pages
25–48. Springer, 2011.

[9] Alexandru-Adrian Tantar, Gregoire Danoy, Pascal Bouvry, and Samee
Khan. Energy-Efficient Computing using Agent-Based Multi-Objective
Dynamic Optimization, pages 267–287. Springer, New York, NY, USA,
2011.

[10] Marwane El Kharbili and Elke Pulvermueller. Semantic Policies for
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2011.
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Notes in Computer Science, pages 152–171. Springer Berlin / Heidel-
berg, 2011.
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7.3 International journals

[12] Symeon Chatzinotas and Bjorn Ottersten. Interference mitigation
techniques for clustered multicell joint decoding systems. EURASIP
Journal on Wireless Communications and Networking, Special Issue
on Multicell Cooperation for Next Generation Communication Sys-
tems, 132:1–13, 2011.
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Ottersten. Distributed multicell beamforming with limited intercell
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certainty sets. IEEE Transactions on Signal Processing, 59(11):5169–
5180, 2011.
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AND EXPERIENCE, pages 1–14, 2011.
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[44] Bernabé Dorronsoro and Pascal Bouvry. Differential evolution algo-
rithms with cellular populations. Parallel Problem Solving from Nature
(PPSN), Lecture Notes in Computer Science, 6239:320–330, 2011.



204 BIBLIOGRAPHY

[45] Radha Thangaraj, Milllie Pant, Ajith Abraham, and Pascal Bouvry.
Particle swarm optimization: A survey on hybridization perspectives.
Applied Mathematics and Computation, 217(12):5208 – 5226, 2011.

[46] Martin Caminada. A labelling approach for ideal and stage semantics.
Argument & Computation, 2(1):1–21, 2011. Caminada, Martin.

[47] Pietro Baroni, Martin Caminada, and Massimiliano Giacomin. An
introduction to argumentation semantics. The Knowledge Engineering
Review, 26(4):365–410, 2011.

[48] Martin Caminada, Walter Carnielli, and Paul Dunne. Semi-stable
semantics. Journal of Logic and Computation, pages 1–45, 2011. NEW
- paper is not yet assigned a regular issue, but already online (“Advance
Access”).

[49] R. Bakhshi, Joerg Endrullis, Wan Fokkink, and Jun Pang. Fast leader
election in anonymous rings with bounded expected delay. Information
Processing Letters, 111(17):864–870, 2011.

[50] Gilles Perrouin, S. Oster, Sagar Sen, Jacques Klein, Benoit Baudry,
and Yves Le. Pairwise testing for software product lines: Comparison
of two approaches. Software Quality Journal, pages 1–39, 2011.

[51] Romain Delamare, Benoit Baudry, Sudipto Ghosh, G. Gupta, and
Yves Le Traon. An approach for testing pointcut descriptors in aspect.
Software, Testing, Verification & Reliability journal (STVR), 21:215–
239, 2011.

[52] Jacques Simonin, Emmanuel Bertin, Yves Le, Jean-Marc Jezequel,
and Noel Crespi. Analysis and improvement of the alignment between
business and information system for telecom services. International
Journal On Advances in Software, 4:117–128, 2011.

[53] Nicolas Guelfi. A formal framework for dependability and resilience
from a software engineering perspective. Central European Journal of
Computer Science, 1:294–328, 2011.

[54] Cedric Pruski, Nicolas Guelfi, and Chantal Reynaud. Adaptive
ontology-based web information retrieval: The target framework. In-
ternational Journal of Web Portals, 3:41–58, 2011.

[55] Xavier Parent. Moral particularism in the light of deontic logic. Artif.
Intell. Law, 19(2-3):75–98, 2011.

[56] D.M. Gabbay and M. Kollel. Uncertainty rules in talmudic logic.
History and Philosophy of Logic, 32(1):63–69, 2011.



7.4 Conferences Articles 205

[57] M. Abraham, D.M. Gabbay, G. Hazut, Y. Maruyka, and U. Schild.
Logical analysis of the talmudic rule of general and specific (klalim-u-
pratim). History and Philosophy of Logic, 32(1):47–62, 2011.

[58] Dov Gabbay. Dung’s argumentation is essentially equivalent to clas-
sical propositional logic with the peirce-quine dagger. Logica Univer-
salis, 5(2):255 – 318, 2011.
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Appendix B

CSC Statistics for 2011

B.1 CSC publications

Publication category Quantity Section

Books 5 §7.1 page 199
Book Chapters 6 §7.2 page 200

International journals 48 §7.3 page 201
Conferences Articles 127 §7.4 page 205

Proceedings 4 §7.5 page 219

Total: 190

Table B.1: Overview of CSC publications in 2011

For more details, see chapter 7 page 199.

B.2 CSC budget

See also §2.3 page 6.

Lab structural funding 744,720e

UL Research Projects 449,997e

Total 1,1947,717e

Table B.2: CSC Internal Budget
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B.3 CSC staff per category

Category Number

Professors 16
Associate Professors 6

Scientific Supp. Staff Members 11
Post-Docs 12

Post-Docs on projects 12
PhD Students 37

PhD Students on Project 3
Technical Support Staff Members 3

Technician on project 3
Administrative Staff 4
Research Facilitator 1

Total 108

Professors	  

Associate	  Professors	  

Post-‐Docs	  

Scien1fic	  Support	  Staff	  
	  Member	  

PhD	  Students	  

Post-‐doc	  on	  Projects	  

PhD	  Students	  on	  Project	  

Technical	  Support	  Staff	  
	  Members	  

Technician	  on	  project	  

Administra1ve	  Staff	  

Research	  facilitator	  

Figure B.1: CSC HR Repartition
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Professors - Associate Professors

Lastname Firstname Position

BIRYUKOV Alexei Associate-Professor

BISDORFF Raymond Joseph Professor

BOUVRY Pascal Professor

BRIAND Lionel Professor

CORON Jean-Sébastien Associate-Professor

DUHAUTPAS Théo Professor

ENGEL Thomas Professor

GUELFI Nicolas Professor

KELSEN Pierre Professor

LE TRAON Yves Professor

LEPREVOST Frank Professor

MAUW Sjouke Professor

OTTERSTEN Björn Professor

MÜLLER Volker Associate-Professor

ROTHKUGEL Steffen Associate-Professor

RYAN Peter Professor

SACHAU Juergen Professor

SCHOMMER Christoph Associate-Professor

SORGER Ulrich Professor

STEENIS Bernard Associate-Professor

VAN DER TORRE Leon Professor

ZAMPUNIERIS Denis Professor

Total: 22
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Research Assistants - PostDocs

Lastname Firstname Position
AMALIO Nuno Scientific Coll. on Project
BESSERON Xavier Scientific Coll. on Project
BERNARD Nicolas Scientific Supp. Staff Member
BOOTH Richard Scientific Coll. on Project
BRAATZ* Benjamin Post-Doc
SA SILVA DE SOUSA Vasco Nuno Scientific Coll. on Project
DORRONSORO Bernabé Scientific Coll. on Project
ESCH MArkus Post-Doc
BERNARD Nicolas Scientific Supp. Staff Member
CAPOZUCCA Alfredo Scientific Supp. Staff Member
DANOY Grégoire Scientific Supp. Staff Member

GALINDO CHACÓN David Scientific Coll. on Project
GLODT Christian Scientific Supp. Staff Member
GROSZSCHÄDL Johann Scientific Supp. Staff Member
JAMROGA Wojciech Scientific Coll. on Project
JONKER Hugo Scientific Coll. on Project
KORDY Barbara Scientific Coll. on Project
KLEIN Jacques Scientific Supp. Staff Member
LEHTONEN Erkko Post-Doc
LEURENT* Gaëtan Post-Doc
PANG Jun Post-Doc
PARENT Xavier Post-Doc
PECERO SANCHEZ* Johnatan Post-Doc
RADOMIROVIC Sasa Post-Doc
RIES Benoit Scientific Supp. Staff Member
RISOLDI Matteo Scientific Coll. on Project
SAIDANE Ayda Scientific Coll. on Project
STATE Radu Scientific Supp. Staff Member
SUCHANECKI Zdzislaw Scientific Supp. Staff Member
TANTAR* Emilia Post-Doc
TANTAR* Alexandru Adrian Post-Doc
TEUCHERT Andrea Scientific Coll. on Project
TURRINI* Paolo Post-Doc
VARRETTE Sébastien Scientific Supp. Staff Member
VESIC Srdjan Post-Doc
WEYDERT Emil Scientific Supp. Staff Member

Total: 36 (*AFR Total: 5)
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PhD Students

Lastname Firstname Position
ALLIX Kevin PhD Student
AMRANI* Moussa PhD Student
BOTEV* Jean PhD Student
DANILAVA Sviatlana PhD Student
DIAZ Cesar PhD Student
DONG* Naipeng PhD Student
EL KATEB Donia PhD Student
EL KHARBILI Marwane PhD Student
FRANCK Christian PhD Student
GALLAIS Jean-Francois PhD Student
GOERGEN David PhD Student
GRZYBEK* Agata PhD Student
KHAN* Yasir Imtiaz PhD Student
KIRSCH Laurent PhD Student
LI Yu PhD Student
LIU Zhe PhD Student
MACHALEK Aurel Scientific Coll. on Project
MANDAL Avradip PhD Student
MELISSEN* Matthijs PhD Student
MINEV Mihail PhD Student
MULLER Tim PhD Student
MUSZYNSKI Jakub PhD Student
NIELSEN* Sune PhD Student
OLTEANU Alexandru-Liviu PhD Student
PINEL* Frédéric PhD Student
PORAY Jayanta PhD Student
PUSTOGAROV Ivan PhD Student
RIENSTRA Tjitze PhD Student
RIES Thorsten Scientific Coll. on Project
ROY Arnab PhD Student
RUBAB Irman PhD Student
RUIZ Patricia PhD Student
SHIRNIN Denis PhD Student
SLAVKOVIK Marija PhD Student
VADNALA Praveen Kumar PhD Student
VENEZIANO Thomas PhD Student
VENKATESH Srivinas Vivek PhD Student
WANG Shaonan Scientific Coll. on Project
WU Yining PhD Student

Total: 40 (*AFR Total : 8)
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Technical Support

Lastname Firstname Position
CARTIAUX Hyacinthe Technician on Project
DUNLOP Dominic Technical Support Staff Member
MARQUES DIAS Sergio Technician on Project
PARNIAN Shahed Technical Support Staff Member
STEMPER André Technical Support Staff Member
REIS Sandro Technician on Project

Total: 6

Administrativ Aid

Lastname Firstname
FLAMMANG Daniéle

MARTIN Magali
SCHMITZ Fabienne
SCHROEDER Isabelle

Total: 4



Appendix C

Acronyms used

ComSys Communicative Systems Laboratory

CSC Computer Science & Communications

HPC High Performance Computing

ILIAS Interdisciplinary Laboratory for Intelligent and Adaptive Systems

LACS Laboratory of Algorithmics, Cryptology and Security

LASSY Laboratory for Advanced Software Systems

SnT Interdisciplinary Centre for Security Reliability and Trust

UL University of Luxembourg

http://comsys.uni.lu
http://csc.uni.lu
http://ilias.uni.lu
http://lacs.uni.lu
http://lassy.uni.lu
http://snt.uni.lu
http://www.uni.lu
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http://csc.uni.lu

Computer Science & Communication (CSC) Research Unit
University of Luxembourg
Faculty of Science, Technology and Communication
6, rue Richard Coudenhove-Kalergi
L-1359 Luxembourg
Luxembourg

Administrative Contact:
Isabelle Glemot-Schroeder and Fabienne Schmitz

Email: csc@uni.lu

http://csc.uni.lu
http://csc.uni.lu/members/isabelle_glemot_schroeder
http://csc.uni.lu/members/fabienne_schmitz
mailto:csc@uni.lu
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