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Problems with postal voting  
 Slow,  

 unreliable,  

 easily intercepted (one at a time), 

 Limited privacy 

 

 But lots of people want to vote remotely 



Remote cast-as-intended 
verifiability (for Internet Voting)  
 There are several systems that provide some cast-as-

intended verifiability 
 Helios (Adida, Pereira et al, based on Benaloh’s simple voter-

verifiable elections) 
 Markpledge (Neff) (though you’d have to think about how to 

do this at home) 
 Code Voting (Chaum), Pretty Good Democracy (R & T) 

 With extensions to take code voting to STV (Heather, R & T) 

 But the voter has to understand them in order for them to 
work 
 If they don’t, a malicious client can trick them relatively easily 
 Perhaps this is why supervised e-voting is easier than Internet 

voting 



Should the voter have to 
understand the voting system? 
 I’d say “not necessarily”, but 

 The verification procedures should be valid, even if the 
voters don’t (all) understand them 



Electronic ballot delivery and 
postal returns 
 Suggested, eg, by Simons & Jones 

 simple cast-as-intended verification,  

 no more guarantees than ordinary postal voting of 
privacy, delivery, or accurate counting. 

 

 Our proposal is to add some crypto for proving 
counted-as-cast and correct tallying 

 



Our proposal 
 In principle, less secure than Helios, PGD etc, 

 Because at least one observer at the receiving point must 
be honest 

 But cast-as-intended verification works even if the 
voters don’t understand it 

 Of course, votes can be dropped in the mail 

 Which is detectable afterwards but not recoverable if 
too late 



Outline  
 Candidate information is sent to the voter electronically 

 Voter fills in ballot on their computer and prints 3 
representations of it: 

 VR VI VE 

Human-readable 
plaintext 

“Intermediate” (encrypted but 
not signed) 

plus encrypted proofs that it 
matches VR & VE 

Encrypted and 
signed 

Vote, 

sig 
Vote, 

VR Proof, 

VE Proof 



At the receiving end 

VR Physical shuffle or proven 
link 

VI Physical shuffle or proven 
link 

VE 

VR2 VI2 VE8 

VR5 VI5 Physical shuffle VE2 

VR7 VI7 VE7 

VR8 VI8 VE5 

VR3 VI4 VE4 

VR1 Physical shuffle VI1 VE1 

VR4 VI3 VE3 

VR6 VI6 VE6 

 Check the sig without telling observers whose sig it is 

 For each vote, randomly choose whether to link VI to 
VR or VE 

 Publish: 



Some simple ways to choose 
the random bit 
 

Throw dice at the receiving point 

Use a beacon that’s more expensive to manipulate than 
the election 



A more complicated and more 
secure way to choose the 
random bit 
 agree, before voting, a keyed hash function, but with 

the key left undetermined.  

 Once voting has ended, go though some public 
procedure to agree the key.  

 E.g. a number of independent authorities could each 
commit to a random bit string, and then de-commit 
and compute the key as the XOR of the strings.  

 Then, for each ballot apply the hash to the serial 
number or other agreed part of the content 



Discussion 
 Privacy: private but not receipt-free  

 If the voter remembers their private data they can prove 
how they voted 

 Verifiability:  

 simple voter verification of cast-as-intended 

 Group-observable verification of counted-as-cast 

 Which is not as strong as voter-verifiable 

 But much stronger than a single auditor 



In summary 
 Nobody knows how to do usable, verifiable remote 

voting 

 This proposal gives a reasonable combination of 
security properties with a very simple cast-as-intended 
step 

 It’s almost end-to-end verifiable, apart from one 
simple step with a distributed assumption 

 Voters just have to check their vote and post it. 


