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Subject of the internship

Implementing countermeasures against Interesting Flooding Attacks in ndnSim 2.x.

Research context

The Interest Flooding Attack (IFA) has been identified as a major threat to the Named-Data
Networking (NDN) architecture [1]. In short, the attack consists of generating a huge number
of semi-valid or fake requests for contents with the aim to deny network services to legitimate
requests. Previous literature works [2, 3, 4] have already showed IFA feasibility and efficacy in
NDN networks. The majority of those works tested their proposed detection and mitigation
techniques through network simulations on ndnSim. NdnSim [5] is a module of ns-3 that
implements the NDN communication model of a clean slate Internet design, whose first version
was released in 2012.
Implementation, testing and later release of open source code on ndnSim allow researchers
to fairly compare their proposed countermeasures. Since January 2015 the NDN community
has been developing a new version of the ndnSim simulator, namely, ndnSim 2.x [6], which
brings some new key features. Simulations written with the ndnSim2.x no longer need to
implement basic NDN primitives, but they can use the implementation provided within the
ndn-cxx library[7]. Moreover, in ndnSim 2.x the forwarding and management is implemented
directly using the source code of the Named Data Networking Forwarding Daemon (NFD) and
the packet format follows the original packet specification described in [8].
The latest version of ndnSim gives to the research community the opportunity to perform even
more realistic simulations to asses the validity of their research ideas. However, many previous
research contributions have not been ported and tested to this new platform yet, e.g., the
proposed countermeasures against IFAs. However, running them on the newer ndnSim is of
foremost importance to reproduce and further validate the past results against new proposed
technique. Therefore, the main motivation of the internship project is to help the research
community on NDN achieve this goal as soon as possible.

Practical Tasks

On one hand, the candidate has to implement and test countermeasures against IFA that have
been proposed in literature on the latest version of ndnSim. The implementation of some of
them has been made publicly available to the research community for ndnSim1.0. Hence, for
those, the task merely consists of porting and/or re-writing implementations for the new version
of the ndnSim simulator.
On the other hand, the candidate could implement some other techniques whose implementation
has never been released. A preliminary list for the first category is presented below in the section
”Goals”.
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Goals

At least, implementation and testing over real ISP topologies[9] on ndnSim 2.x of the following
IFA countermeasures has to be performed:

• token bucket with per interface fairness, satisfaction-based Interest acceptance, satisfaction-
based pushback [2]

• interest traceback [3]

• poseidon [4]

The produced implementation will be released as open source code to the research community
on NDN.

Requirements

• some experience of development with C++

• some experience with languages and tools to statistically analyze, process and plot data-
sets like R

• easiness of development in Linux environments

• willingness to produce code and documentation using only open source tools

• familiarity with the ns-3 simulator and the boost C++ libraries could be beneficial but it
is not mandatory

Skills to be acquired

The candidate is expected to be able to implement ndn applications and protocols, as well as to
test them, on the ndnSim simulator. By reflection, the candidate will get useful insights about
the ns-3 network simulator too.

Evaluation

The candidate progress will be periodically assessed with weekly meetings. Further, a final
report must be written to summarize the work and the outcome of the project.

More resources

For any additional question or further details about the project, please do not hesitate to contact
us by email at salvatore.signorello@uni.lu.
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